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Par slov na uvod...

Je zari, dozrava ovoce, vitr se prohani po strnistich, dym z bramborovych nati vhani
slzy do oci a tazni ptaci se chystaji na dalekou cestu. A studenti doktorského studia
se zamérenim na pocitacové architektury a jejich diagnostiku se sjiZd€ji na pravidelné
setkani, na PAD. Ano, timto textem zacinal ivodnik sborniku PADu 2008 a jiZ je to tu
opét. Jaka je cela historie téchto setkani? Tedy chronologicky navazujeme na setkani
ve Zvikovském Podhradi (2003), v Moravanech nad Vahom (2004), Laznich Sedmihor-
ky (2005), Papradnu v Javornikach (2006) v Srni (2007), v Hejnicich (2008), v Solani
(2009), v Ceskovicich (2010), ve Staré Lesné (2011), v Milovech ve Zdarskych vrsich
(2012) a kone¢né v Teplé (2013). Udoli Jizery, hrady Vranov, Frydstejn, Suché skaly, ¢i
vrch Sokol budou bdit nad pokra¢ovanim tohoto setkani studentd se Skoliteli v Malé
Skale, hotelu Kavka; PAD 2014 potada Ustav informa¢nich technologii a elektroniky na
fakulté mechatroniky, informatiky a mezioborovych studii Technické university v Li-
berci. Seminat PAD je poiadan s cilem umoznit studentiim konfrontovat vysledky prace
mimo ramec materské univerzity, vyzkouset si prezentaci pred kolegy i pred pedagogy
ze viech koutti byvalého Ceskoslovenska. Studenti tak mohou ziskat nejen zkuSenosti s
vystupovanim pred odbornou verejnosti ale i nazor na své vysledky od SirSiho okruhu
posluchaci. Neni totiz bézné, aby se néjaké akce zucastnilo vice ,Skoliteli“ nez pred-
nasejicich studentd; je to zptisobeno i zdjmem externich firem, ktery uprimné vitame.

Na tomto misté je zvykem pogratulovat studentlim, jejichz prace byla na loriském PADu
ocenéna cenou Prof. Jana Hlavicky. Byli to tito studenti:

1. ro¢nik - Ing. Gabriel Nagy, FEI STU v Bratislavé
2. rocnik - Ing. Jifri Matousek, FIT VUT v Brné
3. rocnik - cena nebyla udélena
Je také mou milou povinnosti podékovat sponzortim akce. V abecednim poradku to jsou

firmy ASICentrum spol. s r.o., Jablotron Alarms a.s. a Presiosa a.s., jejichZ inzeraty jsou
uvedeny v tomto sborniku; medialnim partnerem je DPS - Elektronika od A do Z.

V Liberci 11. srpna 2014 Za cely organizacni vybor PAD 2014
Zdenék Pliva
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VYUKOVA LABORATOR IP TELEFONIE

Tomas Knot
InZenyrska informatika, 1. ro¢nik, prezencni studium
Skolitel: Karel Vlek

Fakulta aplikované informatiky, Univerzita Tomase Bati ve Zliné
Nad Stranémi 4511, 760 05 Zlin

knot@fai.utb.cz

Abstrakt. Tato prace se zabyva popisem tvorby laboratofe a pobockové ustfedny pro
vyuku IP telefonie na Univerzit¢ Tomase Bati ve Zlin€. Laboratof se sklada z pobockové
ustfedny, ktera je zalozena na GNU/Linux Debian a softwaru Asterisk a je vyuzivana v
predmétu Telekomunikaéni systémy. Ustfedna je piipojena do vefejné telefonni sité pies
poskytovatele hlasovych sluzeb. Studenti maji moznost tvorby vlastnich ustfeden na
svych stanicich (vyuziva se virtualizace GNU/Linuxu a Asterisku), které mohou mezi
sebou propojovat véetné vyukové tstfedny, ktera ma nejvyssi Groven zapojeni.

Kli¢ova slova. IP telefonie, Asterisk, VolP (Voice over IP), PBX (Private Branch
Exchange), Linux.

1 Uvod

S rozvojem telekomunikaci a Internetu dostavaji hlasové sluzby novy rozmér. V soucasné dobé je
mozné sledovat odklon od klasické telefonie k IP (Internet Protocol) telefonii, jenz ma také oznaceni
jako VoIP (Voice over IP). Spolecné s IP telefonni se také rozvijeji sit¢ NGN (Next Generation
Network), které ukazuji novy pohled na telekomunikacni sité. NGN je vysokorychlostni digitalni sit’,
jejiz tkolem je integrovat technologii pirepojovani okruhil a paketovy pfenos do jedné sluzby. Timto
zptisobem dochazi ke snizeni nakladii na nakup zafizeni, které jsou nutné pro konverzi mezi
jednotlivymi protokoly a rozhranimi s vyuzitim smérovacu IP.

V sitich, u nichz probiha datové a hlasové sluzby, je vhodné pouzit feseni kvality sluzeb QoS
(Quality of Service). Toto feSeni umoznuje provadét uptednostiiovani danych sluzeb pied ostatnimi.
Kazda sluzba ma pfitazenu prioritu. Je-li vyuzivana sluzba IP telefonie, pak by mé¢la mit nastavenu
nejvyssi prioritu. Tim padem je upfednostiiovana pied veskerym dal$im provozem na siti. Je to dano z
divodu zvyseni kvality hlasovych sluzeb.

1.1 Vyhody a nevyhody IP telefonie

Jednou z vyznamnych vyhod IP telefonie je sdileni sitové infrastruktury, protoze neni nutné budovat
novou infrastrukturu. Na datové siti se provozuji spolecné hlasové a datové sluzby. Toto feSeni snizuje
naklady na dal$i rozvoj telefonie v rdmci firem, doméacnosti a méa za nasledek snadnéjsi a rychlejsi
implementaci IP telefonie. Vybudovani IP ustfedny zalozené na VoIP je diky nizkym nakladi na
provoz, rozvoj a propojovaci poplatky vhodnou alternativou ke klasické telefonii.

Pouziti IP telefonie pfinasi také nevyhody, mezi které patii nizsi spolehlivost a dostupnost oproti
klasicke telefonii o zhruba 0,5 %. S rozvojem volanim pfes Internet se zacinaji objevovat nové hrozby.
Jedna se naptiklad o zneuziti VolP systémt, podvrzeni cizi identity, spam, zajiSténi utajeni identity



(hovorti i signalizace) a integrity hovoru. Piestoze IP telefonie ma své nevyhody, pfevazuji vyhody pro
jeji zavadeéni do praxe.

1.2 Diivod vytvoieni vyukové laboratoie

Pred vybudovanim laboratofe se na Fakulté aplikované informatiky Univerzity Tomase Bati ve Zliné
nenachdzela zadna laboratof, ktera by se vénovala IP telefonii a hlasovym sluzbam.

Dalsim dGvodem vytvofeni laboratofe bylo zafazeni vyuky IP telefonie do pfedmétu
Telekomunikacni systémy. Spolecné s budovanim laboratofe se vytvofily vyukové materialy pro
studenty, které obsahuji zakladni seznameni s tvorbou, nastavenim a zabezpecenim softwarové
pobockové ustfedny Asterisk véetné spravy a nastavenim opera¢niho systému GNU/Linux Debian.

1.3 Analyza navrhovaného reSeni

Zvolena varianta vychazi z poctu nasazeni obdobného feseni u nés a ve svété. Softwarova pobockova
ustfedna Asterisk je v kombinaci s webovym rozhranim FreePBX velmi popularni diky svému
Sirokému technickému feseni, které se vyrovna placenym pobockovym ustfednam (nizké naklady na
budovani, jeji nasledny provoz a rozvoj).

Pti feseni projektu bylo kladeno za cil, aby vysledné feseni odpovidalo realnému nasazeni v praxi.
Zvoleny software je pod licenci GNU GPL (General Public Licence) a mtize byt nasazen v libovolném
mnozstvi instalaci bez nutnosti platit licen¢ni poplatky za SW. Dale licence také nabizi moznost
modifikace zdrojovych kodu, které je vhodné pro dalsi zkoumani funk¢nosti a moznost tvorby novych
funkeci tstredny.

Realizaovana laboratof umoznuje propojeni IP telefonie s klasickou digitalni telefonii ISDN
(Integrated Services Digital Network). Toto reseni je velmi flexibilni a dokaze reagovat na jakykoliv
novy prvek ¢i pripadnou zménu topologie. Proto je v budoucnu planovano propojeni IP a digitalni
telefonie v ramci laboratote, za cilem poskytnout obé moznosti spojeni do verejné telefonni sité.

2 Navrh laboratore

Laboratof je sestavena ze serveru, ktery predstavuje softwarovou pobockovou ustfednu. Jeji chod
zajistuje operaéni systém (OS) GNU/Linux Debian Wheezy. OS je zabezpecen a nastaven jako bézny
linuxovy server. Déle je nainstalovan software (SW) Asterisk ve 11.10.2 a webové rozhrani FreePBX
ve verzi 2.11. Tento SW je srdcem celé ustfedny a ma na starost samotné smerovani IP hovort.
Ustedna je zabezpedena a nastavena pro provoz ve vefejné telefonni siti.

2.1 Asterisk

Asterisk je softwarova pobockova ustfedna pracujici s IP telefonii, digitdlni ISDN, analogovou
telefonni a ma oznaceni jako source hybrid TDM (Time Division Multiplex) a také jako packet voice
PBX (Private Branch Exchange). Jejim tkolem je spojovat a smérovat jednotlivé hovory na piislusné
telefony, ptipadné ptredavat hovory pomoci trunkového spojeni na dalsi ustfedny, které mohou byt
propojeny do vetejné telefonni sité.

Soucasti ustiedny je i IVR (Interactive Voice Responce). Jedna se o automaticky odpovidac
ovladany ptes DTFM (Dual-Tone Multi-Frequency) nebo pomoci hlasu. IVR obsahuje také hlasovou
schranku pro zanechani vzkazu volajicimu nebo systém pro obsluhu zakaznického U¢tu (oznameni o
zlistatku na uctu, informace o ucétu apod.). Dalsi funkcionalitou je ACD (Automatic Call Distribution),
jehoz tkolem je rozdélovani hovord podle zadanych kritérii (podle ur¢enych schémat, podle Cisla
volajiciho, ¢asovych podminek apod.).

SW Asterisk je vyvijen pod GNU GPL licenci. Jeho vyhodou je to, Ze nabizené funkce se
vyrovnaji komerénim PBX systémum.



Ukel Pocet kanala Minimalni konfugurace

Domaci systém Ne vice nez 5 400 MHz x86, 256 MB RAM
SOHO (Small Office Home Office) 5-10 1 GHZ x86, 512 MB RAM
systém

Maly podnikovy systém Az 25 3 GHz x86, 1 GB RAM
Stiedni az velky podnikovy systém Vice nez 25 dual-core CPU

Tabulka 1: HW konfigurace Asterisku.

2.1.1 Rozhrani a protokoly Asterisku

Asterisk je mozné pouzit v nasledujicich aplikacich:
e PBX s rozhranim do PSTN (Public Switched Telephone Network)
e  Gateway pro VoIP - protokoly MGCP (Media Gateway Control Protocol), SIP (Session
Initiation Protocol), IAX (Inter-Asterisk eXchange), H.323
e  Softwarova ustiedna (softswitch) — softwarové feSeni komunikacniho serveru
* Sifrovani telefonnich a faxovych spojeni
e Pieklad cisel

e Konferenc¢ni server — je obsazeno konferencni misto, funkce Meet me

Existuje také podpora pro fadu rozhrani, protokolii a kodekii. Podporovana rozhrani jsou:

e DAHDI — Jedna se o HW pro zpracovani TDM, které nabizi rizna sitova rozhrani —
PSTN, POTS (Plain Old Telephone Service), PRI (Primary Rate Interface), BRI (Basic
Rate Interface) a dalsi.

e Non-Zaptel HW — Je to rozhrani zajist'ujici pfipojeni k tradi¢nim telefonnim sluzbam jako
je ISDN4Linux, OSS/Alsa, Linux Telephony Interface atd. Neni podporovano pseudo-
DTM.

e Packet voice — Nejedna se o HW, ale o skupinu protokoltl, které zajistuji komunikaci pies
IP sit’. Do této skupiny patii protokoly SIP, MGCP, IAX/IAX2, H.323, VoFR (Voice over
Frame Relay).

V Asterisku se kanalem rozumi logické spojeni riznych signaliza¢nich a pienosovych cest k
vytvofeni a naslednému spojeni telefonnich hovorti. Pfes kandl mohou do systému vstupovat rtizné
druhy komunikace. Na vstupu mtze byt fyzicky telefonni okruh (PRI, BRI apod.), softwarova spojeni,
sitova spojeni (SIP, AIX) nebo vnitini kanaly. Asterisk ptistupuje ke vSem spojenim rovnocenné, i
kdyz se jedna o rizné technologie, protoze kazdy kanal je interpretovan jako pfipojny bod. Z toho
divodu je Asterisk velmi flexibilni feseni.

Vyuziva se H.323 jako gateway, dale TAX2 protokol pro pfenos signalizace a hlasu. Timto
zptusobem je zajisténo propojeni Asterisk serverti a klient. Protokol SIP ma na starost komunikaci
mezi Ustfednou a telefony. Asterisk miize vystupovat jako SIP server, SIP klient piipadné jako SIP
gateway pro SIP, IAX, MGCP, H.323 a PSTN.

Kodeky v Asterisku jsou paketizovany na 20 ms u protokoltt RTP (Real-time Transport Protocol).
Podporované protokoly jsou ADPCM (Adaptive Differential Pulse Code Modulation), G.711 ulaw,
G.711 alaw, G.723.1, G.729, GSM, iLBC (Internet Low Bitrate Code), LPC10, Speex.



2.2 FreePBX

FreePBX (Obrazek 1) je webové grafické rozhrani, které je nadfazeno nad celou PBX Asterisk a
umoznuje zjednodusenou spravu celé ustfedny. VeSkera nastaveni jsou provadéna pres toto rozhrani a
spravce jiz nemusi pristupovat ke konfiguratnim souborim Asterisku skrze ptikazovou fadku. Pro
svllj béh FreePBX vyzaduje webovy server Apache, databazovy server MySQL a samoziejmé
Asterisk.

FreePBX nabizi vysokou modularitu skrze repozitaie, které nabizeji nové rozsiiujici moduly a
prinasi nové vlastnosti pro celou tstfednu. Po instalaci nabizi FreePBX nasledujici funkce:

e Neomezeny pocet hlasovych schranek

e Music on Hold — Piehravani MP3 nebo stream z Internetu, kdy volajici ¢ekd na pfijmuti

hovoru
e Neomezeny pocet konferenci — Omezeni je dano vykonem procesoru.
e Fronta hovoru a dalsi

Obrazek 1: Ukazka webové aplikace FreePBX.

2.3 Topologie laboratore

Topologie laboratofe se sklada ze serveru s nainstalovanym OS GNU/Linux Debian Wheezy s KVM
(Kernel-based Virtual Machine) virtualizaci. Tento zptisob instalace je zvolen z diivodu provozu vice
ruznych verzi Asterisku nezavisle na sob¢, kdy je mozné testovat nové funkce, nastaveni a pripadné
nové zmény lze pfenaset do hlavni vyukové ustfedny. Server je zabezpecen proti ptipadnym utokim
pomoci iptables.

Hlavni vyukova dustfedna Asterisk byla zkompilovana ze =zdrojovych kodd a néasledné
nainstalovana. V nasledujicim kroku prob¢hla instalace grafického rozhrani FreePBX a dalSich
aplikaci nutnych pro jeji chod. Zabezpeceni ustfedny je provedeno tak, aby bylo umoznéno pripojeni
dalgich ustieden. Ustiedna ma piipojeni do vefejné telefonni sité pies trunk k poskytovali hlasovych
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sluzeb. Studenti maji k dispozici nékolik vefejnych telefonnich Cisel, které vyuzivaji pro ovéfeni svého
nastaveni virtualni astiedny a telefonu.

Obrazek 2 popisuje zapojeni sitové infrastruktury. Kazdy ze studentli vytvari vlastni virtudlni
pobockovou ustfednu, se kterou se pfipojuje k hlavni vyukové ustfedné. Studentské PC obsahuje
program pro virtualizaci Virtualbox a aplikaci pro SW telefon Linphone s headsetem. K dispozici jsou
také HW telefony, které jsou pfipojeny do samostatné VVLAN (Voice VLAN), aby byly oddéleny od
bézného provozu sité. Na celou sit’ je aplikovano QoS. Laboratof je vytvoiena tak, aby svym
zapojenim piipominala malou firmu, ktera vyuziva IP telefonii.

Obrazek 2: Topologie zapojeni vyukové laboratofe.

3 Vyukové materialy

Spole¢né s budovanim laboratofe vznikly také vyukové materialy, které studentim slouzi k seznameni
se s principem a provozem IP telefonie. Materialy maji podobu laboratornich uloh, v nichz studenti
fesi konkretni situace s provozem ustfedny.

Prvni ¢ast materiald je zamétena na instalaci OS GNU/Linux Debian, PBX Asterisk a FreePBX. V
uloze jsou popsany postupy, jak korektné zprovoznit ustiednu jako celek.

Druhéd cast materiali se vénuje zabezpeCeni. Obsahem je zabezpeCeni proti neopravnénému
pristupu. Student je seznamen s nastrojem iptables, ve kterém se vytvaii hlavni firewallovy skript pro
zabezpeceni OS. Dale je popsano zabezpeceni vzdaleného piihlaseni SSH (Secure Shell) a jeho
zabezpecCeni, ktery slouzi pro pfistup k piikazovému fadku OS a konzoli Asterisku. Jako dalsi
bezpecnostni opatieni je studentiim ukazana zména vychozich hesel, jenz jsou nastaveny v Asterisku a
FreePBX.

Dalsi cast laboratornich loh se zaméfuje na nastaveni samotné ustfedny. Studenti ziskavaji
prehled o zplsobu propojovani vlastnich Ustfeden za pomoci trunku k nadfazené ustfedné u
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poskytovatele hlasovych sluzeb. VSechny vytvorené studentské Ustfedny lze propojovat mezi sebou
skrze trunk (nastaveni pfichozich a odchozich cest pro smérovani hovorti na ustfednu a mimo ni).

Posledni ¢ast se vénuje troubleshootingu, v niz studenti fesi ukazkové chyby, jenz vznikaji pfi
realizaci ustfedny. Pfikladem mtze byt propojeni dvou ustfeden mezi sebou a tvorby trunku vcetné
smérovani hovorti mezi nimi. Redeny jsou také chyby souvisejici s registraci telefonii na ustiednu.
Ukazany jsou piiklady odchytavani chyb v konzoli Asterisku pfes vestavény debugger.

4 Zavér

Tento ptispévek si kladl za cil prezentovat nové vzniklou laboratof na Fakulté aplikované informatiky
Univerzity Tomase Bati ve Zlin€. Predstaveno bylo feseni topologie, HW a SW vybaveni.

Inovace tohoto feseni spociva v tom, Ze je provozovana ve virtualnim prostfedi. Proto pfipadné
zmény, tedy nové funkce a nastaveni, je mozné zkouset nezavisle na hlavnim produkénim teseni. Pii
navrhu bylo snahou pfinést studentiim moznost tvorby vlastni Gstfedny, kterou je mozné propojit do
vefejné telefonni sité. Diky navrhu studenti ziskavaji prakticky nahled do tvorby vlastni tstfedny.

Cela laboratoi se postavena na open source SW a pii realizaci neni nutné kupovat proprietarni SW.
Vesker¢ naklady na budovani laboratofe proto mohou sméfovat pouze do ndkupu HW. V budoucnu
bude snaha laboratof doplnit o dalsi zafizeni, jenz souvisi s IP telefonii a jejim propojenim do ISDN.

Podékovani

Tento ¢lanek byl podpoten projektem IGA/FAI/2014/008.

Reference

[1] MEGGELEN, Jim Van, Leif MADSEN a Jared SMITH. Asterisk: the future of telephony. 2nd ed. Beijing: O
‘Reilly, 2007, 574 s. ISBN 05-965-1048-9.

[2] KNOT, Tomas. Softwarova pobockova ustfedna Asterisk [online]. 2013 [cit. 2014-06-18]. Diplomova prace.
Univerzita Tomase Bati ve Zlin¢, Fakulta aplikované informatiky. Vedouci prace Karel VI¢ek. Dostupné z:
<http://theses.cz/id/7z6¢cx3/>.

[3] VOZNAK, Miroslav. Voice over IP. 1. vyd. Ostrava: VSB - Technické univerzita Ostrava, 2008, 176 s. ISBN
978-80-248-1828-3.

[4] VOZNAK, Miroslav. Telefonni ustfedny Asterisk. In: Teorie a praxe IP telefonie [online]. 2008 [cit. 2014-
06-19]. Dostupné z: <http://www.ip-telefon.cz/archiv/dok osta/ipt-2008 Telefonni_ustredny Asterisk.pdf>

[5] WIJA, Tomas, David ZUKAL a Miroslav VOZNAK. Asterisk a jeho pouziti [on-line]. 2005 [cit. 2014-06-
19]. Dostupné z: <http://archiv.cesnet.cz/doc/techzpravy/2005/voip/asterisk.pdf>

[6] FreePBX - voip-info.org. Voip-info.org [online]. 2012, Fri 23 of Mar, 2012 (18:31) [cit. 2014-06-20].
Dostupné z: <http://www.voip-info.org/wiki/view/freePBX>

[7] Welcome | FreePBX. FreePBX [online]. 2013 [cit. 2014-06-20]. Dostupné z: <http://www.freepbx.org/>

[8] Installation | FreePBX.  FreePBX  [online]. 2013  [cit.  2014-06-20]. Dostupné  z:
<http://www.freepbx.org/support/freepbx-terms/documentation/installation-0>

12



Testing Fault-Tolerance Properties in FPGA based Systems Controlling
Electro-mechanical Applications

Jakub Podivinsky
Computer Science and Engineering, 1st class, full-time study
Supervisor: Zdenék Kotasek

Faculty of Information Technology, Brno University of Technology
BozZetéchova 2, Brno 612 66

ipodivinsky@fit.vutbr.cz

Abstract. The aim of this paper is to present a new platform for estimating the fault-
tolerance quality of electro-mechanical applications based on FPGAs. We demonstrate one
working example of such EM application that was evaluated using our platform: the me-
chanical robot and its electronic controller in an FPGA. In the experiments, the mechanical
robot is simulated in the simulation environment, where the effects of faults injected into
its controller can be seen. In this way, it is possible to differentiate between the fault that
causes the failure of the system and the fault that only decreases the performance.

Keywords. Fault Tolerance, Electro-mechanical Systems, Fault Injection, SEU.

1 Introduction

In several areas, such as aerospace and space applications or automotive safety-critical applications, fault
tolerant electro-mechanical (EM) systems are highly desirable. In these systems, the mechanical part is
controlled by its electronic controller. Currently, a trend is to add even more electronics into EM systems.
For example, in aerospace, extending of the electronic part results in a lower weight that helps reduce
the operating cost [1]. It is obvious that the fault-tolerance methodologies are targeted mainly to the
electronic components because they perform the actual computation. However, as the electronics can
be realized on different hardware platforms (processors, ASICs, FPGAs, etc.), specific fault-tolerance
techniques dedicated for these platforms must be developed.

Our research is targeted to Field Programmable Gate Arrays (FPGAs) as they present many advan-
tages from the industrial point of view. They can compute many problems hundreds times faster than
modern processors. Moreover, their reconfigurability allows almost the same flexibility as processors.
FPGAs are composed of Configurable Logic Blocks (CLBs) that are interconnected by a programmable
interconnection net. Every CLB consists of Look-Up Tables(LUTs) that realize the logic function, a
multiplexer and a flip-flop. The configuration of CLBs and of the interconnection net is stored in the
SRAM memory. The problem from the reliability point of view is that FPGAs are quite sensitive to
faults caused by charged particles [2]. These particles can induce an inversion of a bit in the configura-
tion SRAM memory of an FPGA and this may leads to a change in its behaviour. This event is called
the Single Event Upset (SEU). Sensitivity to faults (SEUs) and the possibility of reconfiguration are the
main reasons why so many fault-tolerance methodologies inclined to FPGAs have been developed and
new ones are under investigation [3].

The paper is organized as follows. The goals of our research and the platform for estimating the qual-
ity of EM applications can be found in Section 2. The architecture of our experimental robot controller is
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provided in Section 3. A description of the fault injection process are described in Section 4. Results of
the experiments with the robot controller are available in Section 5. The future work that includes using
Junctional verification for automated evaluation of impacts of faults is presented in Section 6. Finally,
Section 8 concludes the paper.

2 The Goals of the Research

From the above facts, we have identified two areas that we would like to focus on in our research of
fault-tolerant FPGA-based systems controlling electro-mechanical applications.

The first one is that methodologies are validated and demonstrated only on simple electronic circuits
implemented in FPGAs. For instance, methodologies focused on the memory in [4] are validated on
simple memories without the additional logic around. In [5], the fault-tolerance technique is presented
only on a two-input multiplexer, one simple adder and one counter. However, in real systems different
types of blocks must be protected against faults at the same time and must communicate with each
other. Therefore, a general evaluation platform for testing, analysis and comparison of alone-working or
cooperating fault-tolerance methodologies is needed.

As for the second area of the research and the main contribution of our work, we feel that it must be
possible to check the reactions of the mechanical part of the system if the functionality of its electronic
controller is corrupted by faults. It is either done in simulation or in a physical realization. In our opinion,
it is important to find a relation between the level of functional corruption of the electronic controller and
the corruption of the mechanical functionality in the EM applications (i.e. between the robot controller
and the simulated mechanical robot).

According to the identified problems we have formulated our goal in the following way:

To develop an evaluation platform based on the FPGA technology for checking the resilience
of EM applications against faults.

Under the term EM application we understand a mechanical device and its electronic controller
implemented in an FPGA. In our experiments, these components are represented by a robot device and
its controller, which drives the movement of a robot in a maze. At this point, we wanted to target also
the issue of complexity. We have implemented the evaluation platform that consists of three basic parts:

o the Virtex5 FPGA board into which the robot controller is configured,
e the simulation environment for simulating robot and its environment,

e the external fault injector (PC) which inserts faults into the robot controller [6].

3 The Robot Controller - Structure and Principles

In Figure 1, the block diagram of the implemented robot controller is available. The control unit is
connected to the PC (where the simulation environment is located) via the Interface Block. Through
this block, data from the simulation are received and in the opposite direction, instructions about the
movement of the robot are sent back.

The robot controller is composed of various blocks, their function is described in [7]. Here, we only
summarize the main characteristics of every component. The central block of the robot controller is a
bus through which the communication between each block is accomplished. The Position Evaluation
Unit (PEU) calculates position of the robot in the maze and provided them to other units as coordinates x
and y. The Barrier Detection Unit (BDU) uses four sensors and provides information about the distance
to the surrounding barriers as four-bit vector. Map updating provided by the Map Unit (MU) is based on
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the information about the position of the robot and the four-bit barriers vector. The Map Memory Unit
(MMU) stores the information about the up-to-date map. Path Finding Unit (PFU) implements simple
iteration algorithm for finding a path through the maze according to the information about the current
and the desired target position. The mechanical parts of the robot are driven by the setting of the speed
in the required direction of the movement by the Engine Control Module (ECM).

The robot controller is designed as a complex system with specific components that will allow test-
ing and validating various types of individual or cooperating fault-tolerance methodologies focused on
FPGAs. There are combinational circuits, sequential circuits, finite state machines, memories or buses.

Robot Controller i
MMU Map Memory Unit MMU
Interface (MMU) Interface
Engine
Control ECM Path Finding Unit Map Unit
Module | Queue (PFU) (MU)

(ECM)
l Y Wiiteia MASTER MU Finite State Machine
MU Wishbone MASTER

PC Interface Wishbone Wishbone BUS]
Block MASTER

(SEPC)

PEU Wishbone SLAVE BDU Wishbone SLAVE

PEU Finite State Machine BDU Finite State Machine
Position Evaluation Unit Barrier Detection Unit
(PEU) (BDU)

-

Figure 1: The block diagram of the robot controller.

4 Evaluation of Reliability by Fault Injection

During testing the resilience of systems against faults, waiting for their natural appearance is not feasible.
A typical reason is the Mean Time Between Failures (MTBF) parameter that can be in the order of years.
The most popular techniques to artificially accelerate fault occurrence is called fault injection.

Therefore, to simulate the effects of faults in the FPGA, it could be done by a direct change of
the configuration bitstream which is loaded into the configuration memory. For this purpose, a fault
injector [6] was implemented which allows to modify single or multiple specified bits of the bitstream in
order to simulate single and multiple faults.

For effective testing of fault effects on a system composed of several blocks, we need to determine the
block in which the fault will be injected. In the case of injecting faults into the whole FPGA we are not
sure which block is affected, or if the useful part of the bitstream is hit. The list of bits representing each
component can be obtained through several steps by using the PlanAhead [8] tool for the layout of the
components on the FPGA. The knowledge about component layout allows us to use the RapidSmith [9]
tool for analysing the design. This tool is able to generate a list of the bitstream bits that correspond to the
identified areas of the FPGA, while we know what components are configured into particular area. The
disadvantage of such approach is that this process provides only a list of bitstream bits that correspond
to Lookup Tables (LUTSs).
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5 The Experiment with the Robot Controller

The aim of the experiment is to identify which parts of the robot controller are vulnerable to faults.
The flow of the experiment is displayed in Figure 2. At first, we initiate the environment of the robot
in simulation. As the first scenario, we chose a small maze with 8x8 fields. Subsequently, the robot
controller is initiated. Then the robot starts to search a path to the end position. At this point, the
fault injection takes place. We generate randomly an LUT of every unit of the robot controller into
which the fault will be injected. Thanks to the Rapidsmith, just the corresponding bits of the bistream
are inverted. Faults are injected one after another until the robot starts to behave incorrectly or has an
accident. We were monitoring (1) the number of faults that led to the malfunction of the robot and (2)
how the behaviour of the robot was changed.

Start Position

End Position ?

Maze Robot Controller Monitoring of
Initialization Initialization Impact of Faults

Figure 2: The flow of one experiment.

The results of the experiments are shown in Table 1. In the first column, the list of components of the
robot controller is provided. In the second column, the total number of bits of the bitstream that belong
to the LUTs of corresponding components is shown. The following three columns represent the number
of injected faults into particular components which caused incorrect behaviour of the robot. Injecting
faults into all bits of the bitstream would be very time-consuming, because evaluation of faults impact on
robot behaviour was monitored manually. Therefore, we utilise the statistic evaluation. 20 experimental
runs were performed for each component (320 experimental runs in total). The last column of the table
contains the state of the robot that was evaluated as the wrong behaviour.

One interesting conclusion arises from the results. The incorrect behaviour did not appear immedi-
ately after the first injection of a fault. We can conclude that some bits of the bitstream, despite they are
identified as related to the robot controller, are not used to store a useful information. This can be seen
particularly in components PEU_FSM and PEU_WB. Nevertheless, we realised that some components
contain more critical bits than others and thus they should be preferred while hardening against faults by
some fault-tolerance methods.

The most common consequences of injected faults which are presented in table are Freezing on place,
Deadlock, Crashing into a wall and something other. As can be seen from the table, the most common
consequence of injected faults is Freezing on place. We can also conclude that stopping of the robot is
not so critical as for example a collision with the wall. This conclusion can be very critical and useful
for different kinds of EM applications.

6 Functional Verification for Automated Evaluation of Fault Impacts

For extensive testing of the behaviour of the robot or any other EM system placed into our evaluation
platform, we need to examine various test scenarios. After application of proper test vectors, we can
prove the correctness and accuracy of the behaviour of the system with respect to the specification. The
manual check of these test vectors is difficult as it requires a full control from the user. The user is
responsible for running the test environment, generating test vectors and also analysing the outputs of
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Table 1: The experimental results.

Components || Bits of bitstream | Number of injected faults | Consequence
Min \ Median \ Max
PEU 21632 2 6 12 | freezing
PEU_FSM 2112 | >80 - >80 | -
PEU_WB 2112 41 - >80 | freezing
BDU 320 2 6 21 | freezing
BDU_FSM 2752 3 6 34 | freezing
BDU_WB 2176 3 9 28 | freezing
SEPC_INF 1216 2 3 7 | freezing
SEPC_WB 9 088 2 3 7 | freezing
ECM 25 664 1 2 7 | freezing
PFU 7 488 3 6 12 | deadlock
PFU_WB 7424 2 3 9 | freezing
MU 11 840 1 2 3 | crashing
MU_FSM 1280 1 3 5 | freezing
MU_WB 7 680 1 3 6 | freezing
MMU 3008 1 3 6 | freezing
WB_BUS 5056 1 3 6 | freezing

the system. All these activities are time-demanding and therefore, it is not possible to test the system
thoroughly within a reasonable time. It is necessary to apply some kind of automation. An extended
technique for automated checking of the correctness of the system is called verification. There are several
techniques used in the verification domain. We decided to use an approach called functional verification,
as this type of verification fits best to our future experiments.

To be able to inject faults into the FPGA while performing functional verification, we must carry
out verification directly in the FPGA (not in the simulation as usually). Advantageously we can use
and modify hardware accelerated verification that uses an FPGA as the acceleration board. An example
of such accelerator is the framework HAVEN [10]. The DUT (in our case the robot controller) will be
placed on the FPGA. The outputs from the FPGA are compared to the outputs of the reference model
and they represent also the inputs that are propagated to the simulation of the mechanical part. Thus, the
output of the DUT stimulates the movement of the mechanical part of the robot in the simulated maze.
The inputs for the FPGA and for the reference model are data from the sensors of the mechanical part of
the robot.

7 Goals of the Ph.D. Thesis

In previous text, problems associated with faults in FPGA were presented , in particular those related to
the evaluation of the quality of the fault tolerance methodologies. From mentioned findings the goals of
the Ph.D. thesis titled Use of verification for evaluation fault tolerance systems based on FPGAs arise:
e Create an electromechanical application as an experimental system for testing and validating the
fault tolerance methodologies.
e Create a platform for the evaluation quality of fault tolerance methodologies based on the inter-
connection of two techniques: verification of digital circuits and fault injection.
e The proposition of processes for effective ensuring fault tolerance with using implemented plat-
form.

In this paper, the first version of the platform was presented, now without the use of verification tech-
niques connected with fault injector.
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8 Conclusion and Future Work

In this paper, we introduced the evaluation platform for estimating reliability of FPGA designs. As our
research focuses on testing EM applications, we presented the experimental design which is composed
of the mechanical robot and its electronic controller situated in the FPGA. The robot controller contains
a variety of components. During the experiments, random faults were artificially injected into these
components and we were monitoring impact of these faults on the behaviour of the robot in the simulation
environment. These experiments showed that some faults have an impact on the behaviour of the robot,
and others do not have. According to this result we were able to identify the parts/components of the
robot controller that need to be hardened by some fault-tolerance techniques.

In addition, we have recognised from the experiments that some kind of automation is unavoidable
in our future experiments, especially in the early phases of testing. The reason is that monitoring the
behaviour of system in simulation is very time-demanding. Therefore, we have already prepared an
innovative extension of our platform - interconnection of fault injection and functional verification en-
vironment with advanced test generation. Using this approach we will be able to automatically verify
an EM system during the fault injection. The automation is achieved by comparing the outputs of the
verified system to the reference model that is in our case represented by the same design but without
injected faults.
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Abstract. Vypocetni narocnost faktorizace velkych Cisel stoji v cesté pfi ttocich na vétSinu
asymetrickych Sifer. Metoda eliptickych kiivek (ECM) je povaZovéna za jednu z nejlepSich
pokud jde o ¢isla fadoveé kolem 200b, coZ pifimo neumoziiuje titok na RSA, avsak lze tuto
metodu vyuzit napiiklad jako stavebni prvek nékteré ze sofistikovanéjSich metod feSeni,
jakou je naptiiklad GNFS.

V tomto ¢ldnku pfedstavujeme novou metodu piistupu k feSeni faktorizace velkych ¢isel s
vyuzitim ECM, zaméfenou na HPC systémy TIER. NaSe metoda SPHERE ( Scalable Paral-
lel HPC Efficient Realization of ECM ), kombinuje v soucasné dobé novy vypocetni postup
vyuZzivajici afinnich soufadnic se zndimym algoritmem na inverzi Left-Shift. Navrhovana
metoda SPHERE je v soucasné dobé v pokrocilém stadiu vyvoje a probihd optimalizace
pouzitych algoritmi pro potieby nasazeni na HPC systémech. Nasim cilem je rychlostné
prekonat ostatni pouzivané souradné systémy jako jsou projektivni, ¢i Jacobiho a vyvratit
tak domnénku, Ze razantni zvySeni poctu vSech matematickych operaci je vyhodné.

Keywords. ECM, HPC, TIER, SPHERE, afinni soufadny systém, Left-Shift, double-and-
add, modularni inverze, operacni sloZitost, faktorizace

1 Uvod

Pro faktorizaci Cisel mame na vybér z mnozstvi algoritmi. NejpouZivanéjsim je v soucasné dobé Gen-
eral Number Field Sieve (GNFS), ktery je moZno v omezené mife vyuZit k Gtoku na RSA, obecné se
jedna o metodu vhodnou pro ¢isla s vysokymi prvociselnymi faktory. Elliptic Curve Method (ECM) je
jednou z metod vhodnych pro faktorizaci mensich ¢isel, kde vSak zaujme svou rychlosti. Implementaci
ECM na specializovaném hardwaru se zabyval jiz napiiklad Franke a kolektiv [3] s realizaci SHARK
na FPGA, o 3 roky pozdé&ji Gaj a kolektiv [4] taktéZ na FPGA, ¢i Bernstein a kolektiv [5] s realizaci na
GPU. Nasim cilem je realizovat ECM uzptisobenou pro paralelni pocitace typu TIER, kterd by nabizela
vyssi vypocetni potencidl nez predchozi realizace a potvrdila nase zavéry o vypocetnich slozitostech
soufadnych systémt, shrnutych v sekci 3. Abychom dosdhli naseho cile, snazime se ECM ddle urychlit
pomoci specidlnich algoritmii a vzorci, které predstavujeme v této praci.

V sekci 2 popisujeme metodu ECM, sekce 3 se zaméfujeme na vypocetni narocnosti operaci nad
eliptickou kfivkou v riznych soufadnych systémech, sekce 4 obsahuje nas navrhovany postup pro vypocet
ECM - SPHERE.
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2 Metoda eliptickych krivek - ECM

ECM principidlné cerpa z Pollardovy (p-1) metody a odstrafiuje nedostatek, kterym byla moZnost gen-
erovat pouze jedinou multiplikativni grupu pro dany modulus. Nyni popiSeme ECM publikovanou H. W.
Lenstrou [1].

2.1 Popis algoritmu

Nechf E/Q je eliptickd kiivka, N pfirozené &islo s nejméné dvéma prvociselnymi déliteli z nichZ jeden
oznalime g abod P € E(Q). Redukci modulo g definujme jako E(Q) — E(F,), tedy Q — Q. Hleddme
takovy bod P € E(F,), jehoZ faktorizacni zdklad spliiuje stanovené podminky a povede k faktorizaci
¢isla V.

Faktoriza¢ni zdklad oznacuje mnoZinu ¢isel, takovych, s jejichZ vyhradnim pouZitim jsme schopni
dané ¢islo faktorizovat. Velikost nejvyssiho Cisla obsazeného ve faktorizaénim zakladu ovliviiuje rychlost,
s jakou jsme schopni dané ¢islo faktorizovat s pomoci ECM. Pokud je Cislo sloZeno z velkého mnoZstvi
faktort s malou bitovou velikosti, faktorizaci nalezneme velmi rychle.

Nechi G je faktorizaéni zdklad G = {1,2,3,...,g,} a plati, ze Vi € {1,--- ,n},g; < B. Takové
¢islo oznacujeme jako B-hladké. Volba parametru B udava horni mez béhu algoritmu v prvni fazi, pop-
saného v Algoritmu 1.

Algoritmus 1 ECM
1:1=1
2: while : < B do
3 vypocti P =P
4: 1+ 4+
5: end while

Vypocet probiha v prostoru modulo /N a vyuZziva operace scitdni a ndsobeni bodu. Pokud v pribéhu
jedné z téchto operaci neni moZné vypocitat inverzi, fdd bodu P je ndsobkem fadu podgrupy ¢, ziskdvdme
prvociselny faktor ¢. Hodnoty nasobku ¢ mohou byt zvoleny rizné, napiiklad pouze jako licha Cisla, ¢i
miZeme vybirat pouze prvocisla.

Algoritmus ECM lze rozsifit o druhou fazi béhu v piipadé, Ze prvni konc¢i nedispéchem. V takovém
piipadé testujeme, zda kR = O (mod q), kde k je prvocislo B < k < By a By zvoleny parametr.

Pfi nedspéchu algoritmu, volime jiné parametry kiivky, pfipadné i jiny pocatecni bod. Tato zména
parametrti ovlivni fady podgrup generovanych déliteli ¢isla N a tedy slozitost nalezeni jeho déliteld v
rdmci stanovenych mezi B a Bs.

3 Operacni narocnost vypoctu nad eliptickou kiivkou

Pro vypocet ndsobku bodu P na eliptické kiivce vyuzivame scitdni a ndsobeni bodu. Tyto operace lze
provést v riznych soufadnych systémech a ménit tak instrukéni naro¢nost pro potieby konkrétni imple-
mentace. RozliSovat budeme mezi operacemi inverze - INV, ndsobent - MUL, mocnéni - POW, scitdnt -
ADD, odecitani - SUB a bitovy posuv - SHIFT.

3.1 Porovnani soufadnych systému

Porovndme z hlediska slozitosti nejpouzivané;jsi souradné systémy - afinnt, projektivni a Jacobiho. Vypocty
ve vSech souradnych systémech vychazeji z nasledujicich rovnic pro afinni soufadny systém. Odvozené
soufadné systémy za pomoci rozsiteni 2D prostoru o dalsi dimenze eliminuji pfi vypoctu smérnice A
inverzi, za cenu zvyseni poctu ostatnich operaci, jako je ndsobeni, mocnéni, atd.
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Systém Operace  |[INV ][ MUL [ POW | ADD | SUB | SHIFT |

A S&itani bodd 1 2 1 6
Zdvojovani bodu 1 2 2 2 3 3
| SCitanibodd | (-1) | 15 (+13) | 6 (+5) 6 | 1(+1)
Projektivai | 74 oiovanibodu | (-1) | 7(+5) | 6(+4) | 2 3| 13 (+10)
. S&itani boddt | (-1) | 15 (+13) | 9 (+8) 6 | 1(+1)
Jacobiho | 4 iovanibodu | (-1) | 4(+2) | 6(+d) | 2 3 | 8(+5)

Tabulka 1: Porovnani poctu operaci vzhledem k Afinnimu soufadnému systému

Pro zdvojeni bodu P[Xp, Yp] plati:

B 3X123 +a

- 2Yp

Xp =X\ —-2Xp
Yr=XXp—Xg)—-Yp

A

Pro s¢itani bodit P[Xp, Yp] a Q[X(, Ypl, kde P # @, plati:

NERCERT
Xo — Xp

Xp=M—-Xp—Xg

Yr=ANXp—Xg) - Yp

Operace jsou definovany na kiivce popsané Weierstrassovou rovnici 2 = 3 + ax + b. Podrobné
prepisy vyuzitych rovnic a jejich substituci pro zbylé souradné systémy je mozZno nalézt v [8]. Vysledky
provedené analyzy shrnuje Tabulka 1.

Z vysledku je patrny nejmensi pocet operaci u afinniho systému. Je v§ak nutno vzit v potaz vypocetni
ndrocnost inverze, kterd je vyS$$i neZ u ostatnich operaci. Rozdil v ndro¢nosti je mozno sniZit realizaci za
pomoci specidlnich algoritmi, jako je Left-Shift [2], ¢imZ se budeme déle zabyvat.

4 Navrhovany pristup k vypoc¢tu ECM

Z provedené analyzy v predchozi sekci lze pozorovat mnozstvi vypocetnich operaci, které je nutno
provést pro eliminaci vypoctu inverze. Nasim cilem je provést inverzi v rdmci tohoto poctu operaci
a predejit tak pfevodu mezi soufadnymi systémy. SPHERE vyuZziv4 algoritmu Left-Shift [2] pro real-
izaci inverze, upravuje rovnice vypoctu bodi pro potfeby Double-and-Add (D&A) algoritmu a nasledny
vypocet distribuuje po vypocetnich uzlech v rameci HPC systému.

4.1 Optimalizace vypoctu D&A

ECM nevyzaduje znalost obou soufadnic X a Y u vSech mezilehlych bodd. Toho vyuZijeme spolecné s
faktem, Ze v rdmci kazdé iterace jsou jen dn€¢ moZnosti jak 1ze pokracovat:

e Zdvojeni - ,Double*
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e Zdvojeni a secteni - ,Double and Add*

Samotné ,secteni bodi™ neni provadéno nikdy. Toho vyuzivd nami navrhované vylepSeni D&A
vypoctu, které provadi zdvojeni a s¢itani bodt v jednom kroku. Vyhodou takového piistupu je v obecném
piipadé eliminace 25% inverzi béhem vypoltu za piijatelnou cenu zvySeni poltu ostatnich operaci.
Vypocet je realizovan pomoci nasledujicich rovnic:

A=3Xp+a B=A> C=2Yp D=2Y} E=2D F=((E-X7)—-B+2E-Xp)
G=(F-C)' H=G-F Xgr=(A-H?-2Xp I=(Yr-C—A(Xp—Xg)+D)E
J=1-G Xg=J"-Xr—Xr Yo=J(Xr—Xq)-Yr

Bod P je aktudlni bod na kfivce v ramci D&A algoritmu, na tento bod aplikujeme zdvojeni a vysledny
bod R je secten s bodem T, ktery je poCate¢nim bodem pfi vstupu do D&A algoritmu a v jeho pribéhu
se neméni. Vysledkem je bod Q.

Operacni naro¢nost tohoto postupu je:

O(1LINV +10MUL + 5POW +4ADD +8SUB + 6SHIFT)
coz vyjadreno relativné oproti postupnému aplikovéni secteni a zdvojeni bodu znamend nésledujici:
AOA(—1INV +6MUL + 2POW +2ADD — 1SUB + 3SHIFT)

Narocnost operaci ADD a SUB Ize v tomto piipadé zanedbat. Ziskdvdme tak vypocet inverze za cenu
6MUL a2POW operaci. Pro testovani efektivity s knihovnou GMP jsme vyuZili jak knihovni funkci
pro inverzi mpz_inverse, tak algoritmus Left-Shift. Vypocty probihaly v afinnim soufadném systému
a méfena byla doba béhu standardniho algoritmu D&A a verze vyuzivajici vySe popsanych rovnic.
Vysledné urychleni bylo fadové 10%, coz poskytlo hrubou piedstavu o sloZitosti vypoctu inverze v
aktudlnim stavu.

Pokud postup porovndme s operacni sloZitosti v projektivnim soufadném systému, rozdil bude znatelné&;jsi:

AOp(1INV —12MUL — 6POW +2ADD — 1SUB — 9SHIFT)

Z rozdilu v poctu operaci s pfihlédnutim na naméfené urychleni v ramci afinnich soufadnic AO 4
plyne, Ze operacni slozitost 12M U L a 6 POW poskytuje dostatecny prostor pro vypocet inverze.

4.2 Vypocet inverze algoritmem Left-Shift

Optimalizace vypoctu inverze je zakladem mnozstvi algoritmi. Jmenujme napiiklad modularni inverzi v
Montgomeryho bazi [6] nebo Right-Shift algoritmus pripisovany M. Penkovi [7]. Oba algoritmy dosahuji
dobrych rychlosti v porovnani s rozsiFenym Euclidovym algoritmem. Jesté lepsich vysledkl dosahuje
algoritmus Left-Shift [2]. Tento algoritmus je primarné navrzen pro HW zafizeni a vyuZzivani operaci jako
je bitovy posun, s¢itani a odecitani. Tyto operace lze v HW realizovat velmi rychle, coZ je samoziejmé
oproti SW realizaci rozdil.

V soucasné dobé pracujeme na optimalizaci tohoto algoritmu pro realizace v SW s vyuZzitim knihovny
GMP, které se Zada dpravy stavajici formy. Disponujeme jiZ fungujicim prototypem realizovanym s
pomoci high-level funkci GMP a nyni se zaméfujeme na realizaci s vyuzitim low-level funkci GMP, které
jsou obvykle napsdny v assembleru a nebyvaji obaleny dal$imi testy a funkcemi pro zajiSténi koherence

Vv s
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4.3 Moznosti paralelniho zpracovani vypoctu

Pro implementaci je moZno vychdzet ze dvou zdkladnich schémat rozloZeni:
1. kfivka na procesor
2. krivka na uzel

Dal§i moznosti je hybridni rozloZeni, které kombinuje ob& moznosti. Cast procesorii se v takovém
pripadé fidi Schématem 1 a druhd ¢ast Schématem 2. Pro kone€nou realizaci se pravé toto feSeni zda
nejlepsi volbou, nebof umoZni vyuZivat vyhod obou schémat a neni tedy tak citlivé na sprdvné nastaveni
parametri B, respektive Bs.

4.3.1 Kiivka na procesor

1. schéma ptedstavuje jednoduchy piistup s absenci jakékoliv komunikace s ostatnimi vypocetnimi uzly.
Pristup muze byt navrzen tak, Ze volba parametrt dalsi kfivky bude odvozena od poctu procesorti na
dlohu, ozna¢me n, a ¢isla procesoru v této mnoZiné, oznaéme p. Parametr a k-t€ kiivky je potom moZzné
definovat jako a = (p + k - n). Hodnotu parametru B 1ze ménit pomoci heuristické, ¢i inkrementdlni,
funkce, av§ak neznamy fad grupy neumoziiuje provadét tyto zmény sofistikovanym zptisobem.

e Parametr B se muze ukdzat jako pfili§ maly a tak neumozni nalézt faktor.

e Rychle nartista pocet testovanych kfivek a tim pddem mozZnost nalézt nejvhodnéjsi kiivku.

4.3.2 Krivka na uzel

2. schéma umoziuje vyuZit 1épe vypocetniho potencidlu celého uzlu (node). Procesory sdilejici kiivku si
v definovanych rozestupech voli intervaly pro parametr B. Kazdy procesor vychazi ze stejného pocatecniho
bodu na kfivce a v daném intervalu B pouZije algoritmus ECM. Po dosaZeni meze B kaZzdy procesor
informuje fidici procesor a pokracuje dale ve vypoctu druhou fdzi. Jakmile fidici procesor ziska infor-
mace o dosazeni meze B vSemi procesory, rozesild piikaz pro ukonceni vypoctu a zasldni soufadnic
posledniho bodu. Tyto body nasledné secte a protoze operace byly provadény nad stejnym pocateCnim
bodem, f4d bodu se adekvatné zvysi. Pokud nebyla inverze nalezena, je vygenerovdna dalsi kiivka a
postup se opakuje.

e Procesory v uzlu urcitou dobu vykonavaji stejné vypocty.
e Nalézt vhodnou kiivku trva delsi dobu.

e Rychleji vypoéteme vysoky fad bodu kombinaci v§ech mezivysledka.

5 Cile dizertacni prace a zavér

Postupy popsané v tomto ¢ldnku jsou zdkladem béZiciho projektu faktorizace s vyuZzitim ECM. Projekt je
primarné zamyslen pro HPC systémy typu TIER, nejedn4 se tak o aplikaci pro specializovany HW typu
GPU ¢i FPGA, coz ovliviiuje efektivitu jednotlivych metod, avSak nabizi moZnost nasazeni na mno-
hem vykonnégjSich paralelnich sestavach. Vyzvou se tak stava optimalizace pouzitych algoritmd a navrh
piistupu k feseni vypoctu, které maji st€Zejni vyznam pro rychlost realizace SPHERE. Nasim cilem je re-
alizace metody ECM, kterd nabidne vyS3si rychlost neZ metody vyuZivajici pro vypocet odliSné soufadné

systémy, tuto metodu otestovat na superpocitacich a otestovat vlastnosti této metody na vyssich Cislech,
nez v predchozich publikacich zamétujicich se na implementace této metody - optimalné tedy Cisla kolem
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300b a vyse. Dosazeni dobrych vysledkd na takto vysokych ¢islech by mohlo ovlivnit rdimec bezpe¢nosti
uritych konfiguraci asymetrickych Sifer, nebot pii vyuZiti ECM jako rychlého dil¢tho vypoctu pro
GNEFS, bychom byli schopni faktorizovat opét o néco vétsi ¢isla pomérné efektivné.

Nasemu projektu byl v soucasné dobé prifazen grant OPEN-3-14 na HPC systému TIER-1 v ramci
soutéZe poradané itdinnovations, ve kterém navrhované metody a postupy planujeme realizovat a pub-
likovat dalsi vysledky prace. V tuto chvili je tfeba dale optimalizovat vypocet inverze a realizovat par-
aleln{ zpracovani pomoci MPI knihovny. Planujeme otestovat rizné moznosti piistupu k déleni feseni na
jednotlivé uzly a procesory, stejné jako moznosti generovani nasobku bodu pomoci riznych ¢iselnych

fad, ¢i naptiklad pomoci ndhodnych vysokych &isel s definovanou minimalni Hammingovou véhou.
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Abstrakt. Téma disertace je experimentovat s nekonvenénimi technologiemi (polymorfni
elektronika, tiSténd elektronika, prvky na bdzi nanostruktur), nalézt vhodnd feSeni a apli-
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binace nekonvenc¢nich technologii s konvenéni elektronikou.

Klic¢ova slova. Ambipolarni tranzistor, nanodréty, grafenovy tranzistor, ti§téna elektronika,
organickd elektronika, polymorfni elektronika, logické hradla, ¢islicové obvody.

1 Uvod

V soucasné dobé¢ se na poli polovodiCovych soucdstek objevuji materidly, které maji ambice nahradit
kfemikové struktury. Takovymi materidly jsou napiiklad organické polovodice [1], které maji mimo
jiné fadu zajimavych vlastnosti. Piikladem takové vlastnosti miZe byt ambipolarita — unipoldrni tran-
zistor tvoreny takovym materidlem se na zdkladé urCitych podminek miiZze chovat jako tranzistor P-
typu, zatimco za jinych podminek pak jako tranzistor N-typu. Tento tranzistor se dd vyuZit pii vyvoji
polymorfni elektroniky. Ta m4 ambice zjednodusit elektronické obvody, nebo vnést do zapojeni dalsi
funkcionalitu [3]. Toho se da vyuzit napiiklad pii zméné prostiedi, ve kterém se zafizeni s polymorfni
v noci), nouzovém nebo havarijnim stavu (vlivem zvySeni teploty se fidici elektronika pfepne do nou-
zového stavu), a podobné.

V principu polymorfismus funguje tak, Ze obvod, ktery ma v normalnim reZimu funkci fi, se pri
zméné prostiedi (nouzovy stav, porucha napdjeni, atd.) rekonfiguruje a tim zméni svoji funkci na fo [2]
[3]. Takové chovani je bézné napriklad u mikroprocesorti nebo hradlovych poli. Ty vSak maji jiné nega-
tivni vlastnosti (nutnost pouzit vétsi pocet logickych ¢lent a tim vétsi spotieba, pomald rekonfigurace,
riziko chyby programu, a podobné¢). Z uvedeného je tedy zjevné, Ze polymorfni obvody by nemély mit
tyto negativni vlastnosti. Musi byt snadno a rychle rekonfigurovatelné (jednoznac¢nd a rychld odezva na
pozadovany podnét), diky vyuziti stejnych obvodi (hradel a logickych celki) pro dvé rizné funkce by
mély byt mensi, neZ stejné obvody realizované konvencni technologii (nutnost pouZit pro kazdou funkci
jiny obvod). Nehrozi u néj také chyby programu, protoZe tyto obvody neni nutno programovat (jejich
funkce je ddna zapojenim, stejné jako u klasickych ¢islicovych obvodu).

Na zdkladé toho byla stanovena hypotéza, Ze pro urcitou tfidu aplikaci bude implementace s pouZitim
polymorfnich logickych hradel s ambipoldrnimi tranzistory efektivnéjsi co do velikosti neZ implementace
konvenénimi logickymi obvody.

25



Vétsina soucasnych polymorfnich obvodt vyuZiva obvody zaloZzené na MOS (Metal Oxide Semicon-
ductor) technologii, napfiklad [2], nebo CMOS technologii [4]. To jsou vSak béZné kiemikové techno-
logie, které nejsou pro polymorfni obvody pfili§ vhodné. Pro ziskani polymorfnich vlastnosti kfemikové
technologie se pouzivaji rizné triky, napfiklad riznd velikost pouZitych tranzistorti na ¢ipu. Typickym
prikladem takovych hradel jsou jiZ zmitiované [2], nebo [4]. ProtoZe se tak snazi dosdhnout neobvyklych
vlastnosti kiemikovych prvki, dochdzi zaroven ke zhorSeni jinych parametrti ¢ipu (vyssi spotfeba, nizsi
mezni frekvence, atd.). Tyto problémy nemaji zmifilované organické materidly. Ty maji pfirozené po-
lymorfni vlastnosti jak bude uvedeno dile, navic lze prvky z organickych materidld pouZivat difve
nevidanym zptsobem. Piikladem miZe byt tisk organickych tranzistort a celych logickych obvodu na
inkoustové tiskarné [5], [6]. Tim se otevira Siroké pole pouziti elektronickych obvodi naptiklad ve wea-
rable electronics, potisk odévii pro jejich digitdlni ochranu a zatraktivnéni, nebo tisk elektronickych
obvodi na papir, které se pak stanou soucasti novin, knih, nebo jinych tiskovin.

Pokud chceme zacit vyuZivat polymorfni obvody, je nutno nejprve realizovat zakladni logické funce
(hradla), ze kterych budeme nasledné tvofit vétsi logické prvky. Polymorfni obvody mohou ménit logické
funkce reakci na zménu vstupniho signalu (napfiklad pomocny gate ambipolarniho tranzistoru), coz
vyzaduje implementaci dal$iho vstupniho pinu elektronického obvodu, nebo reakei na zménu prostiedi,
ktera se distribuuje nezavisle v celém obvodu a nevyzaduje zadny dalSi vstupni pin. Tim muzZe byt
zminénd zména teploty nebo osvétleni prostfedi, ve kterém se polymorfni elektronika nachdzi, zména
velikosti napdjeciho napéti, zména polarity tohoto napéti a podobné.

Cilem je tedy vytvofit systém polymorfnich hradel, které budou reagovat na zménu prostiedi a bude
z nich mozno sestavit libovolny logicky obvod. Avsak tyto obecné logické obvody nebudou predmétem
naseho vyzkumu. Pouziti ambipolarnich tranzistorti pfimo nabizi jako vhodny signdl zménu polarity
napéjeciho napéti obvodu, proto se budeme nédsledné zabyvat pouze obvody reagujicimi na tuto zménu.
Pro tento cil bude nutno vytvofit dplny systém logickych funkci — nejlépe funkci NAND nebo NOR
(nékteré jiz byly vytvoreny, viz [7]).

Protoze vSak Zadny obvod neni sloZen vyhradné z polymorfnich hradel, je nutno navrhnout také
rezistentni hradla. To znamend takové, které nebudou na tuto zménu reagovat. Ty si uchovaji svoji funk-
cionalitu pri jakékoliv polarité. Standardni logické hradla nelze prepdlovat bez rizika zniceni, navic po
prep6lovani nebudou fungovat. To je mozno feSit pfimocare tim, Ze kazdé hradlo bude mit sviij Graetziv
mustek v napajeci Casti. To fesi problém funkce hradla pii zméné polarity napajeni, ale zvysi obvodovou
sloZitost. Cilem vSak je pfidat dalsi funkci a navic zachovat obvodovou sloZitost, nebo ji jeSté sniZit.
Nejjednodussim takovym rezistentnim hradlem je béZzny invertor slozeny z ambipolarnich tranzistord.

Mimo tyto logické funkce vSak bude pro realizaci polymorfnich obvodl potfeba jesté dalsi méné
béZnd polymorfni hradla, napriklad identita/negace, nebo dvouvstupy multiplexor. VSechny tyto hradla
budou uvedeny déle.

2 Ambipolarni polovodice

Pro konstrukci ambipoldrnich tranzistort se pouziva organicky polovodic¢, uhlikové nanotrubicky, grafen,
a podobné. Na obrdzku 1 je vidét ambipolédrni tranzistor, ktery je tvofen Diketopyrrolopyrrole-Thieno
[3,2-b]thiophene kopolymerem [1]. Strukturu tohoto tranzistoru tvoii D-A kopolymer DPPT-TT.

Vpravo na stejném obrazku je pfechodova charakteristika a zesileni komplementarniho invertoru
tvofeného dvémi stejnymi tranzistory. Diky ambipolarité tranzistori se jeden z nich chova jako tranzistor
typu P a druhy jako typu N. Této vlastnosti pak Ize ddle vyuZzit pfi konstrukci polymorfnich hradel a
elektroniky z nich sloZenych.

V soucasné dobé jsou ambipolarni tranzistory pfedmétem intenzivniho vyvoje, nelze tedy zatim jed-
noznacné¢ definovat jejich typické vlastosti (napiiklad Zivotnost, stabilitu, hystereze atd). Rizni se také
nazory na pouziti materidll, zZe kterych jsou tyto tranzistory tvofeny, stejné jako pouZitd vyrobni techno-
logie. Proto je tfeba zatim vyckat na stabilizaci trhu s t€émito tranzistory.
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Obrazek 1: Schéma ambipolarniho tranzistoru (vlevo), pfechodova charakteristika a zesileni invertoru.

2.1 Model polovodicové diody

Zakladni prvek, ktery je nutny pro konstrukci uvedenych rezistentnich hradel,
je polovodic¢ova dioda. Je to dvojpdl, ktery vyuZziva vlastnosti pfechodu PN.
To je oblast na rozhrani pfimésového polovodice typu P a polovodice typu N.
Ptechod P-N se chova jako hradlo, tzn. propousti elektricky proud pouze jednim
smérem [8].
Ackoli krystalova mfizka obou ¢asti diody na sebe plynule navazuje, vznika
v okoli pfechodu PN vlivem elektrostatického pole pevné vazanych iontt ak-
ceptoru a donoru vyprdzdnénd oblast, kterd se chovd jako izolacni vrstva
odd¢lujici navzdjem Cast P od ¢asti N. Na vyprazdnénou oblast mezi polo-
vodicem P a N muzZeme pohliZet také jako na deskovy kondenzator o plose
desky rovné plose PN piechodu a vzdélenosti desek rovnou Sifce vyprazdnéné
Obrazek 2: Nahradni oblasti, neptisobi-li na pfechod vné&j$i napéti. Tento kondenzitor ma tzv.
schéma diody. Bariérovou kapacitu, kterd zpisobuje vedeni el. proudu v zavérném sméru pfi
vysokych frekvencich signdlu. Odpovidajici kapacita je dost velka, nebot rela-
tivni permitivita kfemiku je 12, germania 16 a arzenidu galia 11. Jeji velikost
dosahuje podle plochy piechodu hodnoty nékolik pikofaradd az né€kolik desitek nanofaradi [8].

Na obrazku 2 vlevo je schématickd znacka polovodic¢ové diody a vpravo ndhradni schéma této diody
dle [8], strana 96. Obvod Rp, Cp nahrazuje PN pfechod diody a je doplnén odporem Rs predstavujici
odpor zbyvajiciho polovodicového materidlu a piivodu. Stejné tak induk¢nost privodu diody znazormuje
civka Ls. Ta se uplatiiuje pti velmi vysokych frekvencich.

2.2 Model ambipolarniho tranzistoru

Na obrazku 3 je model ambipoldrniho tranzistoru tvofeny mosfet tranzistory. Kazdy unipoldrni mosfet
tranzistor obsahuje z principu body diodu, proto je nutno eliminovat jejich vliv antisériovymi diodami
D1 aD2.

Funkci modelu popisuje tabulka 4. Sloupce D,S,G oznacuji jednotlivé vyvody modelu tranzistoru.
Nabyvaji hodnoty + nebo -, coZ odpovida napdjecimu napéti (Vce, GND). D1, D2 znaci diody modelu a
maji hodnoty P (propustny smér) nebo Z (zavérny smér). T1 a T2 jsou tranzistory modelu, kde hodnota
OFF znamen4, Ze tranzistor je zavieny a ON Ze je otevieny. Sloupec D-S znac¢i chovani modelu, kde HiZ
je High Impedance (model ,rozpojen™), ON znamend, Ze model v dané konfiguraci propousti proud.

Z divodl prozatimni nedostupnosti redlnych ambipoldrnich tranzistori jsme prakticky realizovali
uvedeny model a pro v§echny pokusy s polymorfnimi nebo rezistentnimi hradly byly pouZity ambipolarni
tranzistory sestavené ze silikonovych mosfet tranzistoru.
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+|-|-1| 2 | P | OFF | OFF | HiZ
-|+|-| P | Z | OFF| ON | ON
+ |- |+ ]| Z P | ON | OFF | ON
-|+|+ | P | Z | OFF | OFF | HiZ

Obrézek 4: Popis stavii modelu ambipolarniho tran-

Obrézek 3: Model ambipoldrniho tranzistoru.  zistoru

2.3 Ambipolarni invertor

Pro naSe pokusy jsme zvolili nejbézné;jsi pozitivni logiku. To znamen4, Ze logickou 0 bude ptfedstavovat
napéti blizké GND a logickou 1 napéti blizké V... Tuto konvenci budeme dodrZovat v celém dokumentu.

V1

I [In[Out [ VI [ V2| T1 [ T2 |
Input Output 0 1 - + OFF ON
1] 0] -]+ | ON | OFF

] 0| 1 | + | - | ON | OFF

vz 1] 0]+ ] - |OFF| ON

Obrézek 5: Ambipoldrni invertor

Obrézek 6: Popis stavi invertoru

Nejjednodussim hradlem, vytvofenym z ambipolarnich organickych tranzistord, je invertor, viz napf.
[1]. Jeho zapojeni je na obrazku 5. U invertoru ze silikonovych tranzistorti je horni tranzistor typu P a
spodni typu N. PouZijeme-li ambipolarni tranzistory, jsou oba stejného typu, takze se méni typ tranzistoru
podle jeho zapojeni. Diky tomu je ambipolarni invertor rezistentni vici pfepdlovani napajeni — pokud
prohodime Vce a GND, zméni se podle toho také typ tranzistord (N na P a obracené). Tohoto principu
se vyuzivé v polymorfnich hradlech NAND/NOR, jak bylo popsano napiiklad v [7].

3 Rezistentni ambipolarni hradla

Pokud se zaméfime na rezistentni hradla, vyuZijeme vlastnosti ambipoldrnich
tranzistord, kterou je mozno pozorovat na obrazku 1. Mezi gate a elektrodami
(Drain, Source) je dielektrikum, diky kterému tvoii elektrody kondenzétor.
Na obrazku 7 je vidét ndhradni schéma ambipolarniho invertoru, kde gate
nahradime kondenzatory. Pokud v této konfiguraci pfipojime vstup invertoru
na GND, nabije se horni kondenzétor, zatimco spodni zustane vybity. Pokud
pripojime tento vstup na V.., nabije se naopak spodni kondenzator a horni
zustane vybity. To, ktery kondenzator se nabije, ndm pak urcuje, ktery tran-
zistor se otevie (v prvnim piipadé horni, v druhém spodni tranzistor). Tim
ziskdme na vystupu piislu§né napéti. Obvodem protéka proud pouze v dobé,
kdy se nabiji kondenzatory. Po jejich nabiti je pak spotfeba invertoru nulova,
ovSem pouze za pfedpokladu, Ze je otevien pouze jeden tranzistor. Vyse uve-
deného principu tedy pouZijeme pfi tvorbé rezistentnich hradel.

3.1 NAND

10pF TV2

Obrazek 7: Nahradni
schéma invertoru

Na obrdzku 8 je zapojeni rezistentniho hradla NAND, tvofeného ambipolarnimi tranzistory. Pro funkci
NAND se vyuziva diodové logiky, jejiZ vysledek je pak invertovan ambipoldrnim invertorem.
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1_”(13(1%*“ [A[B[X[VI[V2[DI[D2[CI[C2] Tl [ T2 |
o r, O[0[1[+[-]P[P|[NJ]V]ON|OFF
01017 - + | P | P | V| N]|OFF | ON
A ING148 Y | 1110pF | Ouput o117 + - P|Z | N |V | ON |OFF
o ez x Jo|t|1|[ -]+ |P[Z][V]|[N]|OFF|ON
INAT48 55 T2 110 1] + - | Z| P | N| V]| ON|OFF
R2| ] 1c3 q 1101 - + | Z | P | V| N/ | OFF| ON
T_l 10pF Ty 17110 + - Z Z | V | V | OFF | OFF
1|10 - + | Z | Z |V |V |OFF | OFF
Obrézek 8: Princip zapojeni hradla
NAND Obrazek 9: Popis stavil rezistentniho hradla NAND

Pokud jsou na vstupech A a B na obrazku 8 logické 1, jsou diody zapojeny v zavérném sméru a
nemdZe jimi prochazet Zadny proud. Pokud na néktery vstup A nebo B (pfipadné na oba) pfipojime
logickou 0, muze pfislusnymi diodami prochédzet proud, ktery zplisobi nabiti kondenzatoru C1 nebo
C2 (podle polarity napajeciho napéti) a tim otevieni pfisluSného tranzistoru. Na vystupu se pak vZdy
objevi logicka 1, nezavisle na tom, jak je polarizované napdjeci napéti. Celou situaci ukazuje tabulka
na obrazku 9. Vyznam jednotlivych sloupcii je stejny jako u tabulky 4, navic jsou zde kondenzétory,
jejihz sloupec nabyva hodnot N - kondenzator je nabity (prakticky nabiti kondenzatoru trva néjaky cas,
ktery vSak muzeme zanedbat), nebo V - kondenzétor je vybity (vybijeni také zabere néjaky cas, ktery
zanedbavame).

3.2 NOR

Na obrazku 10 je zapojeni rezistentniho hradla NOR, tvofeného ambipoldrnimi tranzistory. Stejné jako
u predchoziho hradla se pro funkci OR vyuziva diodové logiky, jejiZ vysledek je pak invertovan ambi-
polarnim invertorem.

1_”1C(1PF|V1 [A[B[X[VI[V2[DI[D2[CI[C2] Tl [ T2 |
n r, ofo[1 [+ -[]Z[Z]V]V]OFF|OFF
‘,_I O[O0 1] - + | Z | Z |V |V |OFF | OFF
IN4148 vy 10| + - Z | P | V| N/|OFF | ON
A 1110pF Ouput 0
BD@D’ 2 X [0[1][0] -+ |z |P|N|V]|ON]|OFF
<
ING148 o) |,T2 1100 + - P | Z |V | N |OFF| ON
R2 |C3 q 1100 - + | P| Z | N| V| ON | OFF
T_l 10pF Ty 1110 + - P P | V| N |OFF | ON
1|10} - + | P| P | N| V| ON | OFF
Obrazek 10: Schéma zapojeni hradla
NOR Obrazek 11: Popis stavi rezistentniho hradla NAND

Pokud jsou na vstupech A a B na obrazku 10 logické 0, jsou diody zapojeny v zavérném sméru
a nemiZze jimi prochazet zadny proud. Pokud na néktery vstup A nebo B (piipadné na oba) pfipojime
logickou 1, miZe pfislusnymi diodami prochdzet proud, ktery zptsobi nabiti kondenzéatoru C1 nebo C3
a tim otevfeni prislusného tranzistoru. Na vystupu se pak objevi logicka 0. V tabulce 11 jsou popsany
jednotlivé stavy hradla. Vyznam sloupct je stejny jako v tabulce 9.

3.3 Identita — negace, multiplexer

Pro tvorbu polymorfnich logickych funkci budeme déle potfebovat hradla identita/negace a dvouvstupy
multiplexor. Pro jejich zapojeni je typické pouziti transmission gate (TG) a invertort.. Pfepinani funkci
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se provadi stejné jako u vyse uvedenych polymorfnich hradel NAND/NOR, to znamend zménou polarity
napdjeni. U polymorfniho hradla ID/NOT je moZné malou zménou zapojeni zménit funkci na NOT/ID,
coz miZze byt Casto potiebné.

D1 D2 D2 D2

D3 D4

Obrézek 12: Schéma polymorfniho hradla ID-NOT Obrizek 13: Schéma polymorfniho multiplexeru

Na obrdzku 12 je zapojeni hradla identita — negace, prepinané polaritou napdjectho napéti. V piipadég,
Ze V1 je kladné napéti (Vce) a V2 zem (GND), pak hradlo funguje diky tranzistordim T1 a T2 jako
invertor, tranzistory T3 a T4 jsou bez funkce (v rozepnutém stavu). Pokud zaménime polaritu napdjeciho
napéti, bude hradlo fungovat jako identita diky tranzistorim T3 a T4 zapojenym jako transmission gate,
zatimco T1 a T2 budou bez funkce.

Podobné funguje i polymorfni multiplexer pfepinany polaritou napdjeciho napéti (obrazek 13). Ten
je tvofen dvémi transmission gate. Prvni piipad nastane pokud bude V1 kladné napéti (Vcc) a V2 zem
(GND). Hradlo pak propoji vstup A s vystupem Y diky tranzistorim T1 a T2 které tvoii prvni transmis-
sion gate a tranzistory T3 a T4 jsou bez funkce (v rozepnutém stavu). Pokud opét prohodime polaritu
napdjeciho napéti, propoji hradlo vstup B na vystup Y diky tranzistorim T3 a T4 zapojenym jako druhy
transmission gate, zatimco T1 a T2 budou bez funkce.

4 Zaver

Priklady uvadéné v této praci jsou jen zlomkem mozZnosti polymorfnich obvodi, ale pro jejich prak-
tické vyuziti je nutno nejprve zpiistupnit zakladni stavebni prvky pro takovou elektroniku — ambipolarn{
tranzistory a hradla z nich sestavené. Cilem prace je tedy prokazat, Ze 1ze vytvofit uceleny set logickych
hradel pomoci ambipolérnich tranzistord. V tom budeme déle pokracovat a vytvaret rizné typy logickych
hradel, které pak bude mozno pouZit pri vyvoji polymorfni elektroniky, stejn¢ jako je soucasna elektro-
nika tvofena napiiklad pomoci hradel fady CMOS 4000. Navrh této elektroniky vSak je mimo rozsah této
préace. Jak bylo feceno, v soucasné dobé zatim nelze ziskat prakticky pouZzitelné ambipoldrni tranzistory,
proto byly veskeré pokusy provedeny s modely vytvofenymi ze silikonovych tranzistori. Vysledkem
je experimentdlné ovéfeny soubor takovych hradel, které 1ze pouzit pro vytvoreni libovolnych logickych
funkei. Tyto hradla byly vytvofeny pomoci CMOS tranzistori tak, aby simulovaly chovani ambipolarnich
tranzistord a budou dale slouzit pro vyzkum v oblasti polymorfni a tisténé elektroniky. V dal§im vyzkumu
se budeme po zlepseni dostupnosti ambipolarnich tranzistort také postupné zamérovat na jejich redlné
pouziti napiiklad v komer¢ni elektronice.
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Abstrakt. Bezdratové senzorické sité, oznacované z pohledu smérovani také jako ad-hoc
bezdratové sité, slouzi pfedev§im k ploSnému sbéru dat z oblasti, kde neni moZné postavit
pevnou sit’ovou infrastrukturu a neni mozné z jednotlivych uzld posilat data pfimo do ba-
zovych stanic. Dilezitym aspektem je usporny provoz, protoZe vétSina uzli ma omezené
zdroje energie a je tedy kladen diraz na nizkou spotiebu.

Klicova slova. bezdratové senzorické sité, smérovani, mobilita, energetickd uspora, opti-
malizace, decentralizace

1 Uvod

Zéakladnim komunika¢nim principem WSN je preddvani zprav z uzlu na uzel a jejich postupné doru-
ovani do bazovych stanic. Uzly maji nizky vysilaci vykon a ,,vidi“ jen své nejblizsi sousedy. Ukolem
smérovani je dorucit zpravu v co nejkrat$im ¢ase a za nizkou cenu. Cenou je minéna predevsim spotieba
energie. Tyto dva pozadavky jsou ale protichiidné, protoZe neustalé vyuzivani stilé nejkratsi cesty co do
poctu preskoki bude znamenat, Ze uzly po této cesté se vyCerpaji diiv, nez ostatni ve zbytku sité. Je tedy
potieba hledat kompromis.

Spotieba energie je nejvyssi v komponentach transceiveru a fidici jednotky, napf. mikrokontroléru.
Usetfit spotiebu transceiveru Ize snizenim mnoZstvi komunikaci a u mikrokontroléru uspavanim v dobé
necinnosti. Tento ¢lanek si klade za dkol fesit dsporu energie v rddiové komunikaci.

Zéakladnim problémem WSN je drahé ziskani globalniho stavu. Aby bylo mozZné zjistit aktualni stav
energetickych zdroji v celé siti, napf. baterii, kdo s kym sousedi, kvality radiovych linek atd., je za-
potiebi velkého mnozstvi odeslanych zprav. Stav sité¢ se miZe navic neustdle ménit. Jakékoliv centralni
zpracovani je energeticky zcela nevyhodné musi se hledat distribuované metody.

Bez centralniho zpracovani a s neustdle ménici se siti neni mozné dosahnout optimalniho smérovani
v ramci zadanych parametrd. Vhodnd metoda by méla mit vyvazené pozadované vlastnosti v daném
modelu site.

Nejjednodussimi metodami, které funguji bez jakékoliv znalosti topologie sité, jsou zdplavové a né-
hodné smérovani. Zaplavové smérovani dorucCuje zpravy tak, Ze uzel vysle zpravu vSem sousedi a ti
operaci opakuji. Je tedy garantovdno, Ze se zprdva doruci do bazové stanice v nejkrat$im Case, ale s nad-
mérnou zatézi velké Casti sité. U ndhodného smérovani posle kazdy uzel zpravu vzdy jen jednomu né-
hodnému sousedovi. V idedlnim piipadé dorazi zprdva vinou ndhody po nejkrat$i/nejlevné;jsi cesté, v nej-
hor$im piipadé bude zprava ,,bloudit* po siti dokud nevyprsi jeji TTL (time to live). Postupné vznikaly

32



nové metody, které jiz berou na zfetel topologii sité a spotfebu energie. Zadnd z metod neni univerzalni
a kazda se hodi na jiny scénar a uplatnénf sité.

2 Klasifikace

Pro snazsi popis vlastnosti smérovacich protokold zavedeme nasledujici klasifikaci:

Proaktivni/reaktivni - proaktivni protokoly vytvareji smérovaci tabulky pfedem. Bud’ pfi inicializaci
sité¢ nebo v pravidelnych intervalech. Vyhodou je, ze pfi Castém posilani zprdv neni nutné opa-
kované zjist' ovat, kterému ze sousedd ji ma uzel poslat. Nevyhoda je, Ze se opozdéné adaptuje
na zmény v siti a ma vyssi pamét ovou ndrocnost. Piikladem je protokol DSDV [1]. Reaktivni
protokoly zjistuji trasu az kdyZ potiebuji odeslat zpravu. Vyhodou je rychld adaptace na zmény
a uzly nemusi udrzovat Zadné tabulky, ale nehodi se pro Casté odesildni zprav, nebot’ opakovanymi
dotazy na smérovani budou sit’ zahlcovat. Pfikladem je protokol AODV [2].

Deterministické/pravdépodobnostni - pii rozhodovani, kterému sousednimu uzlu se mad zprava po-
slat na zakladé dostupnych informaci a aktudlniho stavu, se uzel s deterministickym protokolem
rozhodne vzdy stejné. Naopak pravdépodobnostni protokoly pfifadi jednotlivych sousediim prav-
dépodobnosti podle dostupnych informaci a posléze zpravy mezi n€ patfién€ rozd€luji. Vyhodou
determinismu je predikovatelnéj$i ¢as doruceni, ale v pfipadé naruSeni struktury sité se zacnou
vSechny zpravy ztracet, dokud nedojde opétovnému obnoveni nebo reinicializaci smérovani. Prav-
dépodobnostni pristup sice nedokaze zarucit, kdy bude zprava dorucena, ale poskytuje vyssi miru
odolnosti vici zméndm a navic sta¢i méné Castd reinicializace smérovani, pokud nejsou kladeny
velké ndroky na kvalitu.

(Ne)podporuje vicecestné smérovani - velmi dileZita vlastnost, ma-li byt smérovani robustni. Ma-li
uzel na vybér z vice cest a v§echny vyuZiva, napt. cyklicky nebo podle pravdépodobnosti, zvysuje
se pravdépodobnost doruceni zprav. Tento princip byl popsan v predchozim odstavci.

(Ne)podporuje vypadKky uzlu/nové uzly - robustnost jiz byla zminéna. Nelze pfedpokladat, Ze bude sit’
neménnd. Uzly se mohou poskodit, dojde jim baterie, nebo budou ukradeny. Naopak do sité muzou
pribyvat nové uzly, napf. v rdmci inovace nebo zvyseni hustoty sité. V podstaté kazdy smérovaci
protokol by mél obsahovat mechanizmus na feSeni takovych situaci.

(Ne)podporuje mobilni uzly - podpora mobility spociva ve schopnosti rychle reagovat na zmény vza-
jemnych poloh. Predpoklada se, Ze se vSechny uzly nepohybuji stejnym smérem a stejnou rych-
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losti. Blizsi rozbor bude v kapitole 5.

(Ne)resi energetickou tisporu - hlavni téma tohoto ¢lanku a jeden z nejdilezitéjSich problémi WSN.
Jsou-li uzly napdjené z omezenych zdroji a umisténé napr. v t€Zko dostupném prostiedi, je po-
zadavkem dlouhodoby provoz bez nutnosti zdsahu obsluhy. Jinym aspektem midZe byt cena za
udrzbu, kde je také snahou minimalizovat Cetnost zasahd.

(Ne)podporuje QoS - QoS (quality of service, kvalita sluzby) fesf dva tkoly - ¢as doruceni a rozloZeni
objemu dat. Tyto tikoly mohou byt protichiidné. Budou-li napt. k dispozici dvé cesty k cili a budou-
li se zpravy posilat vzdy jen tou kratsi, mize dojit k zahlcen{ této cesty a k zahazovani zprav.

N

VyuZziji-li se obé€ cesty, sniZi se riziko zahlceni a zahazovani.

Odolnost proti Gtokim - na smérovani jsou v zdsadé zaméfeny dva hlavni typy ttokd - DoS (denial of
service, odepfeni sluzby) a vy&erpani. Utokiim zaloZenym na rueni komunika¢niho kanalu nebo
zahlcenim nadmérnym mnoZstvim zprdv se dd jen tézko algoritmicky brénit. V ostatnich pfipadech
se lze branit detekci, adaptaci, odstranénim pficiny nebo redundanci [3].
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Synchronni/asynchronni - energetickych tspor 1ze docilit jak pfi vysildni, tak i pfi pfijmu. Aby mohly

uzly komunikovat, musi byt probuzeny, jeden musi byt v danou chvili pfipraveny vysilat a druhy
prijimat. Jde tedy o to, jak Casto a kdy se maji probouzet. V piipadé synchronni komunikace do-
chdzi k synchronizaci vnitfnich hodin a probouzeni probihd podle pfedem domluveného pldnu.
Je-li komunikace asynchronni, planuje se probouzeni bez znalosti stavu okoli, ale tak, aby se zvy-
Sila pravdépodobnost, Ze béhem bdélosti bude k dispozici potfebny soused.

Tato klasifikace neni vyCerpdvajici, ale postacuje pro zdkladni orientaci ve vlastnostech smérovacich
protokoli.

3 Vymezeni modelu sité

Problému k feSeni je u smérovani ve WSN mnoho, neni mozné je zcela obsdhnout a je tedy potieba
vymezit oblast, kterou se budeme zabyvat:

3.1

e Malé mnozstvi pevnych bazovych stanic - zpravy budou z uzli vzdy posilany jen do bazovych

stanic, které nebudou ménit svou polohu a pomér jejich poctu vici poctu vsech uzli bude velmi
maly.

Neresit linkovou vrstvu - predpokladem je nerusend komunikace a permanentni bdélost - tento
ptredpoklad je protichtidny k poZadavku na dsporu energie, ale protoZe rozsah problematiky uspa-

vani a probouzeni je velky, nebudeme se tim nyni zabyvat, ale budeme s tim do budoucna pocitat.

Absence ttocniki - podobné jako u pfedchoziho bodu je rozsah problematiky dtokt velky, bude
se zatim predpokladat, Ze nikdo zvenku nebude zasahovat do chodu smérovani.

Postup vyzkumu

Nemad smysl zkoumat hned z pocédtku vSechny moZné situace, ale je vhodné je rozdélit do postupnych

casti:

1. Mnoho rovnomérné rozlozenych statickych uzla - v pocatku vyzkumu budeme zkoumat cho-

vani existujicich a nové navrZzenych smérovacich protokold ve velkych sitich, které budou mit
pravidelné rozlozené uzly, tedy kazdy bude mit v priméru stejny pocet sousedl a linky mezi nimi
budou mit stejnou propustnost a cenu. Takova sit’ by mohla byt trojihelnikovd, ctvercova nebo
hexagondlni. Naméfené hodnoty budou slouZit jako etalon pro porovndni s ,hor$imi‘ konfigura-
cemi. Postupné budeme sit’ degradovat a sledovat, jak se bude v danych situacich ménit chovani
smérovani.

Malé mnozstvi mobilnich uzla s predikovatelnym pohybem - ve velké statické siti se bude
pohybovat nékolik mobilnich uzld, jejichZ pohyb bude takovy, aby se dalo s danou pravdépodob-
nosti urcit jejich polohu po uplynuti jednotky asu. Postupem ¢asu budeme ve vyzkumu navySovat
pomér mobilnich uzld vici statickym.

Nazorna ukdzka, jak by mohl takovy model vypadat je na obrazku 1. Cerné krouzky jsou bazové stanice
a bilé jsou mobilni uzly. Sedé jsou pak zbytek statické sité.
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Obrazek 1: Priklad vymezeného modelu sité

4 Cil optimalizace

Cilem optimalizace Uspory energie je maximalizovat sumu energie v celé siti a minimalizovat odchylky
od priméru. Tedy prodlouzit Zivotnost sité jako celku. Nemélo by se stat, Ze Cast sité zbytecné odumfe
pfedcasné vyCerpdnim, protoZe pies ni bylo posildno nadmérné mnoZstvi zprayv, i kdyZ bylo mozné tok
1épe rozlozit. Jde o spravné vyvazeni uspory energie s rychlosti doru¢ovani.

5 Mobilni uzly

Na mobiln{ uzly lze pohliZet dvéma zplsoby - uzel je zdroj dat, které potiebuje dorucit z aktudlniho
mista v siti, nebo funguje jako kuryr, ktery posbira data z aktudlnich sousedii a preveze je do jiné Casti
sité, ¢imzZ usetii energii mezilehlych uzlu.

Z&dny z nejéast&ji citovanych smérovacich protokold, které jsou oznateny pro pouZiti v mobilnich
bezdratovych sitich [4], nefesi mobilitu. Reaktivni protokoly vzdy pied vysldnim zpravy zjist'uji cestu,
takze nepotiebuji pfedem znat, kde se probudi a komu pak data poslat. U proaktivnich protokold se zase
predpoklddd, Ze zmény a pohyby v siti budou natolik pomalé, Ze budou stacit periodické aktualizace
smérovacich informaci.

M¢jme tfi scénare k vyzkumu vychazejici z praktickych pozadavki: sledovani vybranych jedinct
zvéfe v prirodé, logistické fizeni pohybu kontejnert v namornim pfistavu a sledovani a fizeni dopravy
ve mésté. Kazdy scéndf je jiny co do struktury sité, rychlosti pohybu objektl a hlavné poctu mobilnich
objektu. Jak jiZz bylo zminéno, nelze vytvorit univerzalni protokol na vSechny situace, ale postupnym
vyvojem pii prechodech mezi definovanymi scénéfi lze obsdhnout Siroké spektrum.

6 State of the art

I pfes vymezeni modelu sité stale ztstava oblast vyzkumu velmi Sirokd. Omezme tedy feSeni problémi
jen na nékolik principd, které 1ze dale vylepsovat a kombinovat.
6.1 Optimalizace mravenci kolonii

Ukolem optimalizace mravenéi kolonii (Ant Colony Optimization, ACO) [5] je nalezeni vhodnych cest.
ACO je pravdépodobnostni metoda. Je inspirovdna chovanim mravenct pfi hledani potravy. Kdyz vyrazi
mravenec pro potravu a nalezne ji krat$i/vyhodné&j$i cestou, cestou zpét tuto oznaci feromonem. Dalsi
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mravenec bude pri hledani oznacenou cestu preferovat, ale nemusi se ji drzet. MlZe hledat jiné a nalezené
lepsi feSeni opét oznaci feromonem. Timto zptisobem lze konvergovat k optimalnimu feSeni, nebot’ ¢im
bude cesta vyhodnéjsi, bude feromonova stopa silnéjsi. Diky pravdépodobnostnimu piistupu se nemize
stat, Ze optimalizace dokonverguje k lokalnimu optimu.

V této podobé vsak bude metoda velmi pomalu reagovat na zmény v siti. Zavadi se tedy jesté princip
vyprchavani feromont v Ease. Cim siln&jsi bude stopa, tim rychleji bude vyprchavat. Bude-li cesta stale

nejvhodnéjsi, bude po ni stile chodit hodné mravenct a budou ji obnovovat. Nalezne-li se vhodné&jsi
feSeni, provoz se tim rychleji pfesune.

6.2 Zoénové smérovani

Z6nové smérovani je rodina protokold, které vyuzivaji kombinaci proaktivniho a reaktivniho smérovani.
Jsou dva mozné pfistupy.

Prvni je, Ze se sit rozdéli do jednotlivych zén, které se mohou i nemusi prekryvat. Tento pristup se
také nazyva shlukovdni (clustering). V rdmci zony se zvoli hlava (head) z6ény, jehoZ dkolem je proak-
tivné spocitat smérovani uvnitt zény. Tyto informace pak rozesle ostatnim. Pfi prechodech zprdv mezi
zénami se pak uplatiiuje reaktivni smérovani. Ukolem takového piistupu je v podstaté rozdéleni velkého
vypocetniho problému na mensi, ¢imz se fesi Skdlovatelnost smérovani.

Podobny pfistup se pouziva u hierarchického shlukového smérovani. Rozdil je ale v tom, Ze se pred-
poklada, Ze hlava shluku bude mit dostatecny vysilaci vykon na to, aby dosahl pfimo na bazovou stanici
nebo na dal3f uzel v hierarchii. Nelze to tedy pouZit v sitich s rovnocennymi uzly. Pfikladem je protokol
LEACH [6].

Druhy pristup je takovy, kdy si zénu okolo sebe do urcitého poctu preskoku tvoii kazdy uzel. Prikla-
dem je protokol ZRP [7]. Odpada nutnost volby hlavy zdny, ale zvySuje se vypocetni naro¢nost vSech
uzli. Tento piistup lze chépat jako keSovani reaktivnich metod.

6.3 Plosné metriky

Vétsina smérovacich protokold, které berou v potaz tsporu energie, pocitd pri vypoctu cesty jen s ak-
tudlnim stavem energie v jednotlivych uzlech, cenou spoji a piipadné vytiZenosti jednotlivych uzld.
Tento pfistup miiZze vést k pomalejSimu rozklddani toku v siti a predCasnému vycerpavani nekterych
uzld. Zavede-li se pomocna metrika, kterd se bude pocitat plosné€ a ur¢i vhodné/nevhodné oblasti misto
jednotlivych uzll, pak by se mohl tok 1épe a rychleji rozlozit. Ur€ovala by ploSnou miru zatiZeni.

Jednim z takovych algoritmil je PageRank [8]. V soucasnosti jsou na PageRanku zaloZené protokoly
PR-RAM [9] a VOL-RAM [10]. Pristupuji k problému ale trochu jinak. Pfi inicializaci sité se nalez-
nou vSechny nejkratsi cesty, brano poctem preskoki, ze vSech uzli do bazovych stanic. Ve vytvoreném
orientovaném grafu, kde bazové stanice tvoii stoky, se listim grafu pfifadi hodnoty 1 a v§em ostatnim
se piifadi jiz podle vypoétu PageRanku. Vysledné hodnoty urluji pravdépodobnostni zatizeni uzli. Cim
vyS$§i hodnota, tim vyssi pravdépodobnost, Ze bude uzel slouZit jako mezilehly ¢lanek pro pfenos zpravy.
Bude-li se uzel rozhodovat, kam zpravu poslat, mél by preferovat souseda s niz§im PageRankem, kde
bude nizsi pravdépodobnost pretiZeni.

U velkych a/nebo proménlivych siti by bylo pocdtecni sestavovani grafu nidro¢né. Vychazelo by se
tedy z jiné predstavy a to takové, kdy by se PageRank pocital v neorientovaném grafu bez bazovych
stanic. PageRank lze poditat iterativné, tedy decentralizované, a l1ze do né&j zakomponovat vihy uzId.
Viéhy by se ptifazovaly podle jejich stavu energii a datového vytiZeni. Musely by se vSak feSit problémy
jako napf. postupna divergence hodnot. Neni také jisté, zda by vypocet vedl k ocekdvanému vysledku.
To je predmétem dalstho vyzkumu.
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7 Zaver

Jak bylo naznaceno v sekci 5 je v oblasti vyzkumu smérovani mobilnich WSN velky prostor pro zakom-
ponovani predikce pohybu. Dalsi vyzvou je komprese informace o cesté v pripadé mravenci optimali-
zace. V kombinaci s rozdélenim sité do z6n nemusi mravenci cestovat piili§ daleko a pfidanim plo$nych
metrik by se mohly urychlit konvergence k vhodnéj$im cestam.
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Abstract. We discuss the current results of cryptanalysis of the AES, and propose an al-
ternative technique for overcoming the computational problems related to them, which is
building a reduced-size model of the cipher and applying the cryptanalysis to that, while
gradually increasing the size to get an estimate for the level of scaling of particular cryp-
tographic attacks. Our current results suggest that this is a promising idea, with a potential
for further understanding of the conditional security of the cipher. We also present several
research directions using this technique, and our dissertation goals.
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1 Introduction

We live in the age of information. The volume of information produced by mankind grows exponentially
[11], which presents us with a number of challenges, including simply keeping up to date with current
information. One of the most important challenges is information security: We need to be able to main-
tain integrity, availability and confidentiality of information. The recent Snowden revelations about the
widespread collection and manipulation of private information by NSA and other information agencies
brought this topic into the public’s eyes.

Mankind has a powerful tool for helping achieve confidentiality, and that tool is encryption. There are
many ciphers currently used all around the world, on many different levels: encryption is not limited to
governmental officials or secret agents, even ordinary people frequently come into contact with ciphers'
when reading e-mail, using online banking, identifying themselves with a chip card and any number of
other situations. For this reason it is imperative that we know that our ciphers are secure.

In our dissertation, we focus on one particular problem: How well are the current symmetric block
ciphers able to resist the known techniques of linear and differential cryptanalysis. We are specifically
interested in the resistance of AES? as probably the most widely used symmetric cipher in the world.

We would like to independently verify the security of AES as related to the linear and differential
cryptanalysis. As a secondary target, we hope that our research will reveal new information on the inner

'Though they may not realize it.
2 Advanced Encryption Standard.

38



working of both cryptanalyses, with the hope of combining their strengths for a synergistic effect on
their power. Eventually, we would like to add the techniques of algebraic cryptanalysis into the mix and
extend the focus to other block ciphers, further enhancing our ability to assay the conditional security of
a given cipher.

Note that we are intentionally limiting ourselves to the cryptanalysis of the algorithm itself, ab-
staining from attacks against the implementation of the algorithm such as various side-channel attacks,
including timing attacks or fault introduction, or attacks against the user of the algorithm such as imple-
menting and using keyloggers or tools for searching computer memory for stored keys.

2 The problem

AES is a widely used cipher, selected in 2000 in a NIST?-initiated open contest from among 15 candidate
ciphers. The proposed goal was to create the best symmetric cipher for the new century, and to this end
all candidates underwent a strenuous process of evaluation by not only both NIST and the creators of
competing ciphers, but by general public as well. As a result, all the finalists are considered strong ciphers
who resisted all attacks known at the time and provided a sufficient security margin for the future.

Despite that, a number of attacks have been developed since the Rijndael cipher was selected as
AES. Some promising but not yet realized results have been derived from the relatively simple alge-
braic description of the cipher, which may be exploited because its security depends on as-yet unproved
hypotheses (see [9] and [15]. Extensions of the earlier Square attacks* were shown to apply, to a cer-
tain degree, to Rijndael as well ([7], [8], [10]). Many authors experimented against reduced versions of
AES, i.e. AES with a reduced number of rounds (e.g. only 6 or 7 rounds as compared to 10 rounds of
AES-128), and indeed described some successful attacks in these conditions ([10], [4] and others).

Despite the fact that both linear and differential cryptanalyses were known at the time of the AES
selection process and that all AES candidates underwent extensive testing under these techniques, today’s
most successful attacks against AES are indeed extensions of the differential cryptanalysis:

e A related-key attack was proposed in 2009 with a complexity of 219 for the 256-bit version of the
full cipher, shortly improved to complexity of 279 [5]. While this is a significant improvement of
the known attacks, the requirements on the related keys would make it impractical even if we had
computers fast enough to handle the attack’s complexity.

e Another attack was proposed in 2011 [6], one which works against full (non-truncated) AES and
allows key recovery without placing specific restraints on the key. Unfortunately, the complexity
of the attack is prohibitive, as the attack is only approximately four times faster than the brute force
(e.g. 21251 for AES-128).

This suggests that despite the fact that modern ciphers were designed with linear and differential crypt-
analysis in mind, and their authors attempted to make the ciphers invulnerable to these attacks, it may
actually be possible to achieve success with these techniques, if only we can apply them creatively
enough.

The prohibitive complexity of known attacks is one of the significant issues with cryptanalyzing AES.
The cipher was designed to provide security for a foreseeable future, which enforced design choices
which would prevent all attacks known at the time by sheer size if not by actual resistance to them.
Unfortunately, this also makes a proper cryptanalysis difficult: while new attacks can be proposed and
theoretically verified, we cannot execute — and verify — them in practice.

*National Institute of Standards and Technology.
“Rijndael’s design was based on an older cipher Square, designed by the same authors.
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3  Our approach

We attempt to overcome these challenges by first analysing a significantly reduced model of a given
cipher, which would, however, reflect the properties of the full cipher. This way we can quickly evaluate,
by implementing a practical demonstration, whether a proposed attack is worth further study. The idea
is, if an attack isn’t practical even against a reduced model, then it likely won’t be able to succeed against
the full cipher, either. On the other hand, an attack successful against the model may possibly scale to
the full cipher well enough to be practicable.

This approach needs to deal with several challenges, though:

3.1 Designing the model

We must be able to design a suitable model for a particular cipher. Fortunately, this is easy with AES,
due to the way the original Rijndael (of which AES is a formalized variant) was designed: An important
aspect of the design was the desire of Daemen and Rijmen to prevent any possible suspicion of hidden
backdoors in the cipher[8]. To this end they abstained from using “magic constants” in their design,
opting instead for defining a set of rules which need to be satisfied and then arbitrarily selecting any one
of the implementations which would satisfy the rules, with an implied suggestion that if anyone finds a
particular choice suspicious, he or she can easily select another.

It follows that if we could select a different set of primitives in such a way that the design choices and
set rules were respected, we would get a cipher which should behave in a similar way to Rijndael (and
thus AES). We could, for example, reduce the cipher’s state matrix to smaller dimensions while keeping
all other primitives unchanged, generating a cipher equivalent to Rijndael, only reduced to a state of e.g.
144 or 32 bits (with a 3 x 3 or 2 x 2 state matrix, respectively).

This idea was used by Cliff Bergman of lowa State University to design a Baby Rijndael cipher [1],
and indeed the cipher proved quite useful for cryptanalysis [16]. We expanded on this idea in our diploma
thesis [12] and our dissertation aims to expand on that.

3.2 Designing and applying attacks

In the first phase, our research is simplified by the fact that there have been numerous theoretical attacks
on Rijndael suggested, so the design was already done. It remains for us to adapt the proposed techniques
to a particular model (Baby Rijndael, at the moment) and write a program which would verify whether
that attack was successful or unsuccessful. This way we can quickly sift through available attacks,
selecting only those with promising results.

The second phase is much more difficult: We will need to design new attacks, by combining known
attacks or adding new ideas to them, or possibly design completely new attacks. We would particularly
like to attempt to find ways in which different kinds of cryptanalysis (linear, differential or algebraic)
could “share information” with each other in such a way as to amplify the results. It is unclear as yet
whether such sharing of information is even possible, but we hope that at least a limited co-operation of
the cryptanalytic techniques will be discovered.

3.3 Extending the attacks to the full cipher

If a promising new attack should be found, it will be crucial to verify how it behaves if we change the
model.

A particularly important information is the way the attack scales when we enlarge our model, which
would help us evaluate the effect of the attack against the full cipher. For example, in our earlier work
[12] we discovered that linear cryptanalysis of Baby Rijndael indeed can achieve some success; however,
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this may have been caused by the reduced size of elements of the cipher’s state matrix developing a “false
linearity” in the substitution function, which may disappear if we increase the size of the elements.

It should be noted, however, that even if a proposed attack does not scale to the full cipher, it can
still give us important information on the conditional security of the cipher: it identifies which particular
component of the cipher’s design is most susceptible (or most resistant) to the attack, and it enables us
to estimate the security margin of the cipher as related to this attack.

4 Current results

First of all, we expanded upon our research of the properties of Baby Rijndael cipher in [12] in order
to precisely show that the cipher is indeed a suitable model of AES, as suggested in section 3.1. We
fixed several omissions and inaccuracies and now believe the result now proves the properties we need
for our research. The article detailing the results [13] is now undergoing a review process at Information
Processing Letters.

In the course of writing the diploma thesis [12], where we applied four different linear approxima-
tions to the Baby Rijndael, we discovered several interesting properties of the cipher, which we consider
the cornerstones of our current analyses:

4.1 Correlation of the value of master key and the success rate of the linear cryptanalysis

The three-round version of Baby Rijndael exhibits a significant correlation between the value of the
master key of the cipher® and the ability of our linear approximation to discover the correct last round
key. This is very disturbing, as there should be no such correlation in a properly designed cipher, so its
apparent presence here may signify a fatal flaw in the cipher.

We are currently attempting to discover what causes this correlation. Unfortunately, we are getting
significantly hampered by the fact that the four-round version of the cipher does not exhibit this behavior,
at least not to the naked eye. We expect that a correlation occurs even in the four-round version of the
cipher, but we are finding it difficult to devise a proper metrics which would enable us to measure the
size of the correlation. Devising one is the most important task for the near future.

4.2 Correlation of the number of active bits in linear approximation and the success rate
of cryptanalysis

We observed that the average success rate of linear cryptanalysis depends, all other conditions being
equal, on the number of active bits of the used linear approximation®. We are not aware of any existing
theoretical explanation of this phenomena, and are trying to establish both the validity of the observed be-
havior and the theoretical reasons for it. A success here would expand the knowledge of the workings of
linear cryptanalysis significantly, because as of now only the probability bias of the linear approximation
is considered the key factor for the success rate of a linear cryptanalysis.

4.3 Implementation aspects

The analysis of the prior two phenomena was made difficult by the implementation aspects of the original
programs designed for [12]; particularly, the long calculation time was preventing us from comprehen-
sively testing ideas, as a full calculation of one test could take as much as several days. This has been

The key provided by the user to the encryption algorithm. Round keys required for the function of the cipher are derived
from the master key by a process called key schedule.
6 A bit of plaintext or ciphertext is active if it appears in the linear equation of our approximation.
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solved by a complete rewrite of the implementation, which resulted in more than hundred-fold increase
of speed.

5 Future work

Aside from completing the research of the two problems described above, we have several research plans
for our dissertation. We list them here in the order in which we would like to approach them:

e The classical linear cryptanalysis attempts to recover key with a granularity of a full S-box’. As
this approach exhibits significant limitations of the success rate, we will research the possibility of
recovering the key with a smaller granularity, e.g. recover only three bits of a 4-bit S-box, but with
a higher probability of success.

e So far we have been only using “algorithm 2 of linear cryptanalysis, suggested by Matsui in [14].
Baby Rijndael, however, may be particularly vulnerable to Matsui’s “algorithm 17, as the cipher’s
S-box construction allows for creating multiple linear approximations with high probability bias.
We may be able to use this fact to construct a system of linear equations which would be able to

recover more key bits than “algorithm 2”.

o All tasks above need to be applied not only to Baby Rijndael, but to other models of AES as
well. Specifically, we need to establish how the three critical variables of a model — the number of
rounds, the size of the state matrix, and the size of one state matrix element — influence the effect of
a particular approach. With sufficient data, we can then extend our results to the full AES, whose
cryptanalysis would be computationally infeasible.

e Find some way to combine linear, differential and, eventually, algebraic cryptanalysis into a com-
plex system. The main idea is that each of these cryptanalyses attempt to reach the same goal,
recovering the key, but using different approaches. If we could devise a method in which all these
techniques could co-operate and tranfer information between themselves, we hope that we could
recover the key with a lower complexity than each technique can achieve on its own.

6 Conclusion

Evaluating the conditional security of AES, a modern widely used symmetric block cipher, as related
to the techniques of linear and differential cryptanalysis, is a huge project, with many complicating
factors along the way. But we believe we are off to a good start: We have determined a method which
overcomes the computational infeasibility of traditional approaches, we have solidified its prerequisites,
and we have a working and efficient implementation of the method. It remains to be seen which results
can we achieve: The cipher may indeed prove to be resistant to our attacks, which in itself would be an
important result, as it would add to the trustworthiness of the cipher. But we hope some of the promising
leads we have will result in a successful cryptanalytic attack on AES, which would at the same time
provide new insights into the security of symmetric block ciphers, and force a development of new,
even stronger ciphers. The potential for improvement in the current cryptanalytic techniques is not to be
overlooked, either. We believe any one of these results would be highly dissertable, as they would add to
the understanding of information security, a highly relevant topic in today’s world.

"That is, if a cipher uses 4-bit S-box, then the linear cryptanalysis is expected to find 4, 8, 12 etc. bits of the key.
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Abstract. The goal of this paper is to sumarize information about test vector generation for
functional verification. Test vector generation is based on problem of solving constraints
which is equivalent to Constraint Satisfaction Problem. The problem consists of finding
a solution (assignments for variables) that must satisfy certain constraints. In the paper,
the principles of functional verification and Coverage Directed Test Generation as one of
the latest techniques for functional verification are also described. In the final part of the
paper we propose a solution of universal generation of test vectors based on solving the
constraints.

Keywords. Test vector generation, Functional verification, Constraint solver, Constraint
Satisfaction Problem, Coverage Directed Test Generation.

1 Introduction

These days, more and more emphasis is given to the testing of the accuracy of the circuit’s behavior.
Today’s integrated circuits are very large and complex, so the earlier techniques used for testing the
correctness of hardware are not sufficient. Number of new techniques and tools that are intended to detect
errors in the circuit are being developed. Errors can be caused by faults in the design or manufacture.
In the foreground is a notion of functional verification which is used by large companies such as IBM,
Cadence, Synopsys or Mentor Graphics [2].

Functional verification [7] is very usefull and important means of circuit’s verification. It helps to
verify the correctness of the system according to the specification of the system. For a thorough verifica-
tion of the system, a huge number of input test vectors is needed, although it is not possible to check all
combinations in a reasonable time. Functional verification is focused on verifying of selected key func-
tions of the system by using several random tests. The key functions are a set of properties based on the
system specification. In the case that some functions are not checked, process of verification is directed
to generation such tests that cover these functions. This significantly reduces the Cartesian product of
possible inputs. Overall, functional verification reduces the time for thorough testing of the system. The
basis of functional verification is a reference model [9] which performs the function according to the
specification and its output is then compared with the tested circuit. An important element described in
this article is a generator of test vectors that generates inputs for the verified circuit. These inputs must
comply with certain constraints. The outputs of the generator are essential to thoroughly test the circuit.
It is profitable to generate test vectors automatically and accurately. Described principle of functional
verification shows Figure 1. The main principles of such generator are described in Section 2. Section 3
focuses on the Constraint Satisfaction Problem (CSP) whose purpose is to find values of variables that
satisfy some restrictive conditions. Section 4 shows several clues how to solve the CSP. It also describes
constraint solving and typical algorithms. Section 5 proposes our solution for generating test vectors and
section 6 contains some concluding remarks.
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Figure 1: The principle of functional verification.

2 Coverage Directed Test Generation

Coverage Directed Test Generation (CDTG) [1] [8] is one of the latest techniques for the verification
of large designs. This method generates test vectors according to the defined conditions and limitations
which are called constraints. The main challenge for generating test vectors is to achieve maximal
coverage of circuit functions. As some features of the circuit may still remain unverified, it is necessary
to specify additional constraints. Therefore, the CDTG guide us to create these constraints from the
coverage analysis in order to achieve as largest coverage as possible. Thus, also the uncovered portion of
the circuit can be verified as is shown in Figure 2. Coverage report may be obtained through ModelSim
[11] environment. Coverage report contains information about coverage of key functions of the system.

Although various CDTG techniques are used in different technologies developed by different groups
independently, they contain two common parts: Constraint model/language and Constraint solver. To
describe the restrictive conditions, we can use a constraint model. To find the solution or solutions for
these constraints, we can use constraint solver engine.

CSP specification

l

Constraint solver

Solution/Test case X
Simulator

(design under test)

/

]
»l
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\

- ~J

A

A 4

Coverage directed P / >

. < Coverage report
constraint generator \ g P

Figure 2: Coverage directed constraint random test generation.

By introducing CDTG we can gain two significant advantages. There is a possibility that the uncov-
ered scenarios will be covered and a higher level of coverage will be achieved. The second advantage is
that certain scenarios will be tested multiple times with different inputs.

Most problems in computer science that must satisfy certain constraints are special cases of the CSP
or at least, they can be transformed into it.

3 Constraint Satisfaction Problem

Constraint Satisfaction Problem (CSP) [1] [4] [5] is a general mathematical problem defined as a set of
variables that can take values from a finite and discrete domain and a set of constraints. The constraint
is defined on a subset of variables and determines values from the domain that a variable can take. The
result is a solution of one or all evaluations of variables so that the constraints are satisfied.

Among the typical examples of CSPs are N Queens problem, Map-Coloring problem (these two
problems are described in the following text), Car sequencing problem, Magic Square, Social Golfers
and more.
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The N Queens Problem

The N Queens problem [4] is known from the chess game. On the playing board with dimensions
NxN it is necessary to place the N chess queens so that diagonally, horizontally and vertically they do
not jeopardize each other. The Queen can move in the same row, column or diagonal. The problem of
the placement of the queens on the board, that have to fulfill certain restrictions, is the typical example
of CSP. Example of this problem is shown in Figure 3.

Xo X1 X2 X3
ol 1O
! (0]
(0
3 (0)

Figure 3: An example of the N Queens problem and solution for N = 4.

The Map-Coloring Problem

The Map-Coloring problem [5] can also be solved as a CSP. The problem consists of assigning colors
(from a domain) to each region on the map so that two adjacent regions do not have the same color. This
problem can be transformed into the constraint graph as shown in Figure 4, which is equivalent to the
CSP. Each region of graph represents one variable and their mutual borders represent relationships and

constraints between them.
V1 0 G
- G

a) b)
Figure 4: a) An example of the Map-Coloring problem. b) Equivalent constraint graph for the example.

4 Constraint Solver

As stated above, the solution to the CSP is assigning a value to each variable so that all imposed con-
straints are simultaneously satisfied. This raises the question whether there is a solution to a given
CSP? This is the so-called NP-complete [3] [10] decision problem. Therefore, it cannot be conclusively
decided in a deterministic polynomial time. As mentioned in the introduction, NP-hard does not hurt
because the functional verification does not need all possible cases of input values. An environment for
solving the CSP is called Constraint Solver.

A scheme of a constraint solver is shown in Figure 5. It reflects the main principle of how the most
solvers work. The first element Pre-process only pre-processes a task of the CSP. The Search element
works on the backtracking principle in the conjunction with the constraint propagation. Assigning a value
to a variable is statical or is based on a heuristic and then a depth-first search or other searching algorithm
can be performed. Backtracking is applied when a conflict in an assignment is detected. The Simplify
element contains a queue of constraints and performs their promotion. On the basis of this promotion,
values are taken from the domain of variables.

There are several techniques that are used for solving the CSP, hence, several basic types of them are
described in the next paragraph.
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Figure 5: Scheme of a constraint solver.

Generate-and-Test

This method is the simplest possible way to solve the CSP. Generate-and-test [5] method systemat-
ically generates all possible combinations of values for the variables and then checks whether all con-
straints are satisfied. If they are, the solution was found. If not, it generates the next combination. The
number of combinations that this solution can generate is equal to the size of the Cartesian product of
the variable domains.

Backtracking

The second option is the method called backtracking [5]. This method has been known and used
for decades. In contrast to the previous method, backtracking does not assign values to all variables
directly but initializes variables sequentially and continuously verifies the validity of the restrictions. If
any constraint is violated, assignments of variables are returned to the last valid instance that has another
alternative assignment. Backtracking performs a depth-first search. Thanks to backtracking, it is possible
to partially eliminate some of the violating passages and reduce the subspace of the Cartesian product.

Although this method is better than the previous one, there is a problem with exponential time com-
plexity for non-trivial problems. Therefore, there are other methods based on backtracking with some
extensions and improvements known as intelligent backtracking or systematic backtracking.

Propagating Constraints

Another frequently used method for finding solution is the method based on the Propagating Con-
straints [5] [6]. The Propagating Constraints method shows another way to solve the CSP. This method
is based on two principles. The first principle is the propagation, which aims to reduce the search tree
in a way that removes values that do not contribute to the solution. The second principle is to interleave
enumeration (also called splitting or branching) that creates a new branch in the search tree. Enumeration
always creates two branches, one branch for a valid instance variables (z = a) and the other branch for
an invalid instance (x # a). The second branch is used in the case of a constraint violation at the first
branch and serves as an alternative way to represent backtracking.

Hybrid Approaches

There are many other techniques [6] that include various combinations of previous approaches and
other innovative approaches that belong to the hybrid techniques. For example, a solver based on a ge-
netic algorithm.
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5 Test Vector Generation

To prove the correct behaviour of the system according to its specification, testing the system on a wide
set of input values is needed. We plan to adjust the generation of input test vectors to functional ver-
ification purposes and as an advantageous method seems to be an approach called (CDTG) which we
presented in Section 2.

Figure 6 a) shows the proposed method of generating test vectors. It is basic idea of a universal
approach that can be used to generate inputs for different kinds of systems. The basic elements of
the universality of the generator are two separate pseudo-formal models. The first model labelled as
the Problem Description contains information about the scenario we want to generate. It may contain
information about variables, data types, static values or substitutes that we want to generate. In simple
words, this model defines what we want to generate. The second model labelled as the Constraints for
the Problem describes how the scenario defined in the Problem Description should be generated. This
model thus contains constraints that should be taken into account while generating the scenario. This
is essentially a limit for data values, such as a variable cannot take certain values from the range of the
data type, or restriction of dependency, such as some combination of variables cannot occur after the
currently generated combination. Both of these models are inputs to the generator of test vectors that
is currently in the implementation phase. The program generates valid input for a specified problem by
combining these two models. Typical examples of the use of the generator are processors, functional
units, fault-tolerant units, etc. This approach is versatile for both hardware and software test vectors.

Generation of Comsirains bool Generation of corner_min_size(1)
Problem T VoS for the . 00 T VEEEEs right_angle_walls(true)
Description Problem line[42] no_closed_room(true)

Test Vector

111111111111111111111111111111111111111111
110000000111001000100011110000111000000001
100011000111001110100010000000100001111101

Test Vector

Bitmap Generation

Test Vectors

a) b)

Figure 6: a) The principle of the constraint generator. b) An example of generating a maze for the robot
controller.

Figure 6 b) shows an example of generating the mazes for the robot device. Robot device is developed
in our department. This is a simple example that shows the use of above mentioned approach. The
problem of generating the maze is defined as the generation of lines that are represented by the boolean
array of specific size. The constraints restrict the minimal width of the corridor of the maze, the walls
of the maze can be only rectangular and a room that has no path cannot appear in the maze. The result
obtained by the generator is a sequence of rows that consists of zeroes or ones. Zeroes represent the
corridors, ones represent the walls. This generated output may be further processed. In our case, this
output is regenerated into a bitmap image representing the desired maze for the robot.
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6 The Goals of the PhD Thesis

The topic of this PhD thesis is to study and design techniques for parametrized test vector generation
according to the principle of random constraint generation that will be applied in the process of functional
verification of various digital circuits (processors, functional units, fault-tolerant units, etc.). Inputs for
generator will be obtained from a specially designed blocks. These blocks define the format of generated
test vectors and conditions that will be applied in the process of generating these vectors. Outcome of
this thesis will be developed methods for generating test vectors.

In future work, we want create test vector generator and generate test vectors for maze of robot
controller and for some open source processor. In later work, we would like to generalize the process of
generation and design such constraints that will be general and it will be possible to define and generate
any test vector by them. The findings will be analyzed and based on them the principles of test vector
generation will be defined.
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Abstrakt. Vestavéné systémy jsou typicky omezeny velikosti, vykonnosti a spotiebou. Pro
zlepSovani téchto parametri Ize mj. pouzivat rekonfigurovatelna hradlova pole (FPGA).
V soucasné dobé se do popredi dostavaji FPGA Cipy s integrovanymi vice-jadrovymi pro-
cesory (zejm. rodiny ARM), které ddvaji vyrazné vétsi prostor pro optimalizaci aplikaci na
vykon a velikost pii zachovani nizké spotieby. Redukci prikonu je tedy mozné provadét dy-
namicky na zdkladé aktudlniho zatiZeni. Cilem préce je vyuZzit dynamiky provozu k redukci
prikonu zafizeni s vyuZzitim ¢astecné dynamické rekonfigurace. Na zdklade vytizeni jednot-
livych monitorovacich funkci a charakteru sit ového provozu budou Casové kritické operace
mapovany do FPGA.

Klicova slova. FPGA, Partial Dynamic Reconfiguration, ARM, System-on-Chip, HW/SW
codesign

1 Uvod

Systémy vyuzivajici rekonfigurovatelné obvody FPGA s integrovanym procesorem jsou oznacovany jako
Rekonfigurovatelné Systémy na Cipu (Reconfigurable System-on-Chip — RSoC). Obvody tohoto typu
jsou na trhu jiZ nékolik let, napf. Virtex 5 s integrovanym procesorem PowerPC, popf. designy pouZivajici
soft-procesory (Xilinx MicroBlaze, Altera Nios-II). Systémy postavené na téchto obvodech byly v mi-
nulosti analyzovédny z hlediska ndvrhu (design flow), av§ak dosud neni prakticky dostupné zZddné uni-
verzalni feseni pokryvajici vSechny tyto systémy, nebo alespon jejich velkou cast. Existuji pouze feseni
dostupnd na miru konkrétnim aplikacim. V soucasné dobé& se navic do poptedi dostdvaji systémy s vice-
jadrovymi procesory ARM (Xilinx Zynq', Altera Cyclone V2, aj.), které nabizi vyrazné vyssi vypocetni
vykon (pfi zachovéni nizké spotieby) neZ zminéné starsi architektury. Poteba takového systému se proto
stava stdle aktudlnéjsi, coZ se odrazi i na poptdvce komercnich firem.

Velkou vyhodou RSoC je pravé dynamicky rekonfigurovatelné FPGA. Dostupnost ¢4stecné dyna-
mické rekonfigurace umoziiuje za béhu systému dynamicky presouvat vypocty z procesorovych jader
do logiky FPGA a zpét. Diky tomu lze sniZovat prostor, ktery dand aplikace zabird na Cipu za pomoci
casového multiplexu. Systém je diky tomu rekonfigurovatelny jak na drovni strojového kdédu, tak na
drovni hardware. Tento pfistup lze pfirovnat napt. k pripojeni USB zafizeni ke klasickému PC, kde

"http://www.xilinx.com/products/silicon-devices/soc/zyng-7000/
“http://www.altera.com/devices/fpga/cyclone-v-fpgas/hard-processor-system/cyv-soc-hps.html
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operalni systém automaticky zafizeni detekuje a pripravi jej k pouziti pomoci dostupnych ovladaci.
Pripojené zafizeni zvysi spotifebu systému az do odpojeni, av§ak po dobu svého béhu muze akcelerovat
vypocty, které by na stdvajicim pocitali trvaly vyrazné déle a spotfebovaly vyrazné vétsi mnoZstvi ener-
gie. Blizka integrace procesorového systému a FPGA umoziuje vyrazné snizZit komunikaéni rezii, ktera
je pro akceleraci aplikace nezbytnd. Nevyhodou rekonfigurace je typicky latence samotného procesu
rekonfigurace, se kterou je nutné pocitat.

Monitorovéani pocitacovych siti pfispivd k funkCnosti sité pouze nepiimo. Z pohledu pifikonu zna-
mena monitorovani reZii, a proto je Zddouci, aby byla monitorovaci zafizeni optimalizovdna na spotfebu.
Spotieba monitorovaci sondy se odviji od jejiho zatiZeni, tedy je zdvisld na charakteristice provozu na
siti, které se typicky méni v pribéhu dne.

Aplikace zajistujici monitorovani pocitatovych siti se typicky skladaji s blokd zajistujici operace
jako vyhleddni nejdelsiho shodného prefixu adresy (Longest Prefix Match, LPM), extrakce poli s hlavicek
paketii (Header Field Extraction, HFE), hleddni vzorii na L7 vrstvé ISO/OSI (Pattern Matching/L7 De-
coder, L7), klasifikace tokii podle definovanych pravidel — napt. na zakladé pétice (srcip, dstip, srcport,
dstport, protocol). Tyto operace je mozné provadét softwarove a v piipadé potfeby hardwarové akcelerace
mohou byt nékteré z nich presunuty do hardware. Nékteré z operaci mize byt ddle vyhodné analyzovat
hloubéji. Napf. klasifikace tokli mliZze sestdvat s riznych datové intenzivnich algoritmi v¢. LPM, nebo
hashovacich funkci, a tudiz mize byt vyhodnéjsi akcelerovat pouze ¢ast dané operace.

2 Souvisejici prace

V oblasti soubézného navrhu HW a SW (HW/SW codesign) jsou studovdny postupy pro rozdéleni
uloh mezi software a hardware, pldnovéni dloh v Case za béhu systému. Problém planovéni uloh mezi
hardware a software je obecné zndm jako NP-uplny. [2] Proto se zejm. dynamické planovani (za béhu
systému) implementuje heuristikami s aplikaéné specifickymi optimalizacemi.

Clanek se vénuje automatickému pfemapovéni voldni funkei sdilené knihovny do FPGA, a to na
zakladé informaci o dob& b&hu a Cetnostech volani téchto funkci. Pro kazdou funkci je tedy definovan
hardwarovy blok, ktery je moZné nahrat do FPGA.

Diessel, O. — EIGindy, H.: On Scheduling Dynamic FPGA Reconfigurations, 1998. Clanek se zabyvé
planovanim dynamické rekonfigurace s vyuzim pfesund hardwarovych bloki na Cipu. Tim se sniZuje
fragmentace rekonfigurovatelnych oblasti a 1ze do FPGA pfesunout vice tloh.

Huang, C. — Hsiung, P.: Software-Controlled Dynamically Swappable Hardware Design in Parti-
ally Reconfigurable Systems, 2007. Cldnek popisuje zptisob pldnovéni pierusitelnych hardwarovych
tiloh. Autofi definuji obdlku pro rekonfigurovatelné hardwarové bloky, kterd zajistuje docasné ulozeni
vnitfniho stavu tlohy (kontextu).

Rullmann, M. — Merker, R.: A Cost Model for Partial Dynamic Reconfiguration, 2008. V ¢lanku
je predstaven teoreticky model pro optimalizaci rychlosti ¢dsteCné dynamické rekonfigurace na zakladé
grafu pfechodti mezi moznymi konfiguracemi FPGA. Graf pfechodl vkonfiguraciyuZivu toho, Ze nékteré
¢asti rdznych rekonfigurovatelnych moduld mohou obsahovat stejné rekonfiguracni ramce. Na zakladé
tohoto grafu lze urcit nejmensi pocet dil¢ich rekonfiguraci, které zméni aktudlni konfiguraci FPGA do
cilové konfigurace.

3 Rekonfigurovatelné Systémy na ¢ipu
Obvody typu RSoC sestdvaji ze dvou hlavnich ¢asti: procesorovy systém (processing system) a progra-

movatelnd logika (programmable logic, FPGA). Tyto ¢dsti jsou na sob& bud’ nezdvislé, anebo je néktera
z nich fidici, coz m4 vliv zejm. na zavadéni systému (boot).

51



Napr. RSoC systém postaveny okolo soft-procesoru MicroBlaze ma jako fidici ¢ast programovatel-
nou logiku, protoZe v ni je samotny procesor realizovdn. Obvod Xilinx Zynq mé jako fidici ¢4st proceso-
rovy systém. Zde musi nejdiive bootovat procesor, ktery inicializuje FPGA. V obvodech Altera Cyclone

v vz

V lze ob¢ ¢4sti provozovat nezdvisle, popf. volit, ktery element je fidici.

3.1 Komunikace v obvodech RSoC

Pro implementaci systému na RSoC potiebuje vyvojaf znat zptisoby propojeni mezi obéma ¢astmi. V
principu lze nalézt 2 zptusoby propoja:

1. Pfimé propojent, které je v procesorové ¢asti navazano na instrukce pracujici s paméfovym prosto-
rem. V tomto piipadé je ziejmé, Ze se procesor vyrazn€ podili na komunikaci, protoze pro kazdy
zépis datového slova musi provést alespori jednu instrukci modifikujici paméfovy prostor vybrané
jednotky v programovatelné logice (napf. store r0, [rl]).Vyhodou tohoto pfistupu je nizkd
latence, avSak nehodi se pro datové intenzivni pfenosy.

2. Propojeni pies pamé&f, kdy procesorovy systém nejprve pfipravi data v paméti, kterd je dostupnd
obéma Castem systému. Potom nakonfiguruje piislusny DMA radic tak, aby tato data pfenesl do
vybrané jednotky v programovatelné logice. Tento zptsob je vhodny pro datové intenzivni pfenosy
a ma typicky vyssi latenci nez predchozi pristup. Samotna konfigurace DMA fadice vyzaduje 1
nebo vice piimych piistupt do jeho adresového prostoru.

Processing System Processing System
A

store r0, [r1]

y store r0, [r1]
> Memory

DMA

A

\/

Programmable Logic Programmable Logic

Obrézek 1: Zplisoby komunikace v obvodech RSoC (vlevo: pies pamé&f, vpravo: pfimo).

Pfenosy opaénym smérem (z programovatelné logiky do procesorového systému) je nutné podpofit
preruSenim nékterého procesorového jadra, popf. musi nékteré jadro provadét aktivni ¢ekdni (polling).
Vlastnosti prenosu jsou déle vyrazné€ ovlivnény architekturou konkrétniho RSoC obvodu, ktera je dana
vyrobcem.

3.2 RSoC Framework

RSoC Framework [5] je subsystém zajistujici konzistentni rozhrani mezi softwarovou a hardwarovou
¢asti aplikace. Aktudlni implementace je postavend nad sbérnicovym systémem rodiny AMBA AXI [3],
ktery je obvykle nativni na nejnovéj$ich RSoC architekturach, ale je dostupny i na architekturach star§ich
(napt. Xilinx MicroBlaze). RSoC Framework pfedpokladd rozdéleni systému na n softwarovych aplikaci
a m akceleracnich jednotek. Libovolna aplikace miZze komunikovat s libovolnym akceleratorem. RSoC
Framework sestdvd ze dvou Casti:

e RSoC Bridge — hardwarova komponenta (IP core) s platformové nezavislym rozhranim pro akce-
lerdtory a s platformové zavislym rozhranim upravenym pro konkrétni RSoC architekturu.
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e RSoC Driver — softwarovy ovlada¢ (Ize chdpat napf. jako modul jddra OS Linux) pro pfistup k
RSoC Bridge a zejm. k pripojenym akceleratorim. Ovlada¢ poskytuje jednotlivym softwarovym

vev s

aplikacim sluzby pro piistup k akcelerdtorim bez podrobnéjsi znalosti hardwarové architektury.

§ S Applications (0..n)
g2 .
& a RSoC Driver x
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, g
— Architecture Dependent Layer §
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, S
RSoC Bridge 2
3 ° :
& Controllers 0..m (DMA, LL)
Accelerators (0..m)

Obrézek 2: Architektura systému nad RSoC Framework

Hlavnim cilem RSoC Frameworku je odstinéni od platformové specifickych problémd. Diky tomu by
mélo byt vyrazné snazsi portovat aplikace na rizné ¢ipy a rizné operaéni systémy. Dalsim cilem je zjed-
noduseni vyvoje aplikace. Komponenta RSoC Bridge vyfesi za vyvojaie zptusob pfenosu dat mezi soft-
warovou a hardwarovou ¢asti pomoci DMA fadicl. Pro aplikace, které pozaduji nizkou latenci (s ohle-
dem na zvoleny obvod RSoC) mohou byt poskytnuty jiné fadice, které nemaji reZzii typickou pro DMA
pienosy, beze zmény rozhrani (na obrazku 2 oznaceno jako LL — Low-Latency). RSoC Driver je potom

univerzalni ovladac, ktery umi komunikovat s implementovanymi fadici a efektivné fidit preddvani dat.

Pokud prihlédneme k faktu, Ze pro kazdou komunikaci mezi softwarovou a hardwarovou casti apli-
kace je treba DMA ftadi¢ a jeho ovladacd, je pridana rezie RSoC Frameworku minimdlni, protoze fesi
stejné problémy, ktery by nastaly i bez jeho zapojeni. Rezii mohou vkladat pouze vrstvy, které ptizptisobuji
interni rozhrani RSoC Frameworku rozhranim vefejnym, které jsou neménné. Na platforméch s nativni
podporou sbérnicového systému AMBA AXI je této rezie minimum. Pro konkrétni aplikaci Ize potom
upravit ¢innost internich ¢asti RSoC Frameworku tak, aby se pfizplsobily jejim pozadavkim.

4 Casteéna dynamicka rekonfigurace

Céste¢né dynamick4 rekonfigurace FPGA spo&iva v modifikaci interni konfiguraéni pam&ti SRAM. Diky
tomu je mozné zménit funkci Casti obvodu bez ovlivnéni zbytku systému. Samotnd rekonfigurovana
oblast musi byt definovdna pfi ndvrhu hardwarového designu. Pfi rekonfiguraci musi byt navic vybrany
obvod v rekonfigurovatelné oblasti vhodné pozastaven, aby nedoslo ke ztraté dat, a také odpojen od vSech
sbérnic, aby nedoslo k neZddoucimu ovlinéni ostatnich komponent systému, popt. dokonce i k poSkozeni
FPGA cipu.

Pro tyto tkony Ize s vyhodou rozsifit RSoC Framework. Stavajici aplikace ziskaji podporu ¢aste¢né
dynamické rekonfigurace pouze ptridanim rekonfigurovatelnych oblasti, do kterych l1ze nahravat rizné ak-
celera¢ni jednotky s ohledem na poZzadované komunikacni vlastnosti (vysoka propustnost, nizka latence).
Podpiirnou logiku, ktera je nezbytna pro kazdy rekonfigurovatelny blok, 1ze vloZzit do komponenty RSoC
Bridge a tim usnadnit pfenositelnost rekonfigurovatelného systému mezi platformami.
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5 Monitorovani pocitacovych siti

V soucasné dobé se pro monitorovani siti zacind pouzivat koncept Software Defined Monitoring [1]
(SDM), ktery cili zejm. na vysokorychlostni sité s propustnostmi od 10 do 100 Gb/s. SDM pocita s nasa-
zenim na vykonném vice-jadrovém serveru se specializovanou akceleracni kartou osazenou vykonnym
FPGA (napt. karty COMBO-100G [4]). SDM vyuziva nékolika principti pro snizeni zatéZe procesorové
Casti systému:

1. Ulohy jsou distribuované na procesorova jadra, kterd mezi sebou typicky nekomunikuji.

2. Software fidi, ktera toky z provozu chce dostavat kompletni (pro hlubsi analyzu), od kterych toku

chce ziskavat pouze metadata (hlavicky) a u kterych tokil staci pouze sbirat agregované udaje
(statistiky).

3. Hardware provadi pfedzpracovani na zakladé pozadavki ze softwarové vrstvy.

4. Tento zpusob je efektivni, protoZe nejveétsi ¢ast provozu tvori statisticky pouze nékolik nejsilnéjsich
tokd, které ma smysl hloubéji analyzovat. Mensi toky, u kterych by vznikla zna¢na rezie pfi zpra-
covani, jsou analyzovany hardwarové.

Princip SDM je vzhledem ke své struktufe piimo portovatelny na architektury RSoC. Vyhodou ta-
kového feseni muize byt sniZeni spotfeby a zmenseni celého zafizeni. Je vSak tfeba prihlédnout k faktu,

7e soucdasné RSoC architektury nejsou dimenzovany na provoz nad 10 Gb/s a obsahuji typicky max. 2
procesorovd jadra.

app0 app1 app2 app3

f vty

Dispatcher 1

I q’ |

) o) !

e . ! © |

Filtering Engine 1 5 ©

! 2 o |

! T < |

Header Extract ! 8 !

| [0) |

1 o 1

Ethernet
Internet

Obrazek 3: Schéma SDM na obvodech RSoC.

Jak ie znazornéno na obrazku 3. souc¢asnou hardwarovou architekturu SDM lze pfinoiit nfes RSoC
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zpracovani provozu procesory muze znamenat zvySeni spotieby systému, je mozné nékteré ¢asti soft-
warovych aplikaci dynamicky ptfesouvat do zbyvajiciho prostoru v rekonfigurovatelné ¢4sti Cipu. Tim
lze zvySit propustnost systému i pfi zat€zich, které nemusi procesorovy systém zvlddat. Tato akcele-
race nema s principem SDM piimou souvislost, jednd se o rozsiteni, které dovoluje provozovat SDM na
platformé s omezenym vypocetnim vykonem a velikosti Cipu.

6 Zavér

V clanku byl predstaven smér dizertacni prace. Cilem prace je studium metod a ndvrh algoritmi pro
vyuziti ¢astecné dynamické rekonfigurace ve vestavénych systémech v oblasti pocitacovych siti. Prak-
tickou ukdzkou bude implementace Software Defined Monitoring (SDM) na obvodech RSoC. Protoze
RSoC obvody primarné nedisponuji vysoce vykonnymi procesory, je tfeba 1épe vyuzivat FPGA a ¢dsteCnou
dynamickou rekonfiguraci. To vyZaduje vybrat vhodnou mnoZinu akcelerovatelnych operaci, ddle pouziti
vhodného algoritmu pro planovani rekonfigurace s prihlédnutim k rezii (latence), kterou s sebou ¢astecna

vvvvv
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Abstrakt. Tato prace popisuje vyzkum tykajici se nekonvencni elektroniky. V tvodu jsou
diskutovany principy, vyhody a nevyhody nekonvenc¢ni elektroniky. Dalsi ¢ast se zabyva
elementdrnimi stavebnimi prvky polymorfni elektroniky, tedy ambipoldrnimi tranzistory.
Posledni ¢ast je vénovana dosud navrZzenym technikdm pro syntézu polymorfni elektroniky
a nakonec je zminéna idea nové syntézni techniky.

Klicova slova. Ambipolarita, polymorfni elektronika, syntéza, tranzistor, hradlo, ¢islicovy
obvod.

1 Uvod

V soucasné dobé je drtiva vétSina politaCovych systému zaloZena na prvcich na bazi anorganickych
polovodivych materidld, jako je kfemik. Tyto prvky pfedstavuji tranzistory, ze kterych jsou sestavena
logickd hradla realizujici zdkladni boolevské funkce. Z hradel jsou nakonec pomoci syntézy sestavovany
automatizovanymi postupy.

V dnesni dobé jiz existuji zajimavé technologie, které mohou pfinaSet jisté vyhody do systému, ve
kterém jsou pouZzity. Jednd se zejména o organické polovodice, polovodice na bazi grafenu, které vy-
kazuji rozdilna chovani v zavislosti na stavu okolniho prostfedi. Tohoto nestabilniho chovani je mozné
vyuzit v takzvané polymorfni elektronice. Polymorfni elektronikou lze nazvat elektroniku, kterd je schopna
provadét vice funkci v zavislosti na stavu okoli. Cilem polymorfni elektroniky je Setfit a sdilet prostiedky,
které by byly poZadovdany pfi realizaci konvencni elektronikou.

Tento Clanek pojedndva o principech nekonvenéni elektroniky na drovni tranzistorii. Dale je popsan
aktudlni stav syntéznich metod. V posledni ¢ésti ¢lanku je lehce zminén stav préce a jeji cil, jakoZto nové
metody ndvrhu nekonvencni elektroniky.

2 Ambipolarita

V nékolika poslednich letech se zacinaji objevovat nové polovodi¢ové materidly, které by mohly v bu-
doucnu nahradit kiemikové polovodice. Kiemikové polovodice jsou povaZovany za stabilni polovodi¢ové
struktury, avSak dnes se jiz narazi na technologické limity. Mezi nové materialy je mozné fadit napriklad
organické polovodice, které mohou vykazovat oproti kiemiku zvlastni chovani. Pfikladem zvlaStniho
chovani mize byt ambipolarita. Tranzistor, vyrobeny z takového materidlu se pak miZze za urCitych

podminek chovat jako tranzistor typu N, zatimco za jinych podminek jako tranzistor typu P.
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2.1 Ambipolarni tranzistor

Jak jiZ bylo feCeno v pfedchozim odstavci, tranzistor s ambipoldrnimi vlastnostmi dokdZe vykazovat
rozdilné chovani v zdvislosti na néjaké dalsi fyzikdlni veli¢in€é. Nejcastéji jsou ambipoldrni tranzis-
tory konstruovdny se ¢tyrmi elektrodami. Prvni tfi elektrody, GATE, SOURCE a DRAIN, jsou totoZné
s konven&nimi tranzistory typu N a P. Ctvrtd elektroda, Gasto nazyvana ,Polarity gate*, se pouZivd k
vybéru poZzadovaného chovéni, tedy chovéni jako tranzistor typu N, nebo P. Na obrazku 1 je zobrazen
Ctyfelektrodovy ambipolarni tranzistor.

Obrazek 1: Ambipolarni tranzistor se 4 elektrodami [4].

Tyto tranzistory jiz redlné€ existuji a mnoho laboratofi je takovy tranzistor schopno vyrobit. Nevyhodou
tohoto tranzistoru je navic fidici elektroda, kterd tak zvySuje pocet pfipojenych vodici k tranzistoru. V
ptipadé zvySovani poctu tranzistor pak pocet vodici navic naristd linearné. Vyzkumna skupina na FIT
VUT v Brné, zabyvajici se touto problematikou, se obava, Ze elektroda navic je krokem zpét.

Snahou je tedy hledat ambipolarni tranzistor, ktery ma pouze tfi elektrody. Oproti konven¢ni techno-
logii nevzniknou nevyhody spojené se ctvrtou elektrodou. Selekce poZadovaného chovani tranzistoru by
bylo mozné naptiklad provadét polaritou ptilozeného napéti na elektrody SOURCE a DRAIN. Avsak neni
prozatim zndmo, Ze by takovy tranzistor redln¢ existoval. Nasledovaly tedy testy ambipolarniho chovéani
u konven¢nich tranzistort.

2.2 Ambipolarni chovani konvenc¢niho tranzistoru

JelikoZ neni zndmo, Ze by existoval redlny tfielektrodovy ambipolarni tranzistor, bylo provedeno nékolik
testli s konvenénimi tranzistory typu N a typu P. Testy byly provadény v simuldtoru SPICE a na redlnych
soucastkach. Pfi zaméné polarity na téchto typech tranzistorii dochdzelo k pozadované funkci ¢astecné,
spravnost poZadovaného napéti vystupu byla velmi zadvisld na zaté€zi. V redlné aplikaci tak neni mozné
pouzit konvenéni tranzistor a vyZadovat od néj ambipolarni chovani.

Na tuto situaci reagoval Ing. Radek Tesaf pokusem o ndvrh ndhradniho zapojeni ambipolarniho tran-
zistoru sloZeného z vice konvencnich polovodi¢ovych soucdstek. Ndhradni schéma ambipoldrniho tran-
zistoru se skladd ze dvou konvenénich tranzistorti a dvou polovodicovych diod, jak je mozné spatfit
na obrdzku 2. Volba reZimu tranzistoru je definovdna polaritou napdjectho napéti mezi elektrodami
SOURCE a DRAIN. Spravnost chovani ndhradniho schématu ambipolarniho tranzistoru bylo ovéfeno
v simulétoru SPICE a taktéZ pomoci redlného zapojeni.
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Obrézek 2: Nahradni schéma ambipolarniho tranzistoru.

Na obrazku 3 vlevo je mozné spatfit schéma zapojeni invertoru, sloZzeného z nahradniho zapojeni
ambipoldrnich tranzistori. Jeho chovani je vzdy korektni, nehledé na polaritu pfilozeného napéti. Na
obrazku 3 vpravo je priub&h simulace tohoto zapojeni. Je zde uvadén pribéh pouze pro pozitivni polaritu
prilozeného napéti, jelikoZ pro negativni polaritu je pribéh vystupniho signélu totozny [5].

Obrazek 3: a) Invertor, sloZzeny z ndhradnich ambipolarnich tranzistord. b) Simulace obvodu s pozitivni
polaritou.

3 Polymorfni elektronika

V oblasti pocitatovych systémi se polymorfni elektronikou rozumi elektronické ¢islicové obvody, které
dokaZou vykondvat vice neZ jednu funkci, zatimco zapojeni elektronického obvodu je stéle stejné. Volba
funkce, kterou obvod vykondva je zdvisld na stavu okolniho prostfedi (teplota, tlak, vlhkost, polarita
napéti, ... ). VSechny pozadované funkce obvodu jsou navrZeny dmyslng. Jednd se tak o poZadované
funkce obvodu, nikoliv napfiklad o poruchovy stav vyvolany piekro¢enim provoznich parametrd ob-
vodu. Stav okolniho prostfedi je mozné pfesné popsat, typicky néjakou fyzikalni veli¢inou. Pak je mozné
pro konkrétni hodnotu této veli¢iny urcit, jakou funkci bude polymorfni obvod realizovat.
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Takovy polymorfni obvod je nejCastéji reprezentovan acyklickym grafem G = (V, E, ¢), kde V
je mnozina uzld (V/V hradel), E = {(a,b)|a,b € V} je mnoZina hran (spoji) a ¢ = {©1,...,on}
je mnoZina zobrazeni a plati |¢| > 1. Kazdé zobrazeni p; € ¢, pfifazuje kazdému uzlu z V hradlo z
mnoziny K, ¢; : V — K pro Vi = 0..n.

3.1 Navrh polymorfnich obvodi

Navrh polymorfniho obvodu muZze byt popsan jako hledani grafu GG, ktery reprezentuje vnitini zapojeni
obvodu tak, aby byl obvod schopny vykondvat jednu ze vSech pozadovany funkci v zdvislosti na stavu
prostiedi. Pfi zméné funkce obvodu se tedy miZe zménit pouze funkce uzll, graf G (zapojeni obvodu)
zlstava stejny.

Navrh ¢islicovych obvoda probihd v soucasnosti na trovni hradel. Samostatnd hradla pak na drovni
tranzistord.

Na zakladé experimentti navrhu polymorfnich obvodil vyslo najevo, Ze navrhovat obvody pouze z
polymorfnich hradel neni pfili§ vhodné. Jako vhodné se jevi navrhovat polymorfni obvody jeZ obsa-
huji jak polymorfni, tak konvenéni hradla. Je nutné podotknout, Ze pocet konvenc¢nich hradel presahuje
pocet polymorfnich hradel navrZzeného obvodu. V mnoha ptipadech také staci pouZzit polymorfni hradlo
jednoho typu, jedna-li se o hradlo, které realizuje logicky uplné funkce (napt. NAND/NOR). Pokud by
bylo v navrhu pouZito vice typt polymorfnich hradel, mohlo by to vést k lepsimu feseni, avSak za cenu
sloZitosti problému navrhu (zvétseni stavového prostoru) [1].

3.2 Dosud znamé metody navrhu polymorfnich obvodu

V soucasnosti jiz bylo nalezeno né€kolik metod pro navrh polymorfnich obvodi, av§ak kazda z nich nese
néjakd omezeni.
Nasleduje vycet metod pro navrh polymorfnich obvoda:

3.2.1 Adhoc

Ad hoc pfistup je povazovan za navrh obvodi bez pouziti jakychkoliv ndvrhovych technik a nastrojg.
Predpokladaji se pouze elementdrni znalosti a zkuSenosti ndvrhare. Touto metodou Ize navrhovat pouze
velmi, velmi malé obvody. Metoda je tedy pro vétsi obvody nepouZitelna.

3.2.2 Evoluci

Evoluéni navrh polymorfnich obvodi je v soucasnosti jednim z nejefektivnéjsich pristupt. Evolucni
ndvrh je schopny pracovat na velmi velkém prostoru logickych funkci ve srovnani s konvenénimi meto-
dami syntézy [3]. Algoritmus tak nachdzi mnoho feSeni, které Casto nejsou korektni, av§ak postupem
algoritmu se nachdzeji feSeni kvalitn€j$i. Algoritmus generuje nové feSeni tak dlouho, dokud feSeni
neodpovida pravdivostni tabulce poZadované funkce, eventudlné dokud obvod nespliiuje néjaké dalsi
kritérium.

Evoluénim navrhem polymorfnich obvodi se zabyval na tizemi FIT VUT v Brné vyzkumny tym
L. Sekaniny. K navrhu obvoda vyuzivali zejména Kartézské genetické programovani (CGP). Navrh po-
lymorfnich obvodi pomoci CGP je téméf stejny ve srovndni s ndvrhem konvencnich obvodi. Rozdil
spociva pouze ve fitness funkci, ve které je nutno zajistit, aby korektnost obvodu byla ohodnocena pro
vsechny funkce/rezimy, které ma obvod vykonavat.

Nevyhody evolu¢niho ndvrhu spocivaji napiiklad v mnohdy malé skdlovatelnosti nalezenych feSeni.

vvvvvv

naroc¢nost k nalezeni kvalitniho feSeni [1].
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3.2.3 Polymorfni multiplexovani

Dals{ technikou pro navrh polymorfnich obvodu je polymorfni multiplexovani. Tuto techniku navrhl
Gajda a Sekanina. Jedna se o jednoduchou metodu, kterd se snazi vyuzivat principy konvencniho navrhu
obvodu. Ve zkratce je princip takovy: Kazda funkce, kterou ma polymorfni obvod vykonavat, je navrZzena
konvenéné z konvencni elektroniky. Vystupy kazdého takto navrZzeného obvodu se pripoji na takzvany
polymorfni multiplexor, ktery provadi selekci daného vstupu v zdvislosti na stavu okolniho prostiedi.

Tento piistup neni pfili§ efektivni z hlediska plochy (Zadna funkce nesdili podobné ¢asti). Coz se
prave od polymorfni elektroniky ocekava [1] [2].

3.2.4 PolyBDD

Metoda, kterou navrhl ZbySek Gajda v ramci své disertacni prace. Tento pfistup je ur¢en pro navrh poly-
morfnich obvodil a vyuZziva bindrnich rozhodovacich stromti, odtud PolyBDD. Je vyuZivano tzv. multi-
termindlnich uzld, coZ znamend, Ze termindlni uzel muZe nést celo¢iselnou hodnotu. Tato celo¢iselna
hodnota reprezentuje primitivni polymorfni hradlo. Velmi zjednoduseny princip BDD: Z pravdivostni
tabulky se vytvoii BDD dle algoritmu popsaného v [2]. Poté se BDD pfevede na schéma obvodu tak, Ze
netermindlni uzly se pfimo napoji na dvouvstupové multiplexory fizené danou proménnou a terminalni
uzly se implementuji jako polymorfni primitiva typu (identita/negace, negace/identita, ...).

Nevyhody metod PolyBDD a polymorfniho multiplexovani spocivaji zejména v tom, Ze polymorfni
hradla jsou v nich zastoupena ve velmi malém mnozstvi a slouzi prakticky jako pfepinace vstupi /
vystupti. Neni tak vyuzito potencialu polymorfnich hradel v maximalni mozné mite [1] [2].

4 Disertacni téma - nové metody syntéz polymorfnich hradel

Vzhledem k nedokonalostem stavajicich metod je vhodné, aby vyzkum syntézy polymorfnich hradel
stale pokracoval. Je Zadouci, aby polymorfni hradla byla ve vysledném obvodu maximalné vyuZita a aby
vysledny polymorfni obvod sdilel co nejvétsi mnozstvi hradel pro vSechny poZadované funkce. Cilem
disertacni préce je najit metodu, kterd bude schopnd pifimocaie navrhnout polymorfni obvod bez nega-
tivnich syndromi dosud znamych metod.

Obvod je mozné reprezentovat graficky, stromem, kde uzly reprezentuji hradla a hrany propoje.
KaZzda funkce ma vlastni strom. K sestaveni takového stromu se pouZivaji pfistupy konvencni syntézy.
Jak jiz bylo feceno, je Zadouci, aby vSechny funkce sdilely co nejvétsi mnozstvi hradel, tedy aby dva
rizné stromy sdilely co nejvétsi pocet uzli. Dle dosavadnich poznatki autor ¢lanku usuzuje, Ze mohou
existovat dva pristupy:

Prvni pfistupem je hledani podobnosti mezi v§emi stromy (jeden strom - jedna funkce) a snaZit se tyto
podobnosti sdilet ve vysledném stromu (vysledny polymorfni obvod). To znamena - navrhnout obvody
konvencné a poté je ,slepit* dohromady. Tento pfistup se vSak jevi jako velmi komplikovany.

Druhym pfistupem je sestavovani polymorfniho obvodu od pocatku ndvrhu. Polymorfni obvod je
tak tvoren od zakladl a pfedpoklada se, Ze diky tomuto piistupu by mohlo mnoho spole¢nych ¢asti byt
odhaleno jiz ve f4zi navrhu.

4.1 Idea syntézy polymorfnich obvodi

Na zédkladé predchozich uvah vznikla idea jak navrhovat polymorfni obvody. Tato idea je jakymsi hyb-
ridem mezi obéma zminénymi piistupy. Metoda vSak neni stile dokoncend a obsahuje zatim mnoho
otazek. Proto je v nésledujicich fadcich popsana velmi lehce.

Nejdiive bylo stanoveno nékolik omezeni. Polymorfni obvod bude obsahovat pouze polymorfni
hradla typu NAND/NOR. Metoda bude pracovat pouze s hradly, které jsou popsatelné booleovou al-
gebrou a omezime se pouze na obvody realizujici pouze dvé funkce. Hlavni ideou je postupné sestavo-

60



vat dva rizné obvody tak, aby obsahovaly co nejvice podobnosti, které se pozdé€ji jednoduse spoji do
jednoho polymorfniho obvodu. Prvnim krokem je vytvofeni pravdivostni tabulky pro obé poZadované
funkce. Poté se z pravdivostni tabulky prvni funkce vytvori formule v konjunktivni normélni formé a z
druhé funkce formule v disjunktni normalni formé. Tim ziskdme dvé podobné formule, kde v jedné bu-
dou termy spojeny operatory AND a v druhé budou termy spojeny operdtory OR. Tyto vyrazy je vhodné
upravovat pomoci booleovy algebry tak, aby se co nejvice podobaly a hradla AND a OR se zménila na
NAND a NOR. Tam, kde se bude ve funkci 1 vyskytovat operdtor NAND a ve funkci 2 operator NOR,
bude pouzito polymorfni hradlo. Ostatni operétory jsou realizovany béznymi konvencnimi hradly.
Protoze nékteré Casti obvodd neni mozné spojit, je nezbytné pouzit nékterd nova polymorfni hradla,
ktera budou slouzit jako polymorfni multiplexor, identita/negace a negace/identita. Tyto hradla byla v
rdmci doktorského studia jiz navrhnuta evolu¢nim pfistupem (funkce pfepindna polaritou) na drovni tran-
zistord, avSak nebyla zatim publikovéana. Tyto polymorfni hradla (na trovni hradel) také navrhl obecné
Gajda ve své disertacni préci [2].
Dle dosavadnich experimenti metoda prozatim nedosahuje kvalitnich vysledki ve srovnani se stavajicimi
metodami, ale jiZz v této fazi neobsahuje faktor ndhodnosti a nekontrolovatelnosti. VSechny kroky jsou
uvédomélé a cilem metody je vyuZit polymorfni hradla uvnité obvodu, nikoliv na multiplexovani vstupt
/ vystupu.

5 Zavér

Tato prace chronologicky popisuje pribéh vyzkumu tykajici se polymorfni elektroniky. Nejdiive byly
studovany principy polymorfni elektroniky na drovni tranzistord, tedy elementdrnich prvkd, ze kterych
jsou vytvorena hradla. V pripad€ polymorfnich hradel se jednd zejména o ambipolarni tranzistory. Bylo
zjisténo, Ze valna vétSina ambipolarnich tranzistord vyuziva Ctyfi elektrody. Ti{elektrodové ambipolarni
tranzistory jsou dnes velmi vzacné. Vzhledem k nedostupnosti takového tranzistoru bylo vytvofeno
nahradni schéma, které bylo otestovano simulatorem SPICE a na realném HW. Této oblasti se poté zacal
intenzivné vénovat Ing. Tesaf. Ndsledné se vyzkum posunul o droveii vys, na droveii hradel. Byly pro-
studovany soucasné principy syntézy polymorfnich obvodd. Informace ziskané o stavajicich metodach
napovedély, ze syntéza polymorfnich obvodu nenf stdle idedlni. ZaCala tak vznikat idea o nové metodé

v, 2

navrhujici polymorfni obvody a smér disertani prace zacina byt presnéjsi.
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Abstract. In this paper is presented state of art in field of tuning methods for PID
(Proportional-Integral-Derivative) controllers. New tuning method for online tuning is
proposed. The proposed approach is based on the dynamic processes with disturbance and
on various conditions from environment. Adaptive controller computes these variables
and creates control signal for process. Output of process should have the lowest error in
compare to desired output value.

Keywords. PID controller, Online tuning method, Control system.

1 Introduction

Control systems are integral parts of our lives. They control dynamic systems whose behavior can
change over time, often in response to the external stimuli. There are two main groups of dynamic
system, the open loop systems and the closed loop systems [1].

The open loop systems react only on inputs. Closed loop system reacts on their output so these
systems are interconnected into a cycle. This connection can be called feedback. Feedback has many
different properties that can be exploited in designing system. Feedback can make a system resistant to
the external disturbances. Feedback can be also used to create linear behavior form nonlinear
components. This approach is commonly used in electronics. Feedback allows system resistance to
individual variations of external disturbances. So There can be chosen parameter which will be
ignored and which will effect system.

There are disadvantages of feedback as well. It creates dynamic instabilities in a process and may
cause oscillation of outputs even runaways from desired values. In practical solutions feedback
introduce unwanted noise and disturbance into sensor system, so there are required filters. In a
feedback control system, information about performance of the system is measured and used to correct
behavior of process.

1.1 PID controller

The PID controllers are the most common control algorithms. According to research 97 % of all
industrial controllers utilize PID control logic [2]. They are easy to use, easy to implement and they
are robust. PID controller calculates an error values between measured process output and desired set
point. In each loop controller attempts to minimize error value by adjusting process through process
inputs. Block diagram of PID controller is shown in Figure 1.
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Figure 1. PID controller

Where u is control signal for process, and it is adjusted from error e and from command signal » called
the reference signal or setpoint. Control signal u is computed from proportional, derivative and
integral term. These terms are affected by error e. It is computed from desired value » and actual
output value of the PID controller. Input output relation is stated in following formula:

4 de 1 de
U= kpe+k,.j0e(r)dr ey o= kp[eJrfjoe(r)dr +T, E] (1.1)

Where k,, k; and k; are parameter of stated PID controller and are called gains. There can be used
another set of parameters k,, T; and T, where T; is called integral time, Ty is called derivative time

and 7 is variable of integration, 7 takes value from 0 to present time. The action is the sum of three
terms: proportional feedback, the integral term and the derivative action.

2 Tuning methods

There are many approaches to tune PID controllers. First methods are based on manual setting of
parameters. These methods needs experienced person who know plant process and conditions.
Advantage of these methods is non added algorithm into tuning process. Second type of tuning
methods are offline tuning methods. These tuning methods compute PID controller parameters outside
of loop, measuring output of process, and responses of PID controller. After determination of best
parameters, they are applied to PID controller. Third methods are online tuning methods. Parameters
of PID controller are changing during executing PID controller function. There can be determined first
values of parameters, or random approach can be chosen for first values.

2.1 Dominant pole assignment tuning method with genetic algorithm

The dominant pole assignment method is applied to a test group of plants. There is found correlation
between process output behavior and the controller parameters. In this method, the dominant poles are
assigned as integration of the error. Step load disturbance is minimized subject to the constraint on
maximum sensitivity. A set-point weighting is used afterwards to improve set-point response of the
system [3].

Genetic algorithms can be applied for nonlinear optimization [4]. In this case genes are dominant
poles [5].

2.2 Ziegler-Nichols tuning method

Ziegler-Nichols tuning method is heuristic method [6]. Provides controllability and high performance
in field of DC motor control [7]. It uses consecutive steps to determine PID parameters [8]. This
method is applied to system output with step responses. Type of responses is typical for a first order
system with transportation delay. In Figure 2 is shown response curve for this method [9].
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Figure 2. Response curve for Traditional Ziegler-Nichols method

Parameter L is the time delay and parameter T is time constant. Their values are found by drawing a
tangent at the point of infection and intersection with time axis and intersection with stable state value.
The plant model can be described by following equation:

Ke*SL

G(s) =
)= 76

2.1)

If plant process cannot be derived, processes can approximate by previous model in many cases. If
there can be recorded outputs of plant process, the output signal can be recorded into plot and
parameters K, L and 7 can be extracted. But in many cases curve fitting approaches can be used to
create desired model. If deviation between model and measured data is too big, PID controller does
not have to work properly.

2.3 Tuning method based on particle swarm optimization

Particle in particle swarm optimization method represents a solution to the problem, and it is defined
by its position and by its velocity. Particle is moving through solution space. And best solution is
remembered. Advantage of this approach is in changeable velocity of searching in space. Solutions are
parameters of PID controller, chosen combinations can be represented by particle. After achieving best
solution, these parameters are applied to PID controller.

2.4 Internal model tuning method with neural networks

Effective method for robust control systems is the internal model control method. Application of this
method depends on complexity of model and performance requirements stated by the designer [10].
Adding filtering into cascade with internal model controller, can improve robustness of whole system.
In some cases the IMC (Internal Model Control) controller leads to PID controller construction. There
was developed tuning techniques that are based on IMC-PID tuning rules [11] and improve robustness
of system compared to classical tuning methods such as Ziegler-Nichols tuning method. IMC strategy
for controlling processes involving theoretical model of controlled process. So output of model and
real values can be compared. Adding another techniques like neural networks into system, is
applicable for nonlinear modeling and inverse modeling [12].

2.5 Least square support vector machine with kernel tuning method

Effective Tuning method which use support vector machine does not stuck in local minima and it can
provide great generalization with few training data. The disadvantage of solution with support vector
machine is time consuming calculation [13]. The main component of support vector machine is the
kernel component, which is nonlinear mapping function which convert linearly non-separable input
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into high-dimensional space where data can be separable linearly. Kernel functions are generated
parametrically, and these parameters can influence features of mapped data in working space. For
parameters selection, there were used genetic approach [14]. Parameters have been set offline a
obtained kernel parameters have been employed in online control loop. Particle swarm optimization
has been used as well [15]. Another examples of offline computing kernel parameters are Cat Swarm
Optimization [16], Grid-Diamond Search [17] and Simulated Annealing [18].

3 Proposed adaptive PID controller

Proposed adaptive online PID controller is shown in Figure 3.
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Figure 3. Proposed adaptive PID controller

Where r(?) is input or reference signal, u(?) is output function from PID controller and y(z) is output
from process. Adaptive PID controller is composed from three main parts. First is PID controller
function blocks. It controls gain parameters of PID controller and can control integration time. So
how long into past will be error summed. Second part is neural network together with reset module.
This part directly changes parameters of PID controller. Third part control logic acquire all
information from input, output and from PID controller. Evaluates conditions of each part and controls
behavior of module which directly interact with parameters of PID controller.

4 Proposed thesis

Present tuning methods do not provide sufficient controlling abilities for dynamic processes, with
dynamic environment. They can provide sufficient controller for stationary processes with predictable
conditions. The main goal of doctoral thesis is to create new type of PID controller with new tuning
method, which will use dynamic neural networks with variable learn rate. This new PID controller
should decrease output error of PID controller and adaptation time of process.

65



From main goal are derived these partial goals:

e Design a new structure of PID controller, with aiming on dynamic processes and changeable
conditions

e Propose a new complex tuning method for parameters of adaptive PID controller.

e Create new algorithm for controlling tuning characteristics of proposed tuning method.

e Create a new environment for simulating dynamic processes and PID controllers related to
them.

e Experiments on simulated data and comparison with existing online adaptive PID controllers.

e Implementation and experimental test on embedded system with comparison which existing
solutions.

5 Conclusion and further work

In this paper is stated state of art in field of tuning methods for PID controllers. Each tuning method
can use slightly different model of PID controller. Tuning methods can adjust PID parameters online
or offline. In case of online adjusting, tuning algorithm has to be part of PID controller.

After analyzing problem field, today adaptive controller can react on changing condition within
predefined speed. So in variable condition error decreases into excepting boundaries after long time, if
desired points are changing rapidly or process is changing during execution. Internal model control
system can provide better results if there is good description of plant process. But when parameters of
plant process are changing over time, and these changes cannot be predicted, model of plant process in
IMC controller will cause a lot of noise and disturbances, because model will not change like real
plant process.

After analysis of these problems, there was defined a need for a new adaptive PID controller, which
will be suitable for changing environment and for processes which are changing over time. Proposed
new controller is adaptive online PID controller with variable speed of learning, so it can adjust to
changes from outer environment or from different plant process. For example quad copter during
flight decrease voltage of battery and response time of controller is changing too.

In next stages of project there need to be done theoretical description of proposed new PID
controller. After description there will be proof of concept on simulated test data, and results will be
compared to other tuning methods for PID controllers. After evaluation of results there will be
implementation of proposed PID controller into real device. At last there will be testing of PID
controller in real environment and results will be compared mainly to PID tuning methods which use
neural networks.
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Abstrakt. Tento prispevok pojedndva o analyze aplikovatel’ nosti implantovatel'nych bio-
senzorov v 'udskom tele a to najméd z pohl’adu obmedzenia ich celkovej plochy, ktora
vyznamnym sposobom limituje i dostupnost’ elektrickej energie potrebnej pre napdjanie
takychto implantatov. Vyslednd plocha a spotreba energie sa tak stavaji primarnymi vstup-
nymi poZziadavky pre ndvrh integrovanych obvodov tvoriacich inteligentny senzoricky sys-
tém. Nakol'’ko bezdrdtovy komunikacny modul (vritane antény) patri aj energeticky aj
ploSne medzi najndroCnejsie Casti implantovatel'nych biosenzorov, je prave jeho analyza
a ndavrh predmetom nasho vyskumu. Zameriame sa na Sirokopasmovi komunikéciu (angl.
Ultra-wideband communication - UWB), ktorej nasadenie v takychto systémoch je zatial
len v teoretickej rovine. Prvotnym ciel’om je teda priniest’ do tejto oblasti nové riesenie,
zaloZené na integracii Sirokopadsmovej antény spolu so zvySkom systému na jednom Cipe a
tym uSetrit’ miesto pre pripadnd implementédciu d’al§ich mikromechanickych Struktir (sen-
zor, energeticky zberac, aktuator a pod.)

KrPucové slova. UWB technoldgia, Spirdlova anténa, biosenzory, implantity, WBAN

1 Uvod

Zdravotnictvo rovnako ako aj iné oblasti spolocenského Zivota, priemyslu a vedy, podliehaji nepretrZitej
inovdcii a modernizicii. Stimulom je neustdly nérast poctu I'udi, zvySujici sa podiel starnticej populécie,
¢i zvySené poziadavky na lekdrsku starostlivost’. ZlepSovanie zdravotnickej starostlivosti a zvySovanie
kvality Zivota starniicej Gasti populdcie sa tak stavajd jednou z hlavnych priorit Eurépskej Unie v zmysle
vyuzitia najnovsich technoldgii, ¢o dokazuje aj grantovy program HORIZON 2020 [1].

Zdravotna starostlivost’ poskytovana priamo v nemocnici a klinickych zariadeniach je vSak finan¢ne
ndkladnd. Z tohto dévodu sa sicasny vyskum zameriava na vyvoj mobilnych inteligentnych senzoro-
vych systémov, umoznujicich kontinudlne monitorovanie zdravotného stavu pacienta. Tieto asistencné
systémy su umiestnené bud’ priamo na tele alebo v niektorych pripadoch dokonca realizované ako vnut-
rotelovy biosenzor, kde tvoria tzv. komunikacny uzol. V obidvoch pripadoch je teda potrebny bezdrdtovy
prenos udajov, avSak pre implantovatel'né biosenzory (IB) st poZiadavky stanovené ovel'a striktnejSie.
Hlavné poZiadavky zahriiujd: minimalnu vel'kost’ (zdvisi od aplikdcie, zvy&ajne < 1 ¢m?) a hmotnost
(£ 1 g), veI'mi nizku spotrebu, dostato¢né napdjacie napitie (zavisi od technoldgie, zvycajne > 1,2 V'
pre digitdlne obvody), vysoku spol’ahlivost’ (> 20 rokov), vysoki biokompatibilitu a nizku toxicitu
(napr. pouzitie titinového puzdra), pomerne vysoku prenosovu rychlost’ a nizku latenciu (zavisi od apli-
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kacie, vSeobecne sa predpokladd 1 M H z), striktnd bezpecnostnu politiku, maximalny vyziareny vykon
na jednotku hmotnosti, maximdlnu povolenu intenzitu magnetického a elektrického pol'a [2].

Pre IB aplikdcie organizacia IEEE (angl. Institute of Electrical and Electronics Engineers) predsta-
vila medzindrodny Standard IEEE 802.15.6.2012 definujuci fyzickd a pristupovu vrstvu v bezdrotovej
telovej sieti (angl. Wireless Body Area Network - WBAN). Tato norma zahiia aj Sirokopasmovi UWB
technoldgiu, ale iba pre vymenu dét v rdmci bezdrotovej persondlnej siete (angl. Wireless Personal Area
Network - WPAN). Avsak existencia tohto Standardu podporuje myslienku nasadenia UWB technoldgie
v IB, a to vzhl'adom na menej ndrocny proces vyvoja poZiadaviek pre vzdjomnd kompatibilitu s mi-
motelovou siet'ou podporujicou UWB komunikaciu. Do budiicnosti sa predpokladd ista optimalizacia
pristupovej vrstvy z dévodu rozdielnych energetickych ndrokov monitorovacich jednotiek komunikuji-
cich v sieti.

2 Implantovatelné biosenzory a zdroje energie

Na monitorovani (stimulovani) zdravotného stavu pacienta sa moze podiel’at’ Siroké spektrum senzorov
(stimuldtorov), umoZnujicich kontinudlne monitorovanie (stimuldciu) chemickych procesov a biosigné-
lov v 'udskom organizme. AvSak nie vSetky dblezité ukazovatel'e zdravotného stavu je mozné zachytit’
len prostredictvom senzorov implementovanych na 'udskom tele, respektive mimo neho. Obzvlast to
plati v pripade stimulatorov, kde sa zvicsa vyzaduje priamy kontakt stimulatora a stimulovaného objektu.
BeZnymi prikladmi sd aplikdcie ako bio-resorbovatel'ny stimuldtor pre termdlnu terapiu, zariadenia ur-
¢ené pre stimuldciu diabetickej gastroparézy, stimuldcia blidivého nervu s ciel om redukcie srdcového
infarktu, bezdrotovy kardiostimuldtor, elektronické kapsule, atd’. Takéto aplikdcie tvoria vyhradne uzav-
rety regulacny systém, ktory je podporovany existenciou snimacej jednotky v spitnej vdzbe. Konkrétne
priklady spolu s uvedenymi zdrojmi demonstrujice narastajici vyznam IB je moZné ndjst’ v [3].

Pre lepSie pochopenie uvazovaného konceptu IB systému uvadzame jeho vSeobecnu blokovi schému
(obr. 1), ktord sa skladd zo Styroch zdkladnych Casti:

e monitorovacia/stimulacnd Cast’ (senzor/aktudtor, analégovy front-end blok),

e manazment elekrickej energie (zberac energie, zdsobnik energie, manaZment napdjania),

e modul spracovania dat (biomedicinsky signdlovy procesor a pamit’ + A/D prevodnik),

e komunika¢ny modul (anténa, analégovy RF blok, digitdlny RF blok).

Tri bloky vyznacené hrubymi Ciarami predstavuji hlavnd oblast’ vyskumu a vyvoja pre dizertaénu pracu.
Bloky ohranicené plnou Ciarou patria z pohl’adu plochy (anténa) a spotreby energie (analégovy RF blok)
medzi najkritickejSie Casti (spolu so senzormi/aktudtormi, pripadne meni¢mi energie, zasobnikom elek-
trickej energie). Z toho dovodu sa préave tieto dva bloky stdvaji primarnym predmetom nasho vyskumu,
pricom otdzka plochy a spotreby je stru¢ne rozpracovand v nasledujicej Casti prispevku. Digitdlny RF
blok (ohraniceny preruSovanou ciarou) je taktieZ stcast'ou bezdrdtového komunikacného modulu a je
rovnako zahrnuty uZ v spominanom Standarde IEEE 802.15.6.2012. Preto povaZujeme za vhodné, aby
bol v rdmci dizertacnej prace vykonany aj navrh tohto digitdlneho bloku, aj ked’ z pohl'adu spotreby
energie a plochy Cipu nepatri medzi kritické Casti. Jeho navrh bude teda nasim sekundarnym ciel’om.
Existuju Styri zdkladné typy zberaCov energie pre IB [3]. Ide o zberace energie zaloZzené na me-
chanickej (Sirenie zvuku), elektromagnetickej (Sirenie EM vin), mechanicko-kinetickej (vibrdcie vyvo-
lané prostredim) a chemickej energii. Pokial’ sa v praci zameriame len na energeticky-autonémne 1B,
ktoré si dokdZu samostatne generovat’ elektrickd energiu ziskand premenou z prostredia, v ktorom sd
umiestnené, v takom pripade moZeme uvaZovat’ iba posledné dve zmiefiované typy (nepotrebuji externy
zdroj). V pripade glukézovo-kyslikového bio-palivového ¢lanku, je maximalna plosnad hustota vykonu
okolo 200 W /em?, zatial €o zberal zaloZeny na kinetickej energii vibricii moZe dosiahnut’ maxi-
malnu plosnd hustotu vykonu okolo 56 W /cm? [3]. Uvedené hodnoty st doleZité z pohl’adu celkového
konceptu IB systému na Cipe (angl. System on Chip - SoC) zndzorneného na Obr. 3. IB vo forme SoC
si vyzaduje integraciu antény, ktorej miniaturizacia je vo vel’kej miere limitovand aj konStrukciou ener-
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Obr. 1: Blokova schéma implantovatel'ného biosenzorového systému.

getického zberaca a vynimocne aj pouZzitou mikrobatériou. Kapacita mikrobatérie, ktora kombinuje naj-
modernejSie materidly elektrdd pouZzivané v Li batériach s 3D technologickym procesom na kremikove;j
podlozke, sa v sti¢asnosti pohybuje v rozsahu 1 — 5 m.Ah/cm?. Této hodnota zavisi od hribky pouZitych
plarnych elektréd. Na druhej strane, napitie naprdzdno zdvisi od pouZitého materidlu elektréd a moze sa
pohybovat’ v hodnotidch od 1,5V od 4 V [4]. Na ilustrdciu parametrov mikrobatérie uvazujme konkrétny
priklad prezentovany v [5] a [6], kde bola analyzovana 3D interdigitdlna litium-ionova batéria:

Podl'a [5] predpokladajme, Ze spotreba impulzného UWB (angl. Impulse Radio UWB - IR UWB)
prijmaca/vysielaca je 1 nJ/pulz (vicSina realizacii spadd pod tito hranicu), prenosovd rychlost’ je
1 Mb/s a jeden impulz predstavuje jeden bit. Ak vezmeme do itivahy iidaje prezentované v [6], pre
nomindlne pracovné napdtie mikrobatérie 1,8 V je ekvivalentny staticky odber priblizne 556 pA. To by
znamenalo, Ze pri 1,5 mAh/cm? kapacite a uvaZovanej maximdlnej ploche mikrobatérie 1,5 x 1,5 cm
by tdato umoznila kontinudlny bezdrétovy prenos ddt pribliZne 6 hodin bez dobijania.

Je zrejmé, Ze pri takto zadefinovanych podmienkach, IB senzor bez mikrobatérie by nebol schopny
kontinudlneho bezdrétového prenosu dit. AvSak je nutné poznamenat’, Ze IR-UWB vysiela¢ zvycajne
preukazuje niz8iu spotrebu ako 1 n.J/pulz, ktord bola v priklade uvazovand. V takom pripade by mohlo
byt kontinudlne vysielanie zabezpefené len pomocou energetického zberaca. Netreba vSak zabtidat’ aj na
ostatné funkéné bloky uvedené na Obr. 1. Predstavu o ploche a spotrebe energie procesnej jednotky ndm
pontka publikdcia [7], kde procesnd jednotka spolu s analégovymi snimacimi obvodmi pre potencid-
lové a kapacitné biosenzory, a taktiez s implementovanym A/D prevodnikom je realizovand na celkove;j
ploche len 1,95 x 2,35 mm (v 90 nm CMOS technoldgii). Priemernd spotreba dosahovala hodnotu
46,6 puW pre vypoctové jadro, 10,2 uW pre potencidlovy biosenzor, a 11,4 uW pre kapacitny bio-
senzor. Ked” zoberieme do tdvahy plochu jednotlivych Casti vratane obvodu energetického manazmentu,
pripadného budiaceho obvodu aktudtora a plochu maximélne do 2 x 2 mm (z prieskumu IR-UWB front-
end Casti komunikacného modulu v 90 nm CMOS technolégii), potom mozZeme predpokladat’, Ze IB bez
vstavanej iloZnej pamite je moZné realizovat’ na ploche do 5 x 5 mm. Uvedeny vysledok implikuje, Ze
zvy$nych 100 mm? plochy by mohlo byt’ rezervovanych pre staticki RAM pamit’, ¢o je doleZité pre
zbezpecenie kontinudlneho monitorovania bez dlhodobej interakcie IB s externym ¢itaCom. Technoldgia
TSMC CLM90, v ktorej planujeme vyskum realizovat’, disponuje tzv. vnorenou 6T-SRAM Standardnou
bunkou s plochou 1,27 pum?.
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2.1 Navrh implementécie systému IB

Na obr. 2 je zobrazené klasické tzv. ’side-by-side” 2D rieSenie systému v puzdre (angl. System in Pac-
kage - SiP) pre planarne Struktury. Koncept SiP je nevyhnutny z hl'adiska kompaktnosti IB a zdroven
z hl'adiska obmedzenej kompatibility s mikromechanickymi Struktdrami, RF anténou a samotnym Stan-
dardnym CMOS procesom. Zvycajne je kazdé Cast’ spracovand samostatne a ndsledne st vSetky Casti
spojené do vysledného systému na spolo¢nej zdkladovej podlozke. Takto realizovany SiP je vSak ploSne
neefektivny.

V naSej prici preto uvazujeme vertikdlny navrh 3D systému v puzdre ! (obr. 3), kde analégova,
digitdlna a RF &ast’ spolu s anténou tvori jeden integrovany 3D systém. Casti systému s umiestnené
priamo na batérii, pricom anténa je realizovana na najvy$sej metalizaénej tirovni, teda M9 alebo M82.
Pod anténou je potom umiestnend tieniaca vodiva vrstva eliminujica interakciu elektromagnetického
pol'a antény so zvySkom SoC systému. Takto navrhnuty koncept poskytuje stile dostatocny pocet me-
taliza¢nych drovni na realizdciu ostatnych obvodovych $truktir celého systému a potrebnych prepojeni.
Batéria je umiestnend na zdkladovom substrate, ktory bude zrejme tvoreny nizko-teplotne vypal ovanou
keramikou (tzv. LTCC) disponujicou vybornymi mechanickymi a elektrickymi vlastnost’ami. Z druhe;j
strany substrdtu bude umiestneny zberac energie, ktory je zvyCajne pomerne objemny. Mechanické Casti
(napr. aktudtor) zvycCajne nie su sucast’ou SoC, pretoze pozaduju priamu interakciu so stimulovanym
objektom. Ich prispdsobovacie a riadiace obvody v§ak mdZu byt priamo stucast’ ou. Typickym prikladom
je aktudtor na stimuldciu srdcovej ¢innosti, ktory vyZaduje stimula¢né napétie 5 V a vyssie, a tym padom
ho nie je moZne implementovat’ v TSMC CLM90 technoldgii (nizko-napit ové technoldgia).

Obr. 2: Konvenény SiP koncept spolu s radenim Obr. 3: Koncept 3D systému pre 1B
TSMC CLMO90 vrstiev pre HFSS simulator.

Takto navrhnuty 3D SoC koncept by umoznil nielen usetrit’ predpokladant plochu (5 x 5 mm), ale zaro-
ven vytvorit’ analégovu, digitdlnu a RF ¢ast’ IB systému v jednom vyrobnom procese. Efektivita vyuZitia
plochy ¢ipu vSak ostava diskutabilnd, pretoze nie celd uSetrend plochu je mozné rezervovat’ pre SRAM
pamit’. Dovodom je existencia znaéného zvodového pridu hradlom MOS tranzistora (tzv. leakage cur-
rent), ktory je typicky pre submikrometrové technoldgie a jeho vel’kost’ moze byt az 400 puA pre 8 Mb
pamit’ [8]. Plocha $tandardnej SRAM bunky je len 10,3 mm? a teda plocha 89, 7 mm? by zostala stdle
nevyuZzitd (plati pre 90 nm CMOS). Okrem toho parazitnd kapacita, ktord vznikd v dosledku pridavne;j
tieniacej zeme moze vyznamnym spdsobom limitovat’ hornd hranicu frekvencného pasma spracovanych
signalov. Vrstva M8 (pouZitd na vyhotovenie antény) zase znehodnocuje modely induktora, ktoré pred-
pokladaji jeho ndvrh v tejto vrstve. Ddsledkom toho je, Ze pouzitie EM simuldtora na ich korekciu
sa stane nevyhnutnou stcast ou druhej fazy vyskumu spojeného s ndvrhom samotného IR-UWB priji-
maca/vysielaca. Tym sa celkovy ndvrh este viac skomplikuje.

Navrhovany spdsob implementacie celého IB systému pocita s vyuzitim UWB technolégie, ktord
je v stucasnosti objektom mnohych vyskumov, zaoberajicich sa najma charakterizaciou komunika¢ného
kandla a vytvorenim prislu§ného modelu pre IB, ¢o ndm poskytuje dobrt vychodiskovi poziciu. UWB

!Ciel’om nie je poskytniit’ techniku puzdrenia, ale iba ozrejmit’ ciel’ a predpokladany prinos ndsho vyskumu.
MBS vrstva je tzv. ultra hrubd kovova vrstva.
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technolégia je rovnako zndma svojou nizkou spotrebou, vysokou prenosovou rychlost'ou, relativnou
jednoduchost'ou IR-UWB vysielaca, atd’. [3]. TieZ je mnohymi vyskumnikmi oznacovana ako nizko-
prikonov4 alternativa k existujicim rieSeniam, ktoré vyuZzivaji ISM (Industrial, Scientific and Medical)
a MICS (Medical Implant Communication Service) pasma.

3 UWB anténa

V prvej faze vyskumu sa chceme zamerat' na ndvrh samotnej UWB antény, ktorej vlastnosti v navrhnu-
tom koncepte vyznamnym spdsobom ovplyvnia ndsledné smerovanie vyskumu, kde najma plocha a zisk
antény hrajd primarnu dlohu. Zvolili sme Spirdlovd anténu, ktord i v pripade obdiznikového prierezu vy-
kazuje Sirokopdsmové vlastnosti. Toto je dolezitd vlastnost’ antény, nakol'ko zloZitost’ Struktdry antény
je striktne dand ndvrhovymi pravidlami zvolenej technolégie, ktoré ju znacne limitujd. Plandrne UWB
antény sud vo vSeobecnosti tvorené prave plnymi a nepravidelnymi tvarmi, takze realizacia takychto antén
na &ipe moze byt komplikovand aZ nemozna. Spirdlové anténa teda poskytuje lep§iu pravdepodobnost’
vzdjomnej kompatibility s ndvrhovymi pravidlami danej technolégie. Okrem toho ma vyhodny tzv. form
factor - FF, prostredictvom ktorého sme odvodili predpokladané rozmery Cipu uvedené v sekcii 2. K
tomu bola pouZitd nasledovna tvaha:

Predpokladajme, Ze vzdialenost’ dvoch vedl'a seba vediicich vodicov je niekolkokrdt vicsia ako
vzdialenost’ medzi vrstvou antény a tieniacou vrstvou. Tieniaca vrstva sa nachddza v oblasti PASS4-
IMD7b (obr. 3), kde sme uvaZovali hodnotu redlnej casti komplexnej permitivity 4, 2. Vysledkom je an-
téna s vlastnost’ ami mikropdsikového vedenia s efektivnou permitivitou 2,62. Aby podl’a [9] doslo k
efektivnej radidcii aj pre poZadovanii spodnii hranicu frekvencného pdsma, musi platit’, Ze obvod tzv.
Archimedeanovej spirdlovej antény by mal byt’ 1,25 Ay Ak eSte zoberieme do tivahy tzv. "matching”,
vd’aka ktorému v [10] dosiahli posuv centrdlnej frekvencie k niZsim frekvenciam priblizne o 1,27 ndso-
bok pricom tiez doslo k rozsireniu frekvencného pdsma, spodnd frekvencia sa posunie z 3,1 GHz 3 na
3,937 GHz. Tdto frekvencia definuje A\pqy rovné priblizne 4,7 cm. Aplikovanim FF, ¢iZe (1,25/m)A
pre kruhovii a (1,25/4)\ pre Stvorcovii Archimedeanovii anténu, dostdveme maximdlny predpokladany
rozmer 1,87 cm pre kruhovii anténu a 1,47 cm pre Stvorcovi anténu. A uvdZime aj kontaktovacie plosky

(pady) a lem Cipu, odhadovand plocha ¢ipu antény narastie na vel’kost’ 1,5 x 1,5 cm.

3.1 Dosiahnuté vysledky

Doterajsi vyskum bol venovany ndvrhu 12-zdvitovej Stvorcovej Archimedeanovej Spirdlovej antény, po-
cas ktorého nebolo cielom ndjst’ optimdlny pocet zavitov a optimélne rozmery antény, ale sledovat’
trend vzt'ahu medzi rozmerom definujicim vel'’kost’ antény w,. a jej maximdlnym ziskom G,qz. Zis-
kané zavislosti platné pre uvedeny koncept st na obr. 4 a obr. 5. Podrobny rozbor ziskanych vysledkov
bude realizovany pocas prezentdcie k prispevku, najmé v sivislosti s konceptom bez tieniacej zeme [3].
Strucne len skonStatujeme, Ze pritomnost’ tieniacej vrstvy sa prejavila na menSom zisku (priblizne o
—30 dB ) a podstatne mensej vstupej diferencidlnej impedancii. Je vSak evidentnd lepSia uniformita
jednotlivych charakteristik antény.

4 Ciele dizertacnej prace a zaver

Zamerom dizertacnej prace je pojednat’ o moznosti integraicie UWB antény na Cip spolu so zvySkom
IB systému, s dorazom na vySetrenie jej zisku a vzajomnej kompatibility s ndvrhovymi pravidlami Stan-
dardnej CMOS technolégie. Druha Cast’ prace bude venovana navrhu vybranych blokov systému, hlavne
samotného nizkoprikonového IR-UWB prijmaca/vysielaca s variabilnou prenosovou rychlost'ou. Praca

3UWB frekven¢né pasmo je komisiou FFC (angl. Federal Communications Commission) stanovené na 3,1 — 10,6 GHz
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by tak mala poskytnit’ kompletné originélne rieSenie RF komunika¢ného modulu na bize UWB techno-
l6gie, napomdct’ k zefektivniu vyrobného procesu a prispiest” k celkovej redukcii rozmerov a vylepSeniu
vlastnosti energeticky-autonémneho systému bioimplantatu.

V ramci doterajSieho vyskumu vzniklo spolu doteraz 5 publikécii, na ktorych som autorom resp.
spoluautorom (2 ¢lanky v karentovanych a impaktovanych vedeckych ¢asopisoch a 3 prispevky na me-
dzinarodnych konferenciach).

Obr. 4: Maximdlny zisk, pre rozne hodnoty w, Obr. 5: Vstupnd impedancia pre rozne
(tzv. return loss nie su uvazované). hodnoty w..
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Abstrakt. Neustale sa zvySujice rychlosti liniek spolu s rasticou vyznamnosfou dat ap-
likacnych protokolov pre monitorovanie vedd na nutnost vytvorif novy princip hardvérove;j
akcelerdcie spracovédvania siefovych dét. V ramci dizertalnej préace Softwarové Fizené moni-
torovadni sifového provozu je preto predstaveny a skimany dplne novy koncept hardvérove;j
akceleracie monitorovania sieti nazvany Software Defined Monitoring (SDM). Zakladna
mySlienka SDM je zaloZena na tzkom prepojeni softvérovych monitorovacich aplikécif
s vykonnym hardvérovym akceleratorom, ktory predspraciiva siefové ddta. Softvérové ap-
likdcie pritom mdzu jednoducho ovlddat stupefi detailov zachovdvanych predspracovanim
pre jednotlivé siefové toky. Vd'aka tomu je mozné spracovanie menej zaujimavych dat
prenechat akcelerdtoru a v softvéri sa zameraf uZ len na podrobné spracovanie naozaj
zaujimavych dat. Tym SDM umoZiiuje prakticky realizovat flexibilné monitorovanie s pod-
porou podrobnej analyzy paketov aj na vel'mi vysokych rychlostiach —az 100 Gb/s.

Klicéové slova. FPGA, akcelerdcia, monitorovanie, bezpe¢nost, vysokorychlostné siete

1 Uvod

Monitorovanie siefovych ddt hrd jednu z kI'iCovych dloh pre oblasti spravy a bezpecnosti modernych
poditacovych sieti. Dnes zauZivanym Standardom pre monitorovanie sieti je meranie na bazy sietovych
tokov. Monitorovacie zariadenia zbieraji zakladné Statistiky o vSetkych paketoch a agreguji ich do
zaznamov o tokoch. Tie zasielajd na centralne tloZisko (kolektor) pomocou protokolu NetFlow [1] alebo
IPFIX [2]. V procese zberu a agregovania dat tak dochadza k istej strate informécii a kolektor (kde sa data
d alej analyzuji) md preto obmedzeny pohl'ad na sief. Z uvedeného dovodu je aktualnym trendom snaha
rozSiroval zdznamy o tokoch pridanim nejakej informaciu navyse k zdkladnym velkostnym a asovym
Statistikdm. Pridand informdcia pritom Casto byva zaloZend na datach z aplikacnych protokolov.
Implementédciu monitorovania obohateného o analyzu aplikaénych protokolov je mozné celi vytvorif
v softvéri. Priepustnost takejto realizdcie je v8ak silne obmedzend vykonnosfou st¢asnych procesorov.
Na druhej strane, ¢isto hardvérové rieSenia maju slabu flexibilitu, z ddovodu narocnej hardvérovej rea-
lizécie komplexnych analyzdtorov aplikacnych protokolov. NavySe nové bezpecnostné hrozby nestile
vznikaju a je potrebné na ne dostato¢ne rychlo reagovaf, ¢o je pre hardvérové rieSenia problémové.
Uvedené zhodnotenie dvoch zékladnych pristupov vedie na ideu vytvori{ nie¢o medzi, teda vykonny
hardvérovy akcelerator spracovania dét plne kontrolovany flexibilnymi softvérovymi aplikdciami. Prave
softvérovému riadeniu vd aci navrhnuty koncept za oznaenie Software Defined Monitoring (SDM).
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Uloha hardvérového akcelerdtoru v SDM spo&iva v redukcii objemu dat tecicich k softvérovym ap-
likdcidm tym, Ze nad zvolenymi Castami ddt realizuje analyzu hlaviciek paketov a pripadne aj ich agrego-
vanie do tokov. Akcelerdtor tak posiela zaujimavu Cast paketov nedotknutych do softvéru na preciznejsiu
analyzu, zatial ¢o sdm realizuje zdkladné meranie na bazy tokov nad zvySkom dat. NavySe je podporo-
vané aj filtrovanie pre pripad, Ze aplikdcie nepotrebuji agregované informécie o vSetkych paketoch.

Vyber spdsobu spracovania jednotlivych paketov v akceleratore SDM je plne kontrolovany moni-
torovacim softvérom a modze byt za behu prispdsobovany aktudlnym potrebdm konkrétnej aplikdcie.
Realizovany je pomocou dynamicky sa meniacej mnoZiny pravidiel nad sieovymi tokmi vytvdranej ap-
likdciou na zdklade pozorovanych paketov. Uvedené pravidla su do akceleratoru nahravané jednotnym
rozhranim a kazdé urcuje ako predspracovat d alSie prichodzie pakety jedného konkrétneho toku. Vd aka
jednotnosti ovlddacieho rozhrania akceleracie je systém flexibilny a je mozné ho pouZit na zvySenie
vykonnosti Sirokého spektra ro6znych monitorovacich a bezpe¢nostnych aplikacii.

Prinos prace prezentovanej v tomto prispevku je v troch oblastiach: (1) analyza dat z redlnej vyso-
korychlostnej siete s ohladom na rozhodnutie o vhodnosti akcelerécie zaloZenej na popisanom koncepte
SDM (sekcia 2); (2) rozpracovanie ndvrhu konceptu SDM pre vysokorychlostné siete, Co zahfiia navrh
hardvéru (aplikacne Specificky procesor) aj jeho riadiaceho softvéru (sekcia 3); (3) implementécia a vy-
hodnotenie vlastnosti systému v niekol’kych pripadoch pouZitia (sekcia 4).

2 Analyza

Zaciatok prispevku sa venuje analyze vlastnosti siefovych dét na redlnej vysokorychlostnej sieti. Na
zéaklade zmeranych charakteristik je nasledne vytvoreny podrobny navrh SDM systému tak, aby dosaho-
val optimdlnu vykonnost v redlnom nasadeni. VSetky merania uvedené v celom prispevku su realizované
vo vysokorychlostnej sieti CESNET2, ktord ma optické linky pracujice na rychlostiach do 100 Gb/s.
PretoZe softvérové aplikdcie rozhoduji o predspracovani ddt je asovanie prichodu paketov velmi
dolezité z pohl'adu dosiahnutelnej vykonnosti. Najlepsi pohl'ad na ¢asovanie paketov v tokoch je mozné
ziskat meranim relativneho Casu prichodu paketov od zaciatku toku. Cize, prvy paket kazdého toku ma
nulovy relativny €as prichodu a jeho absoldtny ¢as oznacuje moment zaciatku toku. Potom relativny ¢as
prichodu kazdy nasledujiceho paketu je rozdiel absolitneho casu jeho prichodu a pozna¢eného momentu
zaciatku toku. Vysledky popisaného merania st zanesené v grafe na Obr. 1, ktory zobrazuje distribu¢né
funkcie prave relativnych Casov prichodu paketov pre rozne skupiny dat. Graf ukazuje, Ze vSeobecne
(Cierna plnd Ciara) len mald Cast paketov pride hned po zalati toku (napr. len asi pitina paketov pride
pocas prvej sekundy tokov). To znamenad, Ze aj ak bude oneskorenie softvérového riadenia pri zavadzani
DalSou déleZitou vlastnosfou siefovych dat je charakter rozdelenia velkosti tokov. Z grafu na Obr. 2
vidno, Ze podl'a merania ma distribdcia velkosti tokov na reélnej sieti heavy-tailed charakter. Uvedeny
graf ukazuje podiel paketov prenesenych istym percentom najtazsich tokov. Je teda vSeobecne (Cierna
plnd Ciara) vidno, Ze aj velmi malé percento najfaz§ich tokov prendsa vyznamnd Cast celkového poctu
paketov (napr. 1% tokov nesie az 85 % paketov). Z pohladu navrhnutého SDM je tak moZné aj zave-

.....

Pre praktické vyuZitie heavy-tailed charakteru v prospech vykonnosti SDM je eSte potrebné vyriesit
problém vhodného rozpoznania najtazsich tokov. Presnejsie je problém definovany ako schopnos{ pred-
povedat, ktoré toky st z najfazsich len na zdklade pozorovania istych vlastnosti ich prvych paketov. Na
rieSenie uvedeného problému je mozné pouzif velmi priamociaru metddu: pre zvolend hodnotu para-
metra k oznac za tazky tok kazdy taky, o ktorom je uZ zndme, Ze md aspofi k paketov. Vyhodou tejto
jednoduchej metdédy je nendrocnost jej implementécie, pretoZe jedinou sledovanou vlastnostou paketov
je ich samotnd existencia (netreba ich dodato¢ne analyzovat). Pritom aj takto jednoduchd metdda ve-
die na vel'mi dobré vysledky rozpoznania {azkych tokov z pohladu konceptu SDM, ako je ukdzané na

grafoch 5 a 6 v sekcii s rozborom dosahovanej vykonnosti.
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Obr. 1: Casovanie prichodu paketov v tokoch Obr. 2: Heavy-tailed charakter dat

3 Architektura

Ako uz je spomenuté v ivode, zdkladna myslienka akceleracie v SDM systéme spociva v jemne kontrolo-
vanej redukcii objemu dat dosiahnutej akcelerovanym predspracovanim paketov zo siete. Predspracova-
nie samotné je realizované v hardvéri, ale jeho pouzitie je plne kontrolované softvérovymi aplikdciami.
Prave preto, je niekol'ko pociatoénych paketov kazdého toku poslanych do softvéru, ktory az na ich
zédklade vyberie sposob hardvérového predspracovania nasledujicich paketov daného toku. Vhodné typy
podporovaného predspracovania paketov pre oblasi monitorovania je mozné rozdelif do troch skupin:

Extrakcia zaujimavych informdcii z paketov a posielanie len tychto informacif do softvéru v jednot-
nom formate (unifikovana hlavicka - UH). Tym sa zniZi jednak objem dat poslanych do softvéru, ale aj
vytaZenie procesoru, pretoZe analyzu paketov realizoval uz hardvér.

Agregovanie dit z paketov do zdznamov o tokoch priamo v hardvéri vedice na este vysSiu dsporu
V}’/k(ﬁlosti softvéru. MoZzu pritom existovat rdzne spdsoby agregovania pre rozne aplikécie.

Filtrovanie tplne nepotrebnych paketov, o moze napomdct roznym aplikdcidm zameranym na po-
krocild analyzu Specifickej podskupiny siefovych dat (napr. analyzéator HTTP).

Zékladnui konceptudlnu schému navrhnutého systému SDM je mozné vidiet na Obr. 3. Déta nestice
cesty su znacené plnymi Sipkami a kontrolné spétné vizby prerusovanymi. Systém je zloZeny z dvoch
Casti (firmvér FPGA a softvér) prepojenych datovou zbernicou (napr. PCI Express). Data z firmvéru
do softvéru prichddzaji po viacerych nezavislych kandloch a to vo forme celych paketov, UH alebo
zdznamov o tokoch. Tieto déta st potom spracivané uZzivatelom definovanou mnoZinou monitorovacich
a bezpecnostnych aplikécii (napr. exportér tokov). Aplikécie, vo forme SDM zasuvnych modulov, okrem
Citania ddt z vybranych kandlov mozu Specifikovat, ktoré toky st pre ne nezaujimavé a mozu sa tak
spracivat vo firmvéri. Definicie nezaujimavych tokov od vSetkych aplikdcif si agregované v SDM radici,
ktory na zédklade nich priamo konfiguruje predspracovanie vo firmvéri so snahou dosiahnuf maximalnu
redukciu dét pri zachovani dostato¢nej urovne detailov. SDM radic je tak jedinym kontrolnym prvkom
celého systému, ktory priamo riadi spravanie sa firmvéru.

SDM firmvér zacne spracovanie kazdého paketu jeho analyzou a extrakciou zaujimavych dét. Na
zaklade extrahovanych dat a mnoziny pravidiel nakonfigurovanych od SDM radi¢a potom rozhodne
o konkrétnom spdsobe predspracovania tohto paketu aj o smerovani dét pre softvér do spravneho kanélu.
Podrobnejsie je mozné sposob realizacie akceleracné firmvéru SDM vidief na Obr. 4. Popisané spraco-
vanie paketov realizuje procesnd zrefazend linka Styroch jednotiek. Ddta paketov pritom nete¢d priamo
touto linkou, ale st odloZené v paralelnej FIFO pamiiti. Celd konfigurdcia procesnej linky je realizovand
cez Specidlnu jednotku, ktord vie atomicky spravovaf pravidld priamo v pamiiti vyhl'addvacej jednotky.
SDM firmvér je teda realizovany piatimi jednotkami:
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Analyzator extrahuje zaujimavé informdcie z hlavitiek paketov, najmi polia identifikujice siefovy
tok (IP adresy, Cisla portov a protokol). Navyse je Struktira analyzatora moduldrna a umoZziiuje jedno-
duché pridanie d'al$ich analyza&nych modulov (A1..An). Podrobnejsie analyzator popisujem v [3, 4].

Hradanie pravidiel s cielom pridelif akciu (inStrukciu spracovania) kazdému paketu na zaklade
identifikdtoru toku a mnoZiny softvérom nakonfigurovanych pravidiel. Efektivna implementécia je moZna
napriklad Specidlnou ha$ tabul’kou s kuku¢im haSovanim ako ukazujem v [5]. Ku tomu potrebné has fun-
kcie je d'alej mozné v FPGA efektivne realizovat pomocou CRC ako uvddzam v [6, 7].

Spravca zaznamov spravuje stavové zdznamy v tabulke tokov. Stard sa hlavne o aktualizdciu ich
hodndt pomocou instrukcii podl'a paketom patriacich akcii. Kazd4 akcia nesie okrem inStruk&ného kédu
aj adresu zdznamu, na ktord sa ma aplikovat. Pri aktualizdcii inStrukcie pracuji s aktudlnou hodnotou
zdznamu z pamite aj s ditami z UH. Okrem aktualiza¢nych inStrukcii podporuje jednotka aj Specidlnu
inStrukciu exportovania (a nulovania) zvoleného zdznamu, ktord je iniciovand na konci toku alebo v pra-
videlnych intervaloch. Sprdvcu zdznamov je mozné jednoducho rozsirovat o nové instrukéné moduly
(I1..In). Tidto problematiku podrobnejSie rozoberdm napriklad v [8].

Export sa stard o smerovanie dat v spravnom forméte a spravnym softvérovym kandlom.

SW pristup je hlavnym pristupovym bodom k SDM firmvéru zo strany softvéru. Zaistuje spravu
pravidiel o tokoch a iniciuje export zdznamov o tokoch na zdklade prikazov od SDM radica.

Hardvér (FPGA firmvér) Softvér :D:II
Pravidia_ i D SDM Radig Spravca l
: 4 adic Analyzator] Akcie| zaznamov
: t Poziadavky i Paket UH i i atova
H I i L TRl Hfadanie Datova
: Pamat tokov 3 predspracovania A1 pravidiel [y Export cesta
: 4 Ap. 1 R
! | Akcie A I
' L
i [ Vyhladanie 2. | zasobik Co 4
7 gravidiel b AR o Pravidia SW |, Riadiaca
UH r |_' Ap. N FPGA pristup cesta
n :
Analyzator é v H Externa v .
a Exportér tokov pamat Tabulka Tabulka
_,_I oo zaznamov
A = I pravidiel o tokoch
Pakety Data pre’ kolektor
Obr. 3: Konceptudlna schéma SDM systému Obr. 4: Podrobnejsia schéma SDM firmvéru

4 Vysledky

Navrhnuty SDM systém je implementovany. Pritom je pouZitd akcelerana PCI Express karta s FPGA
¢ipom rodiny Virtex-7 v troch variantoch siefovych rozhrani: 8 x 10 GbE, 2 x 40 GbE a 1 x 100GbE. Vo
vsetkych troch pripadoch pripadad na samotné funkéne jadro SDM len neceld $tvrtina zdrojov firmvéru,
ktory celkovo zabera neceld polovicu zdrojov Eipu. Vykonnost vytvorenej realizdcie SDM je d alej otes-
tovand s ohladom na dosiahnutel'ny stupefi akcelerécie.

Prvym testom je meranie percenta paketov, ktoré je SDM firmvér schopny spracovat na zaklade
softvérom za behu vytvorenych pravidiel o tokoch. VyuZité je pri tom pravidlo rozpoznania tazkych to-
kov predstavené na konci sekcie 2. Vysledky testu su zanesené v grafe na Obr. 5, ktory ukazuje zavislosti
medzi hodnotou parametru % a ¢astou tokov povazovanych za tazké (prerusovand Ciara) a paketov ich
vyberom pokrytych (plné ¢iara). Je vidno, Ze s rasticou hranicou rozhodovania rapidne klesa podiel vy-
brany tokov, ale podiel nimi pokrytych paketov klesa len pozvolna. To vedie na rast priemerného poctu
paketov pokrytych jednym pravidlom (zisk zo zavedenia pravidla), ako ukazuje aj graf na Obr. 6. V gra-
foch tiez vidno rozdiel medzi analyticky a meranim zistenou efektivitou systému. Rozdiel (5 az 10 %
paketov) je spdsobeny istym Casovym oneskorenim zavddzania pravidiel ako reakcie na prvé pakety
toku v redlnom systéme, ktoré nie je pri analytickom vyhodnoteni brané do tvahy.

77



100 T T T T 1500

H —analyza
felo] = 4 ==simulacia
80/ '\’\—\.\__—v__\___’_\_\

12001

900r

—analyza
=—meranie

PR

600-

Paketov alebo tokov [%)]
3
Priemer [paketov/pravidlo]

LT
it T P
A

GO 1‘0 2‘0 30 40 50 GO 1‘0 2‘0 30 40 50
Hranica rozhodovania (parameter k) [paketov] Hranica rozhodovania (parameter k) [paketov]
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Dal3ie testy efektivity akceleracie SDM sii realizované pre redlnejsie pripady nasadenia systému a ich
vysledky sd zanesené v tabulke 1. Testované je nasadenie SDM na akceleraciu piatich roznych pripadov:
(1) zakladné NetFlow monitorovanie tokov [1], (2) detektor skenovania portov, (3) detektor utoku Hartb-
leed na HTTPS protokol, (4) podrobna analyza aplika¢ného protokolu HTTP a (5) zakladné monitoro-
vanie tokov obohatené o podrobni analyzu HTTP. Hodnoty zanesené do tabulky s dvojakého typu—
podiel vyuZitia podporovanych typov hardvérového predspracovania a objem redukovaného datového
toku do softvéru v jednotlivych pripadoch nasadenia. VSeobecne vidno, Ze aplikécie zamerané na podrob-
nejsiu analyzu Specifickych dat (2, 3, 4) vyuZivaji hlavne filtrovanie. Naproti tomu, aplikdcie vyZadujice
Statistické informécie o vSetkych paketoch na linke (1) vyuZivajui hlavne agregovanie. Nakoniec aplikacie
nepracujice priamo s ddtami paketov (1, 2) pouZivaji do istej miery aj extrakciu. Z poslednych dvoch
stipcov tabul'ky vidno, 7e dosiahnutd redukcia zifaze softvéru oproti pripadu bez pouzitia SDM je re-
lativne vysoka — vicSinou ide o redukciu poétu paketov aspoii pitkrat a bajtov este viac.

Pripad HW akcia [% paketov] | HW akcia [% bajtov] | SW zafaz [ %]

pouZitia ) | Ex | Ag | Fi ) | Ex | Ag | Fi |[Paketov|Bajtov
NetFlow —120.55|79.45 - —112.03|87.97 —|  20.66| 0.98
Port sken —|17.54 —182.46 —110.35 —189.65 17.54] 0.86
Heartbleed 491 - —195.09| 3.77 - —-196.23 491 3.77
HTTP 22.82 - —|77.18(27.82 - —|72.18|| 22.82] 27.82
HTTP+NetFlow |23.34|10.56|66.10 —1|28.50| 3.63|68.87 - 34.02| 29.00

Tabulka 1: VyuzZitie podporovanych typov hardvérového predspracovania v roznych pripadoch pouZitia

5 Stav a ciele dizertacnej prace

Prispevok predstavil sti¢asny trend zvySovania prenosovych rychlosti v po&itacovych siefach vedici na
nutnost vykonnej$ich monitorovacich a bezpe&nostnych systémov. Prave touto oblastou sa zaoberdm
v rdmci dizertacnej prace, kde som navrhol realizoval a zdkladne testoval prave popisany unikdtny
koncept flexibilnej akcelerdcie monitorovania oznaleny SDM. Zatial ¢o konkurencné postupy akce-
lerdcie monitorovania sa spoliehaji bud na &isto hardvérové rieSenia, ktorym chyba flexibilita alebo
na Cisto softvérové rieSenia, ktorym zase chyba vykonnost, predstaveny koncept SDM predstavuje cestu
vhodného spojenia hardvéru a softvéru pri zachovani ich vyhod a limitovani ich nedostatkov. Zakladny
koncept SDM ako je popisany v tomto prispevku bol uZ publikovany na IEEE konferencii INFOCOM
[9] a prezentovany na viacerych siefovych konferencidch (napr. IETF Meeting ¢ TERENA Networking
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Conference). Okrem toho boli publikované aj rieSenia viacerych Specifickych €asti systému, ako su od-
kazované priamo z textu prispevku. Aktudlne sa tiez o SDM pripravuje ¢lanok na vyZziadanie do Casopisu
IEEE Transactions on Computers. Prototyp systému je taktieZ aktudlne v testovacom reZime nasadeny
na produkcnej siete zdruzenia CESNET a ocakava sa jeho skoré produkéné nasadenie. O SDM prejavila
zéujem aj komercnd firma Invea-Tech, ktord ho chce zaradif do svojho portfélia produktov.

V ramci d'alSieho smerovania dizertaCnej prace sa chcem v priebehu druhého ro¢nika zaoberaf hlavne
experimentmi s akcelerdciou roznych aplikdcii z oblasti monitorovania a bezpecnosti pomocou SDM
na produkénej sieti ako aj jeho d al$im rozsirovanim a vylepSovanim. Pricom vysledky tohto snaZenia
planujem priebeZne publikovai. Nakoniec v trefom rofniku by som sa zameral na skonsolidovanie
vSetkych ziskanych vysledkov a spisanie findlneho textu dizertacnej prace.

6 Zaver

Prispevok ukazuje ndvrh a implementédciu nového konceptu (systému) flexibilnej akcelerdcie moni-
torovania vysokorychlostnych pocitacovych sieti. Uvadza tiez vybrané vysledky analyzy a testovania
vykonnosti na datach z redlnej siete, ktoré ukazujd, e vytvoreny systém je schopny napomoci mo-
nitorovaniu aplikacnych protokolov na rychlostiach liniek az do 100 Gb/s. Prezentované vysledky su
dosiahnuté v ramci dizertatnej prace na tému Softwarové Fizené monitorovdni sifového provozu, kto-
rej d al§im pokracovanim bude prehlbovanie experimentalnych vysledkov z nasadenia na redlnej sieti
a d'alSie vylepSovanie vlastnosti predstaveného konceptu SDM.
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Prispevok vznikol ¢iasto¢ne za podpory projektu VUT v Brne FIT-S-14-2297, projektu Centra excelencie
IT4Innovations CZ.1.05/1.1.00/02.0070 a vyskumného zdmeru MSM 0021630528. Prezentovana prica
je tieZ sicastou projektu MSMT “Velkd infrastruktura CESNET” s &islom LM2010005.
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Abstract. Fault-tolerance and attack-resistance are often discussed properties of embedded
systems but are rarely achieved at the same time. The deployment of fault-tolerant systems
demands some kind of reliability in hazard environment or the possibility of recovery in
case of failure of the system to protect human lives or to prevent damage to property. The
attack-resistant devices on the other hand protect the secrets/money or some other sensi-
tive information of others from being misused or stolen. But as the number of attacks on
software systems becomes more frequent and as the required education of attackers keeps
decreasing, the question is — “When will the safety-critical systems become a target of mali-
cious attacks?” The aim of this paper is to discuss various fault tolerant and attack resistant
system design approaches, to find common properties and to compare them to the ordinary
design flow of the embedded systems. The goal of this work is to discuss the possibility of
having both fault-tolerance and attack-resistance in embedded systems at the same time.

Keywords. Fault tolerance, attack resistance, FPGA, system design, system optimization

1 Introduction

Fault tolerant systems find many application areas like traffic control systems, where any kind of fault
(more or less of accidental nature) could result in system unavailability or failure that could lead to an
accident, damage to the property, or loss of lives. These systems emphasize their correct behaviour in
environments where the probability of fault generation is high and where the possible faults would result
in undesirable system failure. To counter this possibility, fault tolerant systems implement features to
increase their safety and reliability [1].

The attack resistant systems on the contrary protect their content from targeted attacks by human
individuals who observe the system behaviour for the purpose of finding weaknesses in the system to
take advantage of or who try to read the processed data from memories or buses to find secrets that could
be later misused to their advantage.

Therefore each of these systems implement their own measures to operate in a given desired environ-
ment according to their specification. Fault tolerant systems with some kind of attack resistant features
are rare, but examples can be seen in form of digital storage media (CDs/DVDs/Blue-Ray discs) that
use ECC (Error-Correction-Codes) to eliminate faults due to the scratches on the surface or due to some
other form of possible data corruption of physical origin. Some of the digital storage media may be
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copy-protected, thus they implement some form of DRM (Digital rights management) to protect their
content. But it is apparent that even though the digital storage media may implement both features of
fault tolerant and attack resistant systems, they can hardly be called safety-critical systems (e.g., systems
where failure of such a system could lead to disastrous consequences).

1.1 Should fault tolerant systems be attack resistant?

From the experience in the field of software attacks, the attacker in the 80’s was a professional who
completely understood the computer systems he was attacking. This kind of people were rare and it can
be said that their motivation was self-education and not committing the criminal activity. Nowadays the
number of attacks is high and the education or the necessary skills of the attackers are lower than before.
Among the factors influencing this phenomena are all kinds of tools, tutorials or security weaknesses
publicly available online, so all kinds of script kiddies are able to “play” hackers.

Although this involves mostly software systems, the question is “When will embedded systems be-
come a target of malicious attacks?” The truth is, that to attack the embedded system, the attacker needs
some kind of equipment — ordinary PC is often not enough for this kind of job. But there is special-
purpose hardware available like the COPACOBANA (Cost-Optimized Parallel COde Breaker) [2] and as
shown in [3], the prices of attacks on embedded systems can be kept low.

2 System design

When developing an embedded system, the designers have various resources at their disposal like allo-
cated time and effort to produce a device of desired quality and functionality. The produced device is
often optimized to suit its specifications and operation environment [4], [5], [6], [7].

To show some dependencies and difficulties in achieving both the fault tolerant and attack resistant
system, a triangle illustration is proposed as shown in Figure 1. The proposal is based on the optimisation
of the implementation, where the design is being optimised for higher speed (Time), smaller area (Area)
or lower power consumption (Power).

Figure 1: Optimization of the design implementation using three equally important vertices (Area, Time, Power).

As mentioned, the emphasized parameters (vertices) often depend on the specification of the system
and its deployment. For example the time-critical systems emphasize the speed of the operation, the low
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power devices minimize the power consumption and the area-emphasized systems require the design to
be as small as possible in order to fit the given area-constrains.

Needless to say that in ordinary consumer (low-cost) products often no one implements fault toler-
ant or attack resistant measures as fault tolerance is not required and attack resistance would cost more
time and effort to implement (see examples like hacking the baby monitors [8] or even sensitive military
equipment [9]). But there are also products that require attack resistance and developers spend time to
implement it — examples of such systems include payment cards or other devices that deal with some-
one‘s money or privacy. Other examples represent counter-piracy measures or devices that strongly fight
tempering like the Xbox gaming platform [10].

2.1 Fault tolerant design

Fault tolerant design aims at ensuring the correct behaviour of the system in unreliable environment.
The fault tolerant systems must be able to detect incorrect behaviour (and if desired to correct it). Such
a detection is carried out via monitoring and observing the system state during its operation (a feature
that is not very welcome in the field of attack resistant systems, as it may reveal information to the
attacker). To increase the system reliability (e.g., its fault tolerance), the system implements some sort
of redundancy (e.g., area/time/information redundancy).

The area redundancy can be in form of module replication (e.g., TMR — triple modular redundancy)
that masks the possible faults using majority function. Time redundancy does not duplicate any physical
modules, but instead duplicates the operation (i.e., the device sends the same information many times
or does the calculation repeatedly to ensure the correct result). The last is the so-called information
redundancy — this type of redundancy adds some other information (information bits) to the data to enable
checking its consistency. The information redundancy can be seen in form of ECC (error correction
codes) like parity checking, linear codes and cyclic codes.

From the system design point of view the fault tolerance is mostly paid by the area (size — physical
redundancy) of the device or time (computation time — time redundancy). In the triangle illustration in
Figure 2 it should be regarded as the cost of the fault tolerance of the device. In other words — in case a
low-latency system is desired, it cannot implement time redundancy and in case of a system with strict
area requirements (e.g., minimal area overhead), the system cannot implement physical redundancy. The
power consumption does not seem to be a “hot topic” in the field of fault tolerant systems as the minimal
power consumption is not emphasized in systems where fault tolerance is priority. For example it is
reasonable to assume, that the implementation of TMR would add some FT features but on the other
hand would increase the power consumption of the device. Therefore optimising/minimising the power
consumption of the FT device does not seem to be reasonable.

2.2 Attack resistant design

Attack resistant design protects the system from a malicious tempering by criminal individuals. Purpose
of the attack resistant systems is to hide the processed or stored data. To achieve this goal the attack
resistant systems implement some kind of cryptographic scheme (e.g., encryption/decryption algorithms)
so the stored data or the eavesdropped communication is not decoded by the attacker. These systems must
implement the attack resistance on multiple levels, e.g., on the lowest levels the designers implement
temper-resistant packages, memories, etc. And on the higher levels (software implementation levels)
they implement encryption/decryption algorithms to secure the processed data (communication) while
making the device itself temper-resistant to prevent reverse engineering or physical attacks. Some of the
attacks use the so-called side channels like exploiting the data dependency on the power trace to break

82



Figure 2: Comparison of system design approaches (vertices of interest) in the field of fault tolerant and attack
resistant systems. On the left the triangle illustration of the fault tolerant system shows the need to implement
redundancy by using area and time resources of the system to add some fault tolerant properties. The triangle
illustration on the right on the contrary points that in the field of attack resistant systems the power consumption is
discussed a lot as it can reveal secret information to the attacker.

the encryption. To counter this threat, the designers use special techniques to mask/hide the processed
data from the power trace [11].

Therefore, the power consumption is quite often discussed feature of the attack resistant systems,
as high variances in the power consumption make the power analysis attacks more feasible. The trian-
gle illustration in Figure 2 shows that unlike the FT systems, the AR systems pay a lot of attention to
optimizing the power trace produced by the device. Although this does not mean they want to make it
minimal, the designers need to optimize it in order to make the power attacks impractical.

2.3 Example of fault tolerant and attack resistant system

Figure 3 describes the proposed architecture of the fault tolerant and attack resistant system by an exam-
ple. In this case there is an automated train control system (a proposed project for the Prague subway),
where the control data are sent through wireless channel. The communication must be encrypted to en-
sure the system security. Of course the protocol itself must be designed in a way to make eavesdropping
of the communication and later replay attacks useless. Also the device must be secured against physical
attacks (temper resistant), as the module might be acquired by some unauthorized means (e.g., stolen
from the depot, schematics or documentation might leak outside, etc.). Another problem might be in the
operational expectancy of the device. To operate in such a system like public transport, every module
(even the encryption/decryption module) must fulfil the requirements of local safety specifications and
regulations [12]. Also as is common in the field of fault tolerant systems, the module might be in use
for a long time (decades) without changes to its settings or design, which places high demands on strong
key management.

3 Evaluation of the attack-resistance using the DPA

The evaluation of the attack resistance of the system uses a set of known attacks, that is calculated using
the necessary time and cost of the equipment (tools, lab, computational power) required for the successful
attack. In other words — the higher the price of the attack, the more secure the system is. For the purpose
of the PhD thesis, the DPA (differential power analysis) will be used to evaluate the attack resistance
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Figure 3: Illustration of usage of proposed encryption/decryption unit for the Prague subway.

of various fault tolerant implementations, as it is regarded as a low-cost and easy to implement attack,
that exploits the dependency of the power trace on the processed data. Furthermore, it is a non-invasive
technique that does not place high demands on the necessary equipment and the skill of the attacker [13].
Modern cyphers like AES (advanced encryption standard) will be implemented, that have been already
proven to be resistant to the exhaustive key search and regarded as strong cypher [14]. The weak point of
such algorithms is their own implementation, from which the attacker can reveal secret information like
the encryption key. Power consumption of the cyphers implemented on the Evariste II FPGA evaluation
board will be exploited using the reference cypher design to calculate the nominal number of traces that
are needed to execute a successful attack. After that the cypher will be modified so that it is implemented
using some of the fault tolerant “best practices”. Among those TMR, error-correction-codes or some
other forms of redundancy like multiple repetition of the calculation can be the mentioned. Although it
is not expected, that this set of redundancies would change much in the form of attack resistance of the
cypher, the aim is to get some basic results that could be later used in combination with attack-resistant
“best practices” like hiding or masking the power trace.

3.1 Goals & Proposed results

The goal of the PhD thesis is first to summarize the attack resistance of different fault tolerant imple-
mentations, so that the cryptographic schemes can be included into the fault tolerant systems without
jeopardizing the assessment of the system fault tolerance and still maintain its level of attack resistance.
According to the results of the DPA measurement that are planned for the near future, next course of
research might be chosen, like enhancing the current methods or selecting a different form of attack that
would be used during the assessment.

4 Conclusion

This paper points at some basic approaches in fault tolerant and attack resistant system design with
respect to the common system design. In case the system intends to implement some features of fault
tolerance or attack resistance, it must be taken into account at the beginning of the development process.
From the thoughts presented in this paper the consideration of the power consumption during the design
of the fault tolerant systems may increase their attack resistance. But in order to have fully attack resistant
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and fault tolerant system at the same time, the cryptographic scheme must be implemented using fault
tolerant “best practices”, which may degrade the security properties of the whole design.

The aim of the future research will be to evaluate the described practices and to preserve the fault
tolerance of the system by adding some cryptographic features to increase its attack resistance with the
focus against the power analysis attacks.
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Abstrakt. Silna konkurence mezi ti¢astniky trhu na elektronickych burzach si vyzaduje ne-
ustalé snizovani latence systému pouzivanych pro obchodovani na burze. Posledni snahy ve-
dou k realizaci celého systému na ¢ipu FPGA, ¢imz dojde k odstranéni latence prenosu dat
po systémové sbérnici. Nékteré dilezité podcasti systémi v§ak nebyly zatim pomoci FPGA
akcelerovany. Prikladem takového problému je sprava knihy s neomezenou hloubkou, ktera
se pouzivd na vyznamnych akciovych burzich. Vzhledem k pamé&fovym a vypocetnim
narokim tohoto problému jsme navrhli novou hybridni hardwarovo-softwarovou architek-
turu, kterd na zdkladé zprav pfichdzejicich z burzy vytvéii aktudlni knihu s nejleps$imi ce-
nami. V hardwaru je udrzovano pouze nejlepSich N cenovych hladin, zbytek je uloZen
v operacni paméti pocitace. To umoziuje spravovat polovinu vsech akcii (4 000 instrumettt)
pomoci jednoho FPGA cipu. Latence aktualizace cenovych hladin v hardwaru je pouhych
27 ns. Propustnost hardwarové jednotky je 75 milionti zprav za vtefinu, cozZ je 140 krat vice
nez prenosova rychlost dat z burzy.

Klicova slova. obchodovani, burza, FGPA, HW-SW codesign, High Frequency Trading

1 Uvod

Finan¢nim trhim dnes dominuje elektronické obchodovani, kdy jednotlivi Gcastnici trhu komunikuji
s burzou pomoci zasildni zprdv pies pocitacovou sit. V hojné mife se pouZivaji techniky algoritmického
a vysokofrekvencniho obchodovani (High Frequency Trading, HFT). Obchodnik se nezamétuje na rea-
lizaci konkrétnich obchodi, ale nastavuje parametry algoritmu, ktery pak fesi samotné obchodovani.

HFT obchodnici vyuZivaji nejnovéjsi sifové technologie, aby dosahli vyhody oproti zbytku trhu.
jejich systémt, coz je pro né klicovym faktorem pro dosaZeni zisku. Z toho divodu je vénovano velké
usili v komeréni i akademické sféfe pro urychleni systému pro obchodovani na burze.

Pfi zrychlovéni t&chto systémi byla nejprve snaha sniZit latenci pienosu dat ze sitového rozhrani
do procesoru pomoci specidlnich akceleracnich karet [1] [2]. Dalstho snizovani latence bylo dosaZeno
akceleraci dekédovani zprav z burzy [3] [4]. Nejnovéjsi snahou v oblasti akcelerace obchodnich systému
je realizace celého systému na ¢ipu FPGA [5]. Tim je odstranéna latence pfenosu paketi po systémové
sbérnici a je dosaZeno nejniZ$ich moznych latenci. Ne v§echny ¢asti obchodniho systému se vSak podatilo
pomoci FPGA akcelerovat. Lockwood [5] napr. nefesi spravu knihy, kterd je vSak zdsadni pri zpracovani

toku dat z burzy. V [6] je sice navrZena architektura pro spravu agregované knihy s omezenou hloubkou,
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ovSem nékteré vyznamné a zejména akciové burzy pouzivaji tzv. knihu s neomezenou hloubkou (viz
sekce 2), kterd zatim nebyla akcelerovdna pomoci technologie FPGA.

Tento piispévek predstavuje hybridni hardwaro-softwarovou architekturu, kterd umoziuje spravu
knihy s neomezenou hloubkou. V hardwaru je udrZovano pouze nejlepsich N cenovych hladin, které je
mozné aktualizovat s latenci pouhych 27 ns. Software obsahuje kompletni obraz vSech hladin a v pfipadé
potfeby dopliuje chybéjici data do hardwaru. Déle je analyzovan kompromis mezi poctem cenovych
hladin uloZenych v hardwaru, rizikem podteceni a poctem zprdv prendSenych po systémové sbérnici.
Vyslednd architektura byla syntetizovana do technologie Virtex-7 a dosahuje frekvence 150 MHz. S vy-
uzitim dvou moduld QDR SRAM o celkové kapacité 144 Mibit je mozné ukladat obraz burzy az pro
4 tisice finan¢nich instrumentt, coZ piedstavuje polovinu celé burzy NASDAQ.

2 Definice problému

Finan¢ni burza je instituce, kterd umoZziiuje obchodovat rizné finan¢ni instrumenty, napf. akcie, de-
rivatové instrumenty nebo komodity. Aktudlni cena (kurz) obchodovanych instrumentt se obvykle urcuje
pomoci pribézné oboustranné aukce mezi nabidkovou (prodejni) a poptavkovou (ndkupni) stranou.

Obchodni entity zasilaji na burzu své aktudlni pozadavky pomoci obchodnich pfikazt. Pfikladem ta-
kového obchodniho piikazu mize byt kup 50 akcit firmy Apple za 91 dolari. Burza se prichozi pozadavky
snazi nejdiive sparovat, tzn. najit odpovidajici nakupni a prodejni prikaz a provést transakci. Pokud
ovSem neni mozné najit vhodnou protistranu, obchodni piikaz zGstane ulozeny v tzv. knize.

Kniha obsahuje vSechny neprovedené obchodni piikazy pro registrované finan¢ni instrumenty. O aktu-
alnim stavu knihy musi burza informovat své uZivatele. V zdkladnim reZimu burza jednoduSe pteposila
informace o jednotlivych obchodnich piikazech uzivatelim. Pokud tedy obchodnik zada novy pozadavek,
ktery se nesparuje, burza mu ptifadi unikatni identifikator a posle zpravu typu ADD v§em uzivatelim. Tato
zpréava vyjadfuje pfidani nového prikazu do knihy a obvykle obsahuje identifikator pfikazu, identifikator
instrumentu, poZadovanou cenu, mnoZstvi a pfiznak, zda se jednd o ndkup ¢i prode;.

V pripadé, ze se obchodnik rozhodne zménit sviij existujici piikaz, generuje burza zpravu typu
MODIFY. Tato zprava obvykle obsahuje identifikator pfikazu, zménénou cenu a zménéné mnozstvi. Tato
zprava nemusi obsahovat ani identifikator instrumentu ani pivodni hodnoty ceny a mnozstvi, jelikoZ tyto
informace byly zaslany predchozi zpravou typu ADD.

Posledni pouzivany typ zpravy je DELETE. Tato zprdva vznikd, kdyz uzivatel zrusi svij piikaz,
nebo pokud je tento prikaz sparovan a proveden. Zpravy typu DELETE jiz mohou obsahovat pouze
identifikdtor piikazu, protoZe ostatni informace jsou znamy z predchozich zprav ADD a MODIFY.

Pro obchodniky na burze neni podstatna informace o jednotlivych piikazech v knize. Obchodni al-
goritmy obvykle pracuji s hodnotami nejlepSich cen, na kterych se dané instrumenty obchoduji. Systém,
ktery zpracovava ptichozi zpravy z burzy, tedy musi z informaci o obchodnich piikazech vytvofit agre-
govanou informaci o nejlepsich cenédch. Principem tohoto zpracovéni je sdruZit piikazy se stejnou cenou,
akumulovat jejich poZadovand mnoZstvi a vysledné cenové hladiny néasledné sefadit. Tim vznikd agrego-
vana kniha, kterd je popsana napr. v [6]. PoCet cenovych hladin v tomto piipadé je teoreticky neomezeny,
protoZe jednotlivé ceny zaddvaji samotni uZivatelé. Tato kniha se proto n€kdy oznacuje jako kniha s ne-
omezenou hloubkou.

Vzhledem k vynechédvani polozek ve zpravach MODIFY a DELETE je nutné uklddat informace pro
vSechny pfikazy. Pro kazdy pfikaz musime ulozit jeho identifikdtor (64 bitl), cenu (32 bitl), mnoZstvi
(32 bitt), identifikator instrumentu (15 bit) a pfiznak nakup/prodej (1 bit). Celkem tedy 144 bitti pro
kazdy piikaz.

Agregovand informace cenovych hladin obsahuje cenu (32 bitl), akumulované mnozstvi (32 bitt) a
pocet akumulovanych piikazt (16 bitl), coz je celkem 80 bitt.

Celkové pamé&fové naroky problému spravy knihy s neomezenou hloubkou zdvisi na po¢tu pifkazid,
které uzivatelé béhem dne zadaji, a na poctu cenovych hladin, které tak vzniknou. Jednou z nejvétSich
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a nejfrekventovanéjSich burz, které pouzivaji tento typ poskytovani informace o stavu trhu, je akciova
burza NASDAQ. V nasledujici kapitole je tedy popsana analyza datového toku z této burzy.

3 Analyza

Pro analyzu paméfovych ndrokd spravy knihy s neomezenou hloubkou byl pouzit celodenni zdznam
datového toku NASDAQ ITCH4 ze dne 3. 10. 2013. Na této burze se obchoduje necelych 8 000 akcii
(instrumentti). Maximalni pocet piikazi v knize béhem dne byl vice nez 1,5 miliénu. Pfi 144 bitech na
jeden prikaz pak potfebujeme minimalné 206 Mibitl pro uloZeni vSech piikazt v knize. Tento objem dat
neni mozné uloZit do paméti na ipu, je oviem mozné vyuZit externi statickou pamé&f.

Tyto piikazy pak vytvafely témét 350 tisic cenovych hladin na ndkupni i prodejni strané, celkové
tedy 700 tisic cenovych hladin. Pro 80 bitli na cenovou hladinu pak dostavime 54 Mibitti. Tento objem
dat rovnéZ neni mozné ulozit do paméti na Cipu ani u posledni generace technologie FPGA. Externi
pamé{ pro tento typ dat nepfipadd v tvahu, jelikoZ cenové hladiny je nutné uchovdvat jako sefazeny
seznam podle hodnoty ceny. Maximalni pocet hladin na jeden symbol je pritom témér 3 000. I pfi vyuziti
stromové struktury, kterd dosahuje logaritmickych Cast pro vlozeni polozky, by nalezeni pozice nové
cenové hladiny trvalo nepripustné dlouho.

Z analyzy celkovych pamé&fovych nédrokd a délky seznamu cenovych hladin vyplyvd, Ze nejsme
schopni fesit cely problém spravy knihy s neomezenou hloubkou na Cipu FPGA. Nabizi se moZnost
na ¢ipu uchovdvat a aktualizovat pouze nékolik nejlepSich cenovych hladin. Tuto mySlenku podporuje
typické chovani obchodnika na burze, ktery sva rozhodnuti vykonava podle nékolika nejlepsich cenovych
hladin v daném case. Pro podpofeni této myslenky jsme provedli analyzu lokdlnosti pfistupd do seznamu
cenovych hladin.

Pro celodenni zdznam z burzy jsme uklddali do histogramu cenovou hladinu, kam pfistupuji jednot-
livé operace ADD, MODIFY a DELETE. Charakter pfistupt pro jednotlivé operace byl podobny, stejné tak
se podobal histogram piistupi pro nakupni a prodejni stranu. Na obrazku 1 je akumulovany histogram
pro vSechny operace na nakupni i prodejni strané.
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Obrazek 1: Histogram rozloZeni pfistupt na jednotlivé cenové hladiny

Z histogramu vyplyva, Ze pfistupy k jednotlivym cenovym hladindm vykazuji silnou lokalitu. Pies
94 % vsech piistupti bylo k prvnim 24 hladindm, pro 32 hladin to bylo jiz 97 % piistupt. K hladindm 41
az 3000 vede pouhych 1,5 % piistupl. Nutno ov§em poznamenat, Ze histogram nezohledriuje posun ce-
novych hladin v ¢ase. Jednotlivé hladiny jsou totiZ béhem dne pfidavany ¢i naopak odmazdvany. Je tedy
klidné mozné, Ze aktudlné prvni zdznam v seznamu mohl byt jesté pfed nékolika médlo mikrosekundami
v tabulce zanofeny mnohem hloubéji.
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Lokalita pfistupti k cenovym hladinam tedy podporuje myslenku uchovéavat na ¢ipu pouze nékolik
nejlepsich cenovych hladin. Vzhledem k dynamické povaze této datové struktury je ovSem nutné fesit
pripadné podteceni, kdy se na horni pozice v tabulce dostdvaji zdznamy, které byly pied casem mimo
nékolik nejlepsich cenovych hladin.

4 Architektura

Na zdkladé analyzy operaci na burze v pfedchozi sekci navrhujeme uklddat v hardwaru pouze nejCastéji
piistupované cenové hladiny a zbytek udrzovat v operaéni paméti pocitace, kde spravu knihy zajistuje
software. éip FPGA slouZi jako hardwarové cache. Poskytuje nejlepsi cenové hladiny obchodnimu algo-
ritmu s co nejniZsi latenci. Zpravy z burzy jsou pouZity pro rychlou aktualizaci téchto hladin. Software
zpracovava vsechny zpravy a udrzuje kompletni obraz knihy. Pfi odstranéni nékterych cenovych hladin
je tak software schopen detekovat podteceni v hardwaru a dodat chybéjici informaci zasldnim specidlni
zpravy po systémové sbérnici.

Problém spravy knihy s neomezenou hloubkou Ize rozdélit na tii podproblémy. Prvni fazi je prevod
identifikdtoru instrumentu na interni zkracenou adresu. Pro feSeni tohoto podproblému Ize pouZit archi-
tekturu popsanou v [6]. Vystupem této jednotky jsou pak zpravy z burzy obohacené o adresu instrumentu.

Druhou fazi je tabulka vSech piikazi z burzy. Jedna se o dynamickou tabulku, jelikoZ piikazy béhem
dne vznikaji a zanikaji. Vzhledem k velkému mnozstvi pifikazii na burze je nutné pouziti hasovacich
funkci, aby byla zajiSténa nizka latence a vysoka propustnost. Navrhujeme proto pouzit kukac¢¢i haSova-
ni [7], které se vyznacuje rychlym vyhleddnim polozky a efektivnim vyuzitim paméti [8] [9].

Komponenta s tabulkou piikazl tedy zpracovava zpravy ADD, MODIFY a DELETE. V zdvislosti na
typu zpravy je pfidan novy prikaz, nebo smazdn ¢i upraven existujici piikaz. Informaci o jednotlivych
pfikazech musime pfevést na udaje o cenovych hladindch, jak bylo diskutovano v sekci 2. Kazda zprava
z burzy generuje aktualizaci pro tabulku cenovych hladin. Zprdva ADD vede k navySeni mnoZstvi u dané
cenové hladiny. Velikost tohoto navySeni je ddna pravé mnoZstvim v nové pfidaném piikazu. Zprava
DELETE naopak vede ke sniZzeni mnoZstvi u dané cenové hladiny. Zprdva MODIFY muzZe zpusobit
navyseni i snizeni mnozstvi. Vysledek zavisi na tom, jak byl piikaz zpravou upraven.

Posledni komponentou architektury je tabulka cenovych hladin, ktera tyto hladiny uchovava a aktu-
alizuje na zdklad& zprdv z tabulky piikazi. Pro kazdy instrument je vyhrazena pamé&t pro uloZeni N ce-
novych hladin. Parametr NV je konfigurovatelny a jeho vyznam je bliZe diskutovan v sekci 5. S prichodem
zpravy z tabulky pfikazd se nejdfive vylte zdznam pro dany instrument. Adresa byla vypoéitana jiz
v ramci tabulky instrumentd, navic byl k adrese pfidan bit s pfiznakem ndkup/prodej. Cenové hladiny
jsou tedy uloZeny pro ndkupni i prodejni stranu zv143(.

Aktualizace z tabulky piikazi mohou zptsobit jednu z nasledujicich operaci v tabulce cenovych
hladin:

e Upraveni cenové hladiny, pokud se dand hladina v tabulce jiz nachazi. MnoZstvi u prikazu je
pfi¢teno nebo odecteno od hodnoty uloZené v tabulce.

e VloZeni nové cenové hladiny, pokud se navySovand cena v tabulce je$té nenachdzi. Toto vyZaduje

posunuti niz$ich hladin o jednu pozici dola.
e Odstranéni cenové hladiny, pokud u aktualizované hladiny dojde ke snizeni mnozstvi na nula. Toto
vyzaduje odsunuti niZsich hladin o jednu pozici nahoru.

Aktualizacni operace jsou realizovany paralelné pomoci procesnich elementd (PE) u kazdé cenové
hladiny. V nasledujicim textu budeme oznacovat cenové hladiny jako PL; a odpovidajici elementy jako
PE;prol < i < N. KaZzdy element PE; ma 4 datové vstupy, jsou to PL; 1, PL;, PL;;; a nova
cenovd hladina P L, kterd je vytvorena ze vstupni zpravy. Dile mé kazdy element jeden fidici vstup
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Obrézek 2: Architektura procesniho elementu

OP, ktery znaci typ aktualizacni operace, a jeden fidici vystup cmp;, coZ je vysledek porovnani mezi
soucasnou (PL;) a novou (PL,,,) cenovou hladinou.

Podrobné schéma procesniho elementu je na obrazku 2. Blok CMP porovndva vstupni cenovou hla-
dinu PL; s novou hladinou PL,,,, a vytvari signdl cmp,. Blok MODIFY realizuje zvyseni nebo snizeni
mnoZstvi u cenové hladiny, pokud se soucasnd a novd cena rovnaji, jinak tento blok pouze preposle
novou cenovou hladinu. Vysledek porovnani a typ aktualizacni operace O P jsou pouzity také v bloku
SEL_LOGIC pro vypocet signdlu SEL u vystupniho multiplexoru MX. Typ aktualiza¢ni operace urcuje
smér posunuti, vysledek porovnani urcuje, jestli je dand hladina pod nebo nad aktualizovanou hladi-
nou a tedy zda se ma posouvat. Multiplexor jednoduse vybere jeden ze svych vstupt a tim realizuje
pozadovanou aktualizacni operaci.

Propojeni mezi jednotlivymi procesnimi elementy je zobrazeno na obrazku 3. Kazdy element nacte
odpovidajici cenovou hladinu z paméti a vy¢tenou hodnotu posle obéma svy sousedim (vstupy PL; 1 a
PL;1). Vstup s novou cenovou hladinou je sdileny vSemi elementy, které ji porovnaji se svou cenovou
hladinou PL;. Vysledky vSech porovnani cmp; jsou zpracovany jednotkou control logic, kterd
urci typ aktualizacni operace OP (zména, vloZeni nebo smazani hladiny). Jednotlivé elementy pouZiji typ
operace k vybrani vystupni cenové hladiny, ktera je pak zapsana zpét do paméti. Nejlepsi cenové hladiny
jsou také pteposlany do obchodniho algoritmu (neni v obrdzku zakresleno).

5 Vysledky

Hardwarovou architekturu popsanou v pfedchozi sekci jsme implementovali v jazyce VHDL. Jako testo-
vaci platformu jsme pouZili kartu COMBO-80G, ktera je osazend Cipem Virtex-7 XC7VX690T a dvéma
pamé&fovymi moduly QDR-II+ SRAM o velikosti 72 Mibit.

Nasi implementaci jsme vysyntetizovali pomoci néstroje Xilinx Vivado verze 2013.4. Maximalni
dosazitelnd frekvence je 165.5 MHz, pro redlny obvod bylo pouzito 150 MHz. Pro kombinacni ¢4st ob-
vodu, ktera zajisfuje paralelni aktualizaci viech cenovych hladin, jsme nastavili omezujici podminku po-
volujici zpracovani jedné aktualizace ve dvou hodinovych taktech. Propustnost jednotky je tedy 75 mi-
liént aktualizaCnich zprav za vtefinu, coz je 140 krat vice nez pfenosova rychlost analyzovanych dat
z burzy. Zpozdéni jednotky je pak 4 takty, kromé 2 takti pro samotnou aktualizaci je potfeba takt na
vycteni zdznamu z paméti a takt na zapis vysledku, celkem tedy 27 ns.

Vzhledem k omezenému mnoZstvi externi statické paméti (144 Mibitll) neni mozné na této karté
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Obrézek 3: Architektura bloku aktualizace cenovych hladin

ulozit obchodni pfikazy pro vSechny obchodované instrumenty. Bylo proto nutné pro zpracovani burzy
NASDAQ pouZit 2 karty, pficemz kazda méla ptidélenou polovinu (4 000) instrumentu.

Daéle bylo potfeba feSit omezené mnoZstvi paméti na ¢ipu. Objem spotiebované paméti je ovlivnén
dvéma parametry, jednak poCtem instrumentt a dale pak poctem uchovavanych cenovych hladin V.
Zavislost spotieby zdroji na téchto dvou parametrech ukazuje tabulka 1.

Pocet hladin 4096 instrumentu 8192 instrumentu
Registry LUT BRAM Registry LUT BRAM
8 740 (0%) 5551 (1%) 242 (16%) | 783 (0%) 5600 (1 %) 483 (32 %)
16 844 (0%) 8441 (1%) 482 (32%) | 862 (0%) 10646 2%) 963 (65 %)
24 680 (0%) 11951 2%) 722(49%) | 680 (0%) 13393 2%) 1443 (98 %)
32 806 (0%) 15310 3%) 962 (65%) | 911 (0%) 15411 (3%) 1923 (130 %)

Tabulka 1: Porovnani spotieby zdroju pro riizné pocty symbolil a cenovych hladin

Z tabulky vidime, Ze pocet obsazenych registri a LUT je velmi nizky i pro 8192 instrumentd a 32
cenovych hladin. Objem zabrané paméti na Cipu roste linearné jak s poctem instrumentd, tak s poctem
cenovych hladin. Pro 4096 instrumenti miZeme uloZit az 32 hladin, pro 8192 instrumentu je to jen 16.

Kromé vyhodnoceni hardwarové architektury bylo nutné analyzovat synchronizaci se softwarem.
PouZili jsme stejny zdznam z burzy jako v sekci 2. Zaznamendvali jsme poCty zprdv do softwaru a ze
softwaru. Dale jsme pak pro rtizné pocty cenovych hladin v hardwaru sledovali nejhlubsi podteceni
(minimdlni pocet platnych hladin) a pocet, kolikrét byl pocet hladin niZsi jak 5. Hodnota 5 byla zvolena
proto, Ze tento pocet hladin Casto poskytuji jiné burzy, které podporuji agregovanou knihu.

Nameétené vysledky jsou v tabulce 2. PocCet synchronizac¢nich zprav, které generuje software, i pocet
zprav odesilanych z hardwaru klesa s po¢tem cenovych hladin. To je zptisobeno tim, Ze se vzristajicim
poctem hladin roste pocet symbold, které 1ze celé uchovavat v hardwaru a neni nutna synchronizace. Se
vzristajicim poctem hladin také prirozené klesd riziko podteceni. Pouhych 8 hladin je nedostacujicich,
dochazi k Castym podtecenim az na O platnych hladin. I pro N = 16 obcas dochézelo k podteceni pod
sledovanou hodnotu 5. V piipadé 24 a 32 hladin jiZ k podteceni nedochdzelo, v hardwaru bylo vzdy
k dispozici alespoil 50 % z uchovavaného poctu hladin.

Z této analyzy tedy vyplyva, Ze vétsi pocet cenovych hladin v hardwaru je vyhodny jak z hlediska
sniZeni rizika podtecent, tak z hlediska vytiZeni systémové sbérnice pfenosem zprav. Rozhodujicim fak-
torem je tak mnozstvi paméti na Cipu. UZivatel se midZe sdm rozhodnout, jaky pocet cenovych hladin
vyZaduje ukladat v hardwaru a na zdkladé€ toho pripadné snizit pocet podporovanych symbold.
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Pocet hladin | Zpravy z HW do SW | Zpravy ze SW | Nejnizsi hladina | PresaZeni hranice
8 6184321 887270 0 42487
16 5624632 327581 4 88
24 5449269 152218 13 0
32 5360302 63251 21 0

Tabulka 2: Analyza vlivu poctu cenovych hladin na riziko podteceni a objem piendSenych zprav

6 Zaver

V tomto piispévku byl predstaven problém spravy knihy s neomezenou hloubkou v aplikacich pro
nizkolaten¢ni obchodovani na burze. Tuto dlohu je potfeba akcelerovat pomoci FPGA c¢ipu. Navrhli
jsme tedy hybridni architekturu, kterd umozinuje ukladani hornich hladin knihy v hardwaru a dopliiovani
spodnich hladin ze softwaru pfenosem dat po systémové sbérnici. Ukdzali jsme také, jaky vliv ma pocet
hladin v hardwaru na vytiZeni sbérnice a riziko podteceni. Pokud je ndm znamo, jednd se o prvni pu-
blikované feSeni tohoto problému v FPGA. Latence aktualizace cenovych hladin je pouhych 27ns a
maximdlni moZzna propustnost je 75 miliont zprav za vtefinu.

Vysledky prezentované v tomto piispévku vznikly v rdmci feSeni dizertaéni prdce na téma hard-
warové architektury s nizkou latenci, které by mély byt vyuZitelné zejména v oblasti algoritmického
obchodovani na burze. Pfedchozi architekturu problému spravy knihy jsem zobecnil pro knihu s neome-
zenou hloubkou. Tyto problémy nebyly dosud v hardwaru feSeny. Dal§im pokracovdnim této prace by
mélo byt vylepSeni stavajici architektury (optimalizace kukacciho hasovani pro tabulku piikazi, detailni
specifikace a analyza synchronizace se softwarem, ...) a zobecnéni pro dal$i pfipady uZiti. Praktické
nasazeni totiZ typicky vyzaduje vstupy z vice burz a tedy vice instanci spravy knihy na Cipu, coz vyrazné
komplikuje pfistupy k pam&fovym rozhranim.
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Abstrakt: Poruchy oneskoreni na ceste v digitdlnom obvode su testované nad mnozinou
vybranych kritickych ciest. Ich vyber je na zaklade statickg] casove analyzy (STA),
dynamickel casovel analyzy (DTA), pripadne inych metdd. Na oneskorenie Sirenia
signau vsak vplyvaju viaceré parametre ako sl pokles napgacieho napétia, prechody
medzi silikénovymi vrstvami pri 3D integrovanych obvodoch, ¢asté prepinanie vstupov,
typ Sireng hrany a iné, ktoré moézu zvysit' kriticnost cesty. Vplyv jednotlivych
parametrov na oneskorenie je znamy. AvSak vzgomny vplyv tychto parametrov a tym g
kriticnhost’ cesty pri ich hl'adani nie je dosial’ publikovany. Prispevok prezentuje navrh
novel metody hradania kritickych ciest v digitdnych systémoch na zaklade viacerych
parametrov s nastavitel'nou vahou.

Kracové dova: digitdlne obvody, poruchy oneskoreni, poruchy oneskoreni na ceste,
kritickeé cesty, kriti¢nost’ cesty.

1 Uvod

V testovani digitdnych obvodov bol doposial’ definovanych vel’ky po¢et modelov portch oneskoreni a
metdd generovania testov. Doteraz boli vyvinuté a sl v znaénej miere pouzivané tri zakladné modely
portch oneskoreni: poruchy na prepojeniach, poruchy oneskoreni na ¢lenoch a poruchy oneskoreni na
cestéch.

Model poruchy oneskoreni na cestach je najzlozitej$i z tychto modelov, nakol’ko ich poruchy
tvoria sticet oneskoreni od vstupu obvodu po jeho vystup. Je schopny detekovat’ g malé distribuované
oneskorenia od vstupov (alebo vystupov preklapacich obvodov) po vystupy (alebo vstupy
preklapacich obvodov) v obvode. V zlozitych digitalnych obvodoch existuje velky pocet ciest, ktory
exponencialne rastie s po¢tom logickych ¢lenov. Z toho dovodu nie je mozné otestovat’ v3etky cesty a
voli saiba ur¢ita mnozina ciest, ktoré sa nazyvaju kritické cesty. Na vyber kritickych ciest sa pouziva
vel'a algoritmov a su zalozené na viacerych roznych kritériach. V sucasnosti sa definuju kritické cesty
zo statickej ¢asove analyzy (STA - Static Time Analysis), ktora predpoklada informécie o ¢asovani
navrhnutého obvodu priamo z vyroby. Tieto algoritmy spgjaju vyhody globalneho pristupu na vysSe)
arovni a priestorového pristupu na zaklade presného rozmiestnenia ciest a logickych ¢lenov priamo na
Cipe. Tym prispieva U k vyS3g kvalite testu a menSieho poctu ciest. Testovacie vektory pre poruchy
oneskorenia na tychto cestach sl vygenerované algoritmami automati ckych generatorov testov (ATPG
- Automatic Test Pattern Generation).
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Niektoré z kritickych ciest su oznacené ako netestovatelné, nakol’ko pre ne neexistuje dvojica
testovacich vektorov, ktora by zabezpecila nabeznti, alebo dobeznti zmenu Sireného signalu na danej
ceste. Tieto poruchy moézu byt pocas prevadzky maskované, ale ich vzajomnou akumulaciou moze
nastat’ prekrocenie akceptovatel'nej miery oneskorenia. Ako riesenie tohto problému bola navrhnuta
metdda navrhu pre testovatel'nost’ (DFT - Design For Testability) zmeny netestovatel’nych ciest na
testovatel'né pridanim jedného logického ¢lena [1], alebo multiplexora [2], v mieste, kde vznika
netestovatel'nost’ danej cesty . Miesto sa nachadza mimo netestovatel'nej kritickej cesty na vstupe
niektorého z jej logickych ¢lenov. Pridanie nového logického ¢lena, alebo multiplexora, vsak nie je
mozné na cesty, ktoré s uz kritické, alebo by sa pridanim nového ¢lena kritickymi stali, nakol’ko by
sa do danej cesty vnieslo d’alsie oneskorenie vkladaného ¢lena. Touto metédou je mozné v niektorych
obvodoch zvysit’ pokrytie az na 100 % a Uplne tak odstranit’ netestovatelné cesty.

Nasledujuca kapitola opisuje parametre, ktoré maji vplyv na kriticnost’ cesty. Architekttra
navrhovaného systému je v kapitole 3, Experimentalne vysledky v kapitole 4, ciele dizerta¢nej prace v
kapitola 5. Zaveru je venovana kapitola 6.

2 Parametre vplyvajlce na oneskorenie

Z analyzy problematiky kritickych ciest a ich vyberu mozno konstatovat, ze kvalitu testu a vyber
kritickej cesty ovplyviiuja viaceré parametre. Su to najma:

e Robustnost’ testu — robustny test je najvhodnej$im typom testu, nakolko porucha je
detekovatel'na aj v pripade pritomnosti inej poruchy v obvode, ktord nie je maskovana.
Kombinacia ATPG zalozen¢ho na ¢asovych informaciach a robustného generovania testu moze
vyznamne zvysit’ kvalitu testu [3].

e Zmeny logickych hodn6t (MIS - multiple input switching) — ¢asté zmeny logickych hodnét na
vstupoch logického ¢lena mimo cesty (off-path) moézu spdsobit’ zvySenie oneskorenia Sirenia
zmeny logickej hodnoty az o 36 %. Robustnost’ testu v tomto pripade nema vplyv na zvySenie
oneskorenia [4].

e Typ Sirenej hrany — oneskorenie pri Sireni nabeznej a dobeznej hrany signalu je rozne. Této
asymetria sa zmenou technologie CMOS zo 65 nm na 40 nm zvysila z 22 % az na 51 % [5].

¢ Nedefinované hodnoty — parameter, ktory definuje kol’ko bitov z testovacieho vektora moze
nadobudat’ nedefinovan(i hodnotu - X z 5-hodnotovej logiky, pricom x€{0, 1}. Cim viacej
nedefinovanych logickych hodndt X sa v testovacom vektore nachadza, tym menej je cesta
povazovana za kriticku, nakol'ko je mozné velku ¢ast’ jej hodnot pomocou kompresie upravit
tak, aby sa eliminovali vplyvy na ostatné parametre.

e PouzitePnost’ cesty vo funkénom rezime — urcuje nakol'’ko nastavaju zmeny logickych hodnot
vo funkénom rezime obvodu na danej ceste. Urcit hodnotu pre tento parameter je mozné
napriklad pomocou simulacie funkéného rezimu obvodu. Vol'ba tohto parametru je dolezita, aby
sa netestovali zmeny logickych hodndt na cestach, ktoré v redlnej prevadzke obvodu nikdy
nenastant, alebo nastant len minimalne ¢i v Specialnych pripadoch. V [6] sa uvadza, Ze cesty, U
ktorych scitlivenie vo funkénom rezime nikdy nenastane nie je potrebné zahrnat’ do testu.

o Sum napajacieho zdroja — v obvodoch s velkou mierou integracie (VLSI) je realna hodnota
napéjacieho napitia v jednotlivych obvodoch casto nizSia ako Specifikovana, co je sposobené
castym preklapanim logickych hodndt. Pokles napétia I.R spdsobeny parazitnymi odpormi a
zmena prudu i v ¢ase t (di/dt) spésobenou parazitnymi indukciami spolu zo zapuzdrenim prvkov
obvodu v spolo¢ne napajanej doméne st hlavné faktory vzniku Sumu napajacieho napitia [7].
Nadmerné zmeny logickych hodnét vyskytujiuce sa najmi pocas testovania posuvanim SCAN
retazca, sposobuju zvysSenie teploty obvodu, Sum napajacieho napitia a to vedie k zvySeniu
oneskorenia na jednotlivych logickych ¢lenoch a nésledne k zlyhaniu pri testovani (overtest).
Oneskorenie na ceste sa sumom napajacieho zdroja méze zvysit az o 10 % [8]. Autori v [8]
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uvadzaju metédu na vypocet vplyvu tohto Sumu na oneskorenie na cestach, ktory moze byt
pouzity a zohl'adneny uz v etape vyberu kritickych ciest.

¢ 3D integrované obvody — méze nastat’ nelplné vyplnene TSV priechodu ¢o ma za néasledok

vznik defektu. Tento defekt moze viest’ k slabému preruSeniu (weak open), alebo silnému
preruSeniu (strong open). Pri slabom preruseni je spojenia nad’alej funkené, ale nastava narast
odporu prepojenia, ¢o vedie k zvySeniu oneskorenia na danom prepojeni [9]. Rovnako aj
vertikalne prepojenia jednotlivych vrstiev TSV mézu byt zdrojom novych poruch a tym aj
novych pordch oneskorenia [10]. Pri vybere kritickych ciest je preto potrebné zohladnit, ¢i v
pripade 3D integrovaného obvodu dana cesta obsahuje aj TSV prepojenie, ¢im ju mozno
oznacit' za viac kriticki. Autori v [9] navrhuju metodiku pre testovanie TSV na zéklade
parametrov ako su velkost' samotného TSV, elektrickych parametrov ako napriklad Sum
napéjacieho zdroja a pravdepodobnosti detekcie poruchy.

e iné ako napriklad plocha obvodu, spotreba pocas testovania a pod.

Z uvedeného vyplyva, Ze kvalita testovania portich oneskoreni zavisi od kvality vyberu kritickych
ciest, ktoré ovplyviuju viaceré hore uvedené parametre. Kazda z doteraz publikovanych literatar sa
zaobera iba vplyvom jedného z tychto parametrov na oneskorenie Sirenia signalu a nedava zistené
poznatky do kontextu s ostatnymi parametrami, ktoré ovplyviuju samotné ¢asovanie obvodu pocas
testovania a tym aj kriti¢nost’ cesty. Preto nesta¢i vyhladat’ kritické cesty iba podra ich fyzickej dizky,
alebo Casovych parametrov, ale je potrebné sa na ich spravny vyber pozriet komplexnejsie, ¢o je
vedeckym ciel'om tejto prace. Rovnako je potrebné uvazovat’ vzajomné vztahy medzi jednotlivymi
parametrami, nakolko niektoré vychadzaju z rovnakého principu (ako napriklad c¢asté zmeny
logickych hodnét a pokles napajacieho napitia z poctu preklopeni logickych hodnét) a ich vzajomna
miera vplyvu na oneskorenie nebude dvojnasobna. Uréenie miery vplyvu slGc¢asného pdsobenia
viacerych parametrov je rovnako jednym z vedeckych ciel'ov projektu.

3 Architektura systému

Architektira navrhovaného systému PaCGen je znazornena na obrazku 1. Zakladom sU vybrané
kritické cesty zndmymi metddami - ¢asovania statickej ¢asovej analyzy (STA) a rezerva do hodinového
signalu (slack). U tychto ciest sa nasledne overi ¢i sU cesty testovatelné t. j. ¢i existuju také testovacie
vektory, ktoré na danej ceste dokazu presirit’ nabeznu a dobeznti hranu signalu. Ak niektoré z ciest su
netestovatel'né, blok novej DFT met6dy ich upravi na testovatel'né pridanim nového logického ¢lena.

Pre mnozinu testovatel'nych ciest sa nasledne vygeneruju testovacie vektory, na zaklade ktorych sa
prislusnymi  blokmi vypocitaji  hodnoty indexov jednotlivych parametrov uvedenych v
predchadzajlcej kapitole. Na tento Ucel bol definovany vztah pre kritiénost’ c,, ktora sa pocita pre
kazdu cestu:

k
Cp = 1_STp 'H[l_wi(l_ijp)],
.

kde s, predstavuje rezervu do hodinového signalu, t reprezentuje dizku ¢asového intervalu hodin, K je
pocet uvazovanych parametrov vplyvajucich na oneskorenie, w; vaha konkrétneho parametra j a ij,
reprezentuje vypocitany index parametra j vplyvajaceho na cestu p. Kriticnost' dosahuje hodnoty
<0;1>. Pre vahy vsetkych parametrov plati vzt'ah, kde | je maximalna hodnota vplyvu parametrov:

Zk“wj <.
j=1

Odporucand hodnota | = 0,2, ziskana z experimentalnych vysledkov publikovanych k vyskumu
maximalneho vplyvu jednotlivych parametrov na oneskorenie Sirenia signalu. Z mmoziny takto
zoradenych ciest zoradenych podl'a kriticnosti zvolime obmedzenti mnozinu ciest, ktora bude zvolena
pre test a porovname kvalitu testu s nezoradenou mnozinou rovnakej velkosti.
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Obréazok 1: Architektira systému PaCGen.

4 Experimentélne vysledky

V tejto casti su uvedené vysledky implementécie systému PaCGen nad testovacimi obvodmi ISCAS-
89. Pouzité boli data STA syntézou v programe Cadence Encounter RTL Compiler s pouzitim 45nm
NanGate FreePDK45 Generic Open Cell kniznice, CMOS technoldgie, typické podmienky vyrobného
procesu (corner), typické napéjacie napitie 1,2 V, teplota 25°C, nominalne prahové napiitie a leakage.

Tabulka 1 znazornuje percentd pokrytia pordch oneskoreni na prepojeniach nad vybranymi
obvodmi ISCAS-89. Druhy stipec znazoriuje pokrytie bez zoradenia kritickych ciest navrhnutou
metodou. V tretom stipci st vysledky pokrytia po aplikovani navrhnutej metody zoradenia ciest na
zaklade vplyvu viacerych parametrov. V obidvoch pripadoch bolo zvolenych 80 % najkritickejSich
ciest, v pripade zlozitejsich obvodov len 20 %, z doévodu simulécie obmedzenej velkosti pamiti
testera. Tymto obmedzenim je demonstrované, Ze navrhnutou metédou je mozné vybrat’ kvalitnejSiu
mnozinu ciest pre test na poruchy oneskoreni na ceste.

Tabulka 2 znazornuje percentd pokrytia pordch oneskoreni na prepojeniach nad vybranymi
obvodmi ISCAS-89 aj s pouzitim novej DFT metédy z [1]. Druhy stipec znazoriiuje pokrytie bez
zoradenia ciest a bez aplikovania DFT metody. Treti stipec uz zobrazuje pokrytie po zoradeni ciest a
aplikovani DFT metody. Pocet pridanych novych logickych ¢lenov na zabezpecenie testovatelnosti
netestovatelnych ciest znazoriuje $tvrty stipec a v piatom je podet ciest, ktoré sa stali testovatelnymi z
netestovatel'nych po aplikovani tejto DFT metody. Z uvedenych vysledkov vyplyva, ze navrhnuta
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metdda aj s pouzitim novej DFT metddy je vhodnejsia pre zlozitejSie obvody s vy$sim poctom hradiel,
nakol’ko pri mensich a jednoduchsich obvodoch bol prinos zaporny. To je spésobené tym, Ze pridanim
novych logickych ¢lenov vznikli nové cesty obvodu.

Obvod Pokrytie [%]
Nezoradené Zoradené

s27 84.21 86.84
5298 77.66 77.87
s344 72.84 73.20
s420 82.44 82.74
s641 52.22 53.43
s713 25.72 27.07
5820 47.56 47.82

51196 33.32 33.81

Tabulka 1: Vysledky pokrytia portich oneskoreni

Obvod Pokrytie [%] DFT technika
Nezoradené Zoradené s DFT Pocet pridanych ¢lenov Pocet zmenenych ciest
$820 47.56 51.4 66 1920
$832 46.29 51 79 21147
5953 31.33 33.68 16 71
s1196 33.32 43.6 2 6
s1196a 33.32 44.32 6 14
s1196b 33.32 43.6 81 2160
51238 17.8 33.53 80 2162
s1238a 18.04 33.61 81 2169
51488 23 24,91 83 1812
s641 52,22 55,27 45 192

Tabulka 2: Vysledky pokrytia portich oneskoreni s metédou DFT

5 Ciele dizerta¢nej prace

Z analyzy zabezpeCenia testovatelnosti porich oneskoreni synchronnych sekvenénych obvodov
vyplynulo, Ze neexistuje komplexné rieSenie resp. metodika vyberu kritickych ciest a testovania
poruch oneskoreni na ceste tychto obvodov. Na zaklade toho ciele dizerta¢nej prace su:

e Specifikicia parametrov vplyvajucich na vyber kritickych ciest v obvode, ako napriklad MIS,
Sum napéjacieho zdroja, pokles napajacieho napétia, pouzitel'nost’ cesty vo funkénom rezime,
robustnost’ cesty, typ Sirenej hrany, nedefinované hodnoty a iné.

e Navrh novej metody pre vyber kritickych ciest na zaklade zvolenych parametrov s cielom
zvysit’ pokryte porich oneskoreni. Metdda by mala byt ¢o najuniverzalnejsia, skalovatelna a
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flexibilnd vzhladom na vyber, alebo pouzitie parametrov pre najdenie kritickych ciest v
kombina¢nom obvode.

e Formalizacia vyberu kritickych ciest v obvode podla zvolenych parametrov s vyuzitim
vahovania vyznamu tychto parametrov a navrh vhodnych vah jednotlivych parametrov.

e [mplementacia navrhnutej metddy a jej overenie nad experimentalnymi obvodmi.

e Navrh metody pre zefektivnenie testovania portich oneskoreni na existujucich netestovatelnych
kritickych cestach pomocou zmeny $truktury testovaného obvodu.

6 Zaver

V tomto prispevku boli predstavené motivacia, ciele a priebezné vysledky dizertacnej prace, ktoré sa
zamerali na navrh novej metody zabezpecenia testovatelnosti poruch oneskoreni Vv synchronnych
sekvencnych obvodoch vyberom kritickych ciest. Jednotlivé parametre maju nastaviteI'n vahu vplyvu
na kriticnost cesty. Bola navrhnutda a implementovana architektira systému PaCGen s
experimentalnymi vysledkami nad testovacimi obvodmi ISCAS'89.

Sti¢asna praca je venovand hladaniu optimalnych vah vplyvu jednotlivych parametrov a navrhu
metodiky vypocétu miery zlepSenia testu pre model portich oneskoreni na ceste uvedenou metédou
vzhl'adom na pravdepodobnost’ vyskytu poruchy oneskorenia.
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Abstrakt. Sluzba DNS je kriticka pre normdlne fungovanie Internetu a taktieZ mnoZstva
dostupnych sluzieb. VicSina komunikdcie na Internete totiz vyuZiva v istej fadze prave
DNS. Okrem jej zdkladnej ulohy sa Casto stdva terom zneuZitia pri mnozstve réznych
Skodlivych aktivit. Tato praca sa zaoberd neZiaducimi aktivitami spdjajicimi sa so sluzbou
DNS a jej zneuZzitim, ktoré st priblizené spolu s mojim vlastnym pristupom k ich detekcii.
NajvyznamnejSou Castou price je kapitola o dizertaénej praci, ktord Specifikuje vytycené
ciele, pribliZzuje sposob ich dosiahnutia a sicasny stav.

Krlicové slova. detekce anomalif, bezpe¢nostni incidenty, DNS ttoky, monitorovani pro-
vozu

1 Uvod

Poziadavky na spravu a bezpecnost po&itacovych sieti neustdle rastd spolu s ich rozvojom. Vysokd
dolezitost sa kladie hlavne dostupnosti sluzieb a diskrétnosti prendSanych informécii. Rozvijajd sa viak
aj utoky a ich pocet ma stipajicu tendenciu. Tento narastajici trend potvrdzujd aj spoloCnosti ako
napriklad NSFOCUS! alebo Symantec? zaoberajiice sa internetovou bezpe¢nostou vo svojich vyro¢nych
spravach. Sila a pocet titokov na DNS alebo zneuZivajicich sluZbu DNS sa za posledné roky pravidelne
takmer zdvojndsoboval, co dokazuje stipajicu popularitu zahrnutia tejto sluzby do tutokov. Monitorova-
nie sieti za G¢elom detekcie a zamedzenia siefovych anomadlii si vyZaduje stéle viac pozornosti.

Sluzba DNS (Domain Name System)? je z pohl'adu $truktiry hierarchicky systém doménovych mien.
Hlavnou funkciou sluzby je preklad doménovych mien na IP adresy a opacne, vykondvany rezoldciou.
V skutocnosti sluzba pracuje s mnoZzstvom rdznych dotazov a je mozné ju povazovat za distribuovand da-
tabédzu siefovych informéci, ktorej uzlami si menné servery. Protokol pracuje na jednoduchom principe
dotazu a odpovede a komunikdcia sa vyznaCuje symetrickostou. To znamen Ze by mala existoval odpo-
ved na kazdy zaslany dotaz, o vSak v praxi kvoli protokolu UDP nie je mozné zarucit. Protokol DNS
samotny nepouZiva Sifrovanie a jeho autentifikdcia pomocou zdrojovej IP adresy, portu a transakéného
ID je vel'mi jednoducha.

Dolezitost DNS je zrejma aj ttocnikom, ktori protokol pouZivaji za nedovolenymi d¢elmi na Skodlivé
aktivity, pripadne zneuZivaju vlastnosti DNS. Bezpecnostné opatrenia v mnozstve sieti byvaji k DNS

'spoloénost zaoberajlica sa medzindrodnou webovou a siefovou bezpetnostou <http://www.nsfocus.com.au/>
Zspolo¢nost poskytujiica bezpetnostné siefové rieSenia <http://www.symantec.com/>
3 <https://www.ietf.org/rfc/rfcl034.txt>, <https://www.ietf.org/rfc/rfcl1035.txt>
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prevadzke velmi benevolentné, ¢o je obrovskou vyhodou pre dto¢nikov, pre ktorych moze byf DNS
pristupovou cestou aj do sieti s vysokym zabezpecenim, ktoré si konfigurované vel'mi prisne voci ostatnym
sluzbam. Utoénici vyuZivaji rozne techniky ako napriklad Castd zmena doménového mena pre vyhnu-
tie sa blokovaniu pristupu, podvrhnutie odpovede na dotaz klienta, zneuzitie protokolu na posielanie
odliSného typu dét a podobne. DNS komunikécia prebieha tieZ medzi stanicami v botnetom.

Nasledujtca kapitola 2 sa venuje problematike zdrojovych dét. Kapitola 3 sa venuje konkrétnym
DNS anomdlidm a ich detekcii. V d al3ej kapitole 4 sa nachddza formulédcia ciela mojej dizertatnej
prace, spolu so spdsobmi jeho dosiahnutia. Zaverec¢na kapitola 5 je stihrom tohto prispevku.

2 Monitoring a zdrojové data

Dolezitym faktorom pre volbu detekénej metédy je typ dostupnych zdrojovych dat. Na zaklade do-
stupného typu zdrojovych dat je potom mozné odhadovat presnost a rychlost detekénej metddy. V dnesnej
dobe je velmi popularnym rieSenim pouZivanie tokovych dat (NetFlow®*). Tento spdsob monitorovania
sa pre DNS, ktory je aplikaénym protokolom, javi pri niektorych typoch anomalii ako nedostatocny.
obsahuju. Najidedlnej$im rieSenim by samozrejme bolo zaznamendvanie celych paketov (Deep packet
inspection), no analyza takychto paketov by vyZadovala obrovské naroky na vypoctovy vykon a rov-
nako obrovsky priestor pre ukladanie zaznamenanych dat. DdleZitou poZiadavkou pri monitoringu DNS
je vSak aj efektivita monitorovania a spracovania prevddzky. Nutnostou je teda hladanie kompromisu
medzi monitorovanim tokov a kompletnych paketov.

Na zdklade moznosti, ktoré pontika protokol IPFIX> (Internet Protocol Flow Information eXport),
by prave jeho pouzitie malo byt strednou cestou zahffiajicou efektivny monitoring ako aj moZznosti
analyzy vybranych poloZiek aplikacnych protokolov. Zdrojom IPFIX dét, ktory pouzivam sd data z DNS
pluginu [5] pre FlowMon Exportér od spolo¢nosti INVEAS, ktory som vyvijal. Tymto spdsobom mam
k dispozicii vybrané polozky z aplikacnej vrstvy paketov DNS prevadzky.

3 DNS anomalie a detek¢éné metody

Anomalie DNS je mozné rozdelif do kategoérii podla niekolkych faktorov. V tejto kapitole sa zameriam
iba na vybrané typy anomdlii, niekolko vybranych detekénych metéd a vlastny pristup k nim v rdmci
mojej dizertaénej prace. Uplné rozdelenie, detailny popis jednotlivych anomalii a metéd detekcie, a popis
viacerych typov anomdlii som zhrnul v tézach [6]. DalSie informacie som &erpal z [9].

3.1 DNS Amplification

Je najpopularnej$im z ttokov, ktory sluzbu DNS zneuziva. Utok sa skladd z dvoch hlavnych &asti. Prvou
je spoofing’ zdrojovej IP adresy, druhou je vygenerovanie dotazu, ktory spdsobi ¢o najvicsiu odpoved.
Vzhladom k tomu, Ze sa pri tomto ttoku generuje obrovské mnoZstvo dotazov a zneuZzivané DNS servery
dat vo forme NetFlow.

Na detekciu titoku je mozné pouzif mnoho zaujimavych metdd, ako priklad vyberiem metodu zalozent
na NetFlow ddtach [1], ktord funguje pomocou jednoduchych prahov. Metoda vynikd jednoduchostou a

rychlostou, jej presnost vSak nie je idedlna, pretoZe generuje privela falosnych poplachov. Na zaklade

4deﬁnovan}’/v <http://www.ietf.org/rfc/rfc3954.txt>
Sdefinovany v <http://www.ietf.org/rfc/rfc5101.txt>
Sviacna <https://www.invea.com/sk/go/flowmon>
"podvrhnutie
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tejto metddy som v spoluprici so zdruzenim CESNET implementoval vlastnu, ktord detekuje utok na
zéklade homogenity dotazov a odpovedi, asymetrickej velkosti dotazov a odpovedi a poCetnosti dotazov.
Pri relativne zachovanej jednoduchosti bola dosiahnutd ovel'a vy$3ia presnosi detekcie. Metéda je nasa-
dend ako detekény modul v systéme NEMEA [2]. Z d alSich pristupov k detekcii, ktoré som analyzoval
je mozné spomenuf detekciu na zdklade metédy podobnosti a entropie. Metédy sa ukdzali ako tspeSné
a st schopné detekovat ttok, nevyhodou vsak je nutnost dodania vhodnych referenénych dat.

Ako moznu alternativu detekcie amplifikacného dtoku som skimal sdvislost s polozkami DNSSEC
OK a UDP payload size, ktoré st sucastou rozsirenia EDNS08. Obsah tychto poloZiek viak nie je
poloZiek, ktoré boli predpokladané v pritomnosti titoku. Pre zlepSenie presnosti detekcie a potvrdenie
titoku, je mozné pouzit mnou publikovany detektor podvrhnutych adries na sieti [7], ¢o priblizim v 4.1.

3.2 DNS tunneling

Hlavnou myslienkou je zapuzdrenie dét do klasickej DNS prevadzky, ktord nebyva nijako obmedzovana.
Takto je potom mozné tunelovat akdkolvek prevadzku a obchddzat firewaly, ¢i platené pristupové body
do siete. Tunelované pakety sa vyznafuji neobvyklou velkosfou, velkou dizkou doménového mena,
velkym poc¢tom &islic v ndzve domény, ktory byva navySe vygenerovany.

Tunelovanie vzhladom k prenaSanym paketom meni charakter DNS prevddzky a detekcia je teda za
istych okolnosti moZn4 aj z tokovych dat. PouZiteI'né st napriklad met6dy zaloZené na entropii, podobne
ako v [4], kde je takato metéda pouzitd na analyzu histogramov velkosti paketov. Okrem toho autori
v tomto pristupe sleduji aj frekvenciu nekonformnych paketov. Dal$ou je moZnost analyzy tokovych
dat Statistickymi metédami. V tomto pripade je vSak nutné spravne urif parametre pre detekciu a tiez
hrani¢né hodnoty pre anomaélne spravanie. Od toho sa potom odvija celkova presnost metédy. Kazda siet
mad iné charakteristiky a preto je vZdy najskor nevyhnutné vykonat analyzu siefovej prevadzky. Vhod-
nejsia sa javi analyza obsahu paketov pri ktorej mnoZstvo metéd zameriava na zmysluplnost prenaSanych
dotazov a odpovedi. NajcastejSia je detekcia pomocou frekvencnej analyzy v réznych variantich. Zo
vsetkych spomeniem frekvencnu analyzu na jednotlivych bigramoch [8].

Pri vlastnej analyze a detekcii tunelovania pomocou DNS som sa zameriaval v prvom rade na ne-
typické typy odpovedi, ktoré si pouzivané. Casto sa pre prenos pouZivaji hlavne typy TXT, SRV alebo
napriklad NULL. DalSou sledovanou vlastnostou bola neprimerand velkosf paketov. Vyznacnou je aj
dizka doménového mena, ktord byva oproti beZnej prevadzke dvoj- aZ troj-ndsobnd. PouZitim frek-
venénej analyzy doménového mena je detekcia velmi dspesnd, Co je bohuZial na dkor rychlosti detekcie.
Generované doménové mend maju na rozdiel od skutocnych priblizne rovnomerné rozloZenie znakov, ¢o
nezodpoveda ziadnemu bezZnému jazyku.

3.3 Cache poisoning

Jednd sa o podvrhnutie obsahu cache zdznamu na serveri za i¢elom presmerovania. Detekcia je moZnd aj
pomocou Statistickej analyzy DNS, no problémom zostdva generovanie mnozstva falosnych poplachov.

Autori v [4] pouZivaju pre detekciu algoritmus pracujuici s NetFlow, ktory pouZiva IP adresy zdrojov
a cielov, &isla portov, ¢asy medzi prichodmi jednotlivych paketov a postupnosi udalosti. Algoritmus
zaznamenava prichadzajice dotazy a odpovede a na zdklade ich postupnosti a pocetnosti je schopny
generovat poplach pri ttoku.

Pri vlastnych experimentoch som sa zameral na detekciu pomocou kratkej histérie. Metéda sa zame-
riava na pokusy o uhadnutie transakéného ID a pouzivam v nej transakéné ID dotazu, znenie dotazu, zdro-
jovi a cielovu IP adresu a zdrojovy port. Unikdtne kombinacie dotazov sa zaznamenavaji a uchovévaju.
Po prichode zodpovedajuicej odpovede je dotaz odstraneny z histérie. Pokial sa 1isi v transakénom ID,

8Extension mechanisms for DNS <http://www.ietf.org/rfc/rfc2671.txt>
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mdZe sa jednal o narodeninovy ttok, ktorym je cache poisoning sprevadzany. Upozornenie sa viak
hlasi az po obdrZani viac ako jedného paketu s r6znym ID, aby sa predchadzalo faloSnym poplachom.
povedi, v tomto pripade mdZe nekontrolovane rds mnoZzstvo zdznamov pre porovnanie. TaktieZ ma
algoritmus problém s niektorymi anomélnymi prejavmi v DNS prevddzke, ktoré ale nesuvisia s cache
poisoning.

3.4 Skodlivé domény

So $kodlivymi doménami sa spaja pouZivanie techniky fast-flux, ktord dovoluje zneuZit vlastnosti DNS
na staZenie zablokovania domén. Pre tento typ anomélneho spravania obsahuje NetFlow nedostato¢nu
informéciu pre detekciu a jedinou moZznostou je v tomto pripade pouZitie formétu zdrojovych ddt ob-
sahujiceho aj vybrané polozky z aplikacnej vrstvy. Okrem Uplnych paketovych dat sa idedlne ponuka
IPFIX obohateny o aplika¢né ddta, ktory by obsahoval napriklad kI'i¢ové polozky ako TTL, dotazované
doménové mend a podobne.

Autori v [10] sa zameriavaji na domény, na ktoré chodi abnormdlny alebo koncentrovany pocet
dotazov a na detekciu dotazov na neexistujice doménové mend (NXDOMAIN). Detekcia odpovedi
NXDOMAIN sa pritom javi ako pomerne dspesnd. Okrem toho existuje viacero prac, ktorych vysledkom
je reputacny systém na zdklade pasivnej analyzy DNS prevadzky. Jednym z nich je aj [3], kde autori ex-
trahuji z DNS prevadzky 15 vyznacnych priznakov na ktoré sa zameriavaji. Vhodnym doplnkom kazde;j
metddy na detekciu domén je kontrola voci Blacklistom.

Pri vlastnych experimentoch som sa zameral na niekolko spdsobov uréenia $kodlivych domén. Ana-
lyzované domény predspracovdvam rozdelenim na jednotlivé drovne domén a vynechanim casti krat$ich
ako Styri znaky. Takto rozdelené doménové meno je podrobené frekvencnej analyze. Navyse sa expe-
rimentédlne snaZim pracovat s analyzou skladby slov, ktord pozostdva z niekolkych &asti. Prvou &astou
je analyza dizky &asti doménového mena, ktord mé hrani¢nid hodnotu priradend na zdklade priemernej
dizky doménového mena v normélnej prevadzke. Druhou ¢astou je detektor potu samohldsok, ktory
porovnava pocet samohldsok voci poctu pismen. V tretej Casti sa sleduje pocet opakujicich sa pismen
v ndzve domény voci jej dizke. Posledna §tvrtd &ast analyzuje pocet ¢islic v doménovom mene.

4 Ciele dizertacnej prace

Moja dizertacna praca sa zameriava na pokrytie nedostatkov existujicich metéd a tym o dosiahnutie
lepsich vysledkov v oblasti detekcie. Jednotlivé metddy pracuji s roznym typom vstupnych dét, pripadne
vyuzivaju iba podmnozinu dostupnych informdcii. R6zne vstupné data Casto vedd k réznym stupiiom
efektivity a presnosti pri detekcii. Z toho dévodu v rdmci mojej prace, vyuZivam spolo¢ne zdrojové data
vo formate NetFlow (tokové), IPFIX (obohatené o aplika¢nu vrstvu) a plné paketové data. Pritom sa
snazim n4jst ¢o najlepSiu rovnovahu v ich sdi¢innosti pre potreby posilnenia bezpecnosti pocitatovych
sieti. Rovnako sa v rdmci prace snazim o ¢o najlepSiu efektivitu detekénych metdd a ich univerzélnost.
Ciel mojej dizertatnej prace som formuloval vo vlastnych tézach [6] a jeho znenie je:

S vyuZitim kombindcie a koreldcie zdrojovych DNS ddt s kompletnym obsahom paketov (Deep packet
inspection) a NetFlow/IPFIX ddt (IP Flow monitoring) zefektivnif detekciu anomdlii a bezpecnostnych

incidentov v DNS ddtach s ohladom na jej rychlost a presnost.

Hlavny ciel, ktory som formuloval je moZné roz¢lenif na niekolko mensich cielov, esencidlnych pre
jeho dosiahnutie:

1. Analyza dostupnych zdrojovych DNS dét pomocou roznych variant korelacie.
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2. Urcenie kld¢ovych metrik potrebnych pre detekciu jednotlivych typov anomalii.

3. Navrh optimalizovanych detekénych metdd.

4. Navrh vhodného sposobu kombinécie vysledkov z jednotlivych detekénych metdd.
5. Implementécia systému realizujiceho vybrané metddy.

6. Experimentdlne vyhodnotenie dosiahnutych vysledkov.

4.1 Sposob riesenia

Hlavnou myslienkou prace je vyuZitie roznych typov dét spolu s DNS datami za Gcelom vytvorenia
sady detektorov pre rozne typy anomalii, ktorych efektivita a presnost bude vysSia nez pri obyajnych
detektoroch. Pre kazdd anomaliu modZe koexistoval niekolko detektorov, ktoré navzdjom spolupracuju.
Mozné spdsoby spoluprace su nacrtnuté na Obrazku 1.

Ukdzka vlavo na obrdzku predstavuje spoluprdcu na principe potvrdenia incidentu a teda spresne-
nia detekcie. Ako priklad mdZem uviest mnou implementované rieSenie dvoch detektorov. Prvy detek-
tor sa snazi odhalif ditok DNS Amplification. Druhy detektor zachytdva v sieti IP spoofing. Koreldciou
vysledkov tychto dvoch detektorov sa potvrdi existencia anomélie. V tomto pripade oba detektory pra-
cuji s tokovymi datami.

Ukédzka vpravo predstavuje spolupracu na rozdielnej drovni zdrojovych dat. Jednoduchy detektor
avizuje druhému detektoru udalost, na zédklade ktorej druhy detektor extrahuje a vyuZije informécie
z aplikacnej vrstvy. Konkrétny priklad znova uvediem z vlastnej prace. Prvy, jednoduchy detektor moni-
toruje a zaznamendava priebeh SMTP prevadzky. Na jej zaklade druhy detektor zachytavajici DNS data
obohatené o polozky aplikacnej vrstvy vo formdte IPFIX dohl'add v prevddzke pripadnd existenciu re-
verzného dotazovania sa na zdroj SMTP prevadzky a vysledok tohto dotazovania. V pripade negativnej
odpovede je mozné zdroj pokladaf za Skodlivy, kvoli distibicii nevyZiadanej posty vo forme spamu.

— DETECTOR 1
ALERT
— DETECTOR 2
- DETECTOR 1 > DETECTOR 2 le—
— DETECTOR 3
. ALERT
DNS TRAFFIC . NETFLOW l IPFIX | PCAP

Obrazok 1: Ukazka spolupréce niekol’kych detektorov.

Korelédciu dét je nutné vykonaf z réznych pohladov - ddta z réznych zdrojov, ddta rdznych typov
¢i drovne. Zaujimavd mdZe byt aj koreldcia na roznych ¢asovo meratelnych intervaloch a na zdklade
roznych mnoZin. Ziskané poznatky z korelalnych experimentov si dolezité z pohladu stvislosti jed-
notlivych skupin dét, a rovnako aj z pohladu vhodnosti pouZitia urcitej detek&nej metédy. Na zdklade
dokladnej analyzy je potom potrebné ur¢it konkrétne polozky dat, ktoré si pre detekciu daného incidentu
nevyhnutné alebo prospesné. Tento krok vedie k ndvrhu optimalizovanych detekénych metdd.

Vysledky jednotlivych detektorov alebo ich Casti bude potrebné vhodne kombinovat. Je preto ne-
vyhnutné navrhnit hierarchiu jednotlivych ukazovatelov a ich podiely na vyslednej detekcii. Vysledky
niektorych detektorov by napriklad mali by{ zohl'adnené pri rozhodovani inych.
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5 Zaver

Hlavnou tlohou tohto prispevku bolo predstavit ciele mojej dizertatnej prace a nacrtnif spdsoby ich
dosiahnutia. Venoval som sa problematike vhodnosti zdrojovych dat a dospel som k zaveru, Ze najlepSim
rieSenim je vyuzivanie IPFIX s tokovymi ddtami obohatenymi o poloZky aplikacnej vrstvy a kombinova-
nie viacerych typov dét. Dalej som popisal vlastny pristup k vybranym anomélidm, vybral zaujimavé
metddy ich detekcie a pribliZil ziskané poznatky. V kapitole o dizertacnej praci som potom posky-
tol ndvrh rieSenia spoluprace viacerych detektorov, respektive detekcie pomocou viacerych typov dét.
Momentélne sa venujem optimalizécii a zlepSovaniu algoritmov detekcie, pricom sa snaZim nachadzat
stvislosti a vyvodit navaznosti jednotlivych typov dat a vysledkov detektorov.
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Abstrakt. Tento prispevok sa zaoberd ndvrhom zdkladného konceptu energeticky autondm-
neho biomonitorovacieho systému, so zameranim najmi na vyuZite I'udského tela ako jed-
ného z moZnych zdrojov energie pre bezdrotové biosenzory umiestnené na tele, ale aj pre
ostatné biomonitorovacie zariadenia. Ako primdrny zdroj energie je uvazovany rozdiel tep-
16t medzi I'udskym telom a okolitym prostredim. DoleZitymi faktormi pre energeticky zdroj
na baza teplotného rozdielu je jeho umiestnenie na tele a samotné klimatické prostredie, v
ktorom sa bude pohybovat’ monitorovand osoba. V rdmci tejto fazy Stidia bol vykonany aj
navrh napit’ového menica, ktory je dolezitou cast'ou tzv. energy harvesting bloku.

Krucové slova. Ziskavanie energie, alternativne zdroje energie, nizko-energeticky navrh

1 Uvod

Zdravotnad starostlivost’ patri dlhodobo medzi hlavné priority kazdej vyspelej spolo¢nosti. V pripade dl-
hodobych ochorenf si kvalitna starostlivost’ zvicsa vyZaduje pravidelné navstevy zdravotnych zariadeni.
MoZnym rieSenim ako minimalizovat’ osobné ndvstevy u lekdra a zabezpecit domdcu starostlivost’ je
nepretrzité monitorovanie pacienta pomocou biomonitorovacich systémov. Tieto zariadenia si kvoli mo-
bilite pacienta zvyc€ajne bezdrotové a podl’a moznosti minatirne. Kominukécia s mobilnymi telefénmi
prostrednictvom bezdr6tovych technoldgii tak umoziuje zasielanie monitorovanych tidajov priamo do
zdravotnych stredisk [1]. Aspekty, ktoré treba pri ndvrhu takéhoto systému zvaZzit’ si: mobilita pacienta,
hmotnost’ zariadenia, vydrz batérii, potreba zdsahu pacienta do ¢innosti a idrzby zariadenia, ¢i umiest-
nenie snimacov a zariadenia. MoZnosti napdjania biomonitorovacich zariadeni si ovplyvnené najmi ich
umiestenim. V pripade implantovanych biosenzorov je vymena batérii takmer vylicend. Preto je nevy-
hnutné, aby implantované elektronické zariadenia mali minimélnu spotrebu elektrickej energie, pripadne
boli aspoii Ciastocne energeticky-autonémne [2]. Aj pri biosenzoroch umiestnenych na tele je dolezita
minimélna spotreba energie a minimdlna potreba interakcie pacienta so zariadenim. Potrebu batérii ako
aj ich vymenu je moZné Uplne eliminovat’, ak bude monitorovaci systém napdjany z okolitého prostredia.

Vzhl'adom na ciel' ovii aplikdciu sa v naSej praci zameriavame primdrne na vyuZzitel'nost’ energie z
I'udského tela, teda z rozdielu teplot medzi telom a jeho okolim. Energeticky-autondmny biomonitoro-
vaci systém by pozostaval z troch hlavnych Casti. Vykonova Cast’ slizi na ziskavanie a transformaciu
energie. Druhd Cast’ je tzv. vypoctovd a zabezpecuje snimanie parametrov, predspracovanie nameranych
dat a bezdrétovi komunikaciu. Poslednou Cast’ou je zdsobnik energie (napr. batéria), ktord nepretrZite
doddva energiu vSetkym Castiam systému [3].
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V sekcii 2 je uvedené povrchové rozloZenie teploty na I'udskom tele a je analyzovand pouZitel nost’
teplotného rozdielu ako zdroja energie pre monitorovacie zariadenie. V sekcii 3 je uvedeny principidlny
ndvrh vykonovej Casti energetického menica. Stcasne su tu predstavené vysledky simuldcii ako aj redlne
udaje v stvislosti s moznou budicou prototypovou vyrobou systému. Sekcia 4 predstavuje rdimcové ciele
dizertaCnej price a ich doterajSie plnenie. Poslednd sekcia prindSa zhrnutie.

2 Pouzitel'nost’ teplotného rozdielu ako zdroja energie

Na vyhodnotenie rozdielu teplot medzi I'udskym telom a jeho okolim ako moZného energetického zdroja
pre energy harvesting systém je potrebné poznat’ redlne hodnoty rozdielu teplot. Povrchova teplota I'ud-
ského tela pri teplote okolia 25 °C a vnutornej telesnej teplote 36,7 °C sa pohybuje v rozsahu od 28,2 °C
az po 34,4 °C, a to v zavislosti od konkrétneho miesta na tele (vid’. Tab. 1 [4]). Na zdklade ddajov z
Tab. 1 sa ako najvhodnejSia pozicia pre umiestnenie energetického menica zaloZeného na rozdiele teplot
medzi 'udskym telom a jeho prostredim javi byt” brucho monitorovanej osoby. Tato Cast’ tela vSak za
normalnych okolnosti Zial' nie je v priamom kontakte s prostredim. Preto je vhodnejSie zamerat’ sa na
tie Casti tela, ktoré st bezne vystavené kontaktu s okolim. Takou Cast’ ou je prave ruka, konrétne z4pistie,
kde by bolo mozné umiestnit’ celé zariadenie vo forme napr. naramku, ktory nespdsobuje monitorovanej
osobe Ziadne obmedzenie pri kazdodennej ¢innosti.

] Poloha | °C | Poloha | °C | Poloha | °C |
Stredova os tela L’ava/Prava strana tela
- predna strana - zadna strana

celo 31,6 || krk 32,3 | lopatka 33,3
druhé rebro 30,3 || hornd Cast’ hrudnika | 33,7 | pas 33,7
Stvrté rebro 32,1 || dolnd Cast’ hrudnika | 33,8 | pozadie 30,2
koniec hrudného kosSa | 33,2 || rebra 33,4 | stehno 31,2
7,5 ecm nad pupkom 34,4 || pas 33,1 | lytko 28,2
3,0 em pod pupkom 33,4 || stehno 30,9 | ruka 32,5
11,5 em pod pupkom | 31,8 || holen 30,4

Tab. 1: Povrchova teplota vybranych Casti 'udského tela [4]

Pri ndvrhu systému, ktory ziskava energiu z prostredia je potrebné poznat’ ¢i je zvoleny zdroj energie
stabilny. V tomto pripade ide o premenlivost’ teploty okolia v priebehu roka [5] i pocas dila. Pocas
roku 2013 neprekrocila maximélna teplota vzduchu hranicu 25 °C pocas priblizne 80 % dni. Stcasne
ani pocas jedného dnia nebola najnizsia dennd teplota vzduchu viac ako 22 °C. Podrobnejsia analyza
priebehu tepldt ako aj pouZitel'nosti tohto zdroja energie je prezentovand v [3].

3 Realizacia energy harvesting Casti

Na zdklade ziskanych informacii a parametrov komercne dostupnych peltierovych ¢lankov sa domnie-
vame, je mozné zhotovit' bezdrotové monitorovacie zariadenie s energy harvesting systémom s rozme-
rom beznych naramkovych hodiniek. Navrhnuta blokova schéma vykonovej Casti energetického menica
je zobrazend na Obr. 1. Termoclanky uvedené v Tab. 2 by pri teplotnom rozdieli 5 °C mali generovat’
napétie naprazdno v rozsahu od 20 mV az do 200 mV'.

3.1 Riadenie ¢innosti energetického menica

Zéakladna poziadavka pre napdjanie monitorovacieho systému je jeho schopnost’ automaticky sa prispd-
sobit’ aj neoptimdlnym podmienkam. Ak sliZi rozdiel teplot ako primérny zdroj energie, takyto pripad
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Obr. 1: Vykonovd Cast’ energy harvesting systému

| 161 | 71 | 8 [ O |

AT (°C) 68 68 67 100
Iae (A) 3,30 8,50 3,90 0,37
Vinaz (V) 8,1 8,6 15,4 4,5
Rser () 1,80 0,85 3,10 12,4
Rozmer (mmxmm) | 30x30 | 30x30 | 30x30 | 40x40

Tab. 2: Porovnanie parametrov beznych termoc¢lankov (podl’a technickej dokumentacie)

nastdva prave pocas hortcich letnych dni v mesiacoch v obdobi jin aZ august [5]. Najmi vtedy moZe
poklesnut’ rozdiel teplot pod hranicu 5 °C. Prave pre takéto pripady je systémy vybaveny zdsobnikom
energie (batériou), ktorého kapacita je v§ak obmedzen4. Preto je vhodné okrem primérneho zdroja uva-
Zovat’ aj zdroj sekunddrny, kde by bolo mozné vyuzit' bud’ soldrnu energiu alebo energiu z pohybu ruky
pri réznych Cinnostiach. Tymto spdsobom by sme mali byt schopni ziskavat’” energiu nepretrZite. Na
zéklade tychto dvah je potrebné rozdelit’ ¢innost’ energy harvesting systému na niekol’ko pracovnych
reZimov, ktord budu riadené komparatormi. Prehl’ad pracovnych rezimov je uvedeny v Tab. 3.

’ Rezim ‘ Podmienka Cinnost’/Stav systému
1 VEs1 < VHranica @ siCasne Vess < Viranica | Systém prejde do stavu spanku.
2a VESI > VH'r‘anica Dobfjanie batérie.
2b VEs1 < Viranica @ si€asne Vgso > Virranica | Dobijanie batérie.
3 Viateria = Uplne nabitd Systém prejde do stavu spanku.

Tab. 3: ReZimy Cinnosti energy harvesting systému

3.2 Navrh nabojovych pamp

Pocas doterajSieho vyskumu sme sa venovali aj ndvrhu ndbojovej pumpy a jej implementacii priamo na
¢ipe, nakol'ko tato je zakladnou sicast’ ou napit’ ovych menicov. Nabojova pumpa s naprie¢ spinanymi
kondenzétormi (Obr. 2), navrhnutd v 90 nm technoldgii, vykazuje najlepSie parametre [10]. Na zdklade
rovnice (1) je mozné odhadnut’ napit’ ové straty v tejto nadbojovej pumpe, kde R,y reprezentuje odpor
kandla NMOS tranzistora v zapnutom stave a IR, p oznacuje rovnaky parameter pre PMOS tranzistor.
Cin reprezentuje kapacitu spinaného kondenzatora a C predstavuje parazitné kapacity. Tieto Styri uve-
dené parametre si uvazované vzhl'adom na jeden stupeii ndbojovej pumpy a vyslednd rovnica uvazuje
rovnaké rozmery prvkov vo vSetkych stupiioch. Pocet stupfiov ndbojovej pumpy je oznaceny ako IV, a
stupne st spinané neprekryvajticimi sa signdlmi o frekvencii f. Napat' ové signdly sd nasledovne: vstupné
napitie je oznacené ako V;,,, amplitida spinacieho signdlu je Vg a vystupné napitie je oznacené ako V.
Hlavné dosiahnuté parametre navrhnutej nabojovej pumpy st zobrazené na Obr. 3.

Iau
Vout ~ szn + N. <V¢ - Iout~(RonN + RonP) - m) (1)
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Obr. 2: Nabojova pumpa s naprie¢ spinanymi kondenzéatormi

Obr. 3: Zavislost’ vystupného napétia a i¢innosti od zat’azovacieho rezistora

Neoptimalizovana nabojovd pumpa bola navrhnutd v 90nm CMOS technoldgii. Rozmery pouzitych
PMOS tranzistorov boli 100 um/0,1 pm a pre NMOS tranzistory rozmery sd 50 um/0,1 pm (Sirka ka-
néla/dizka kandla). Vstupné napitie (V) = S00 mV'. Hodnota spinaného napétia (V) bola 500 mV so
striedou signdlu 1:1. Maximdlna dosiahnutd hodnota vystupného napétia je 2,48 V' a maximadlna dosia-
hnutd G¢innost’ je 40 % pri 1,74 V na vystupe. Plo$ne najnaro¢nej$im prvkom su spinané kondenzétory.
Maximalny vystupny vykon je 217 pW (aj pri spinacej frekvencii iba 1 M H z). Kazdy z kondenzitor s
kapacitou 1 nF zaberd plochu priblizne 0,5 mm?. Spolu to predstavuje zrejme neakceptovatel’nd plochu
4 mm?, pri¢om plocha vietkych pouZitych MOS tranzistorov nepresahuje 200 zm?.

Za tucelom redukcie plochy Cipu bola vykonand optimalizacia pumpy pre ndjdenie kompromisu
vzhl’adom na plochu, vystupny vykon a samozrejme G¢innost pumpy. Spinacia frekvencia bola 100-
nasobne zvysend ¢o umoznilo vyrazne zmenSenie spinanych kondenzatorov. TaktieZ boli zmensené aj
rozmery pouZzitych MOS tranzistorov. Na Obr. 4a je zobrazené vystupné napitie a na Obr. 4b t¢innost’
pumpy pre viaceré hodnoty spinanych kondenzatorov a v zdvislosti od hodnoty zat’azovacieho rezistora
(Rout) na vystupe. Hodnota kapacity vystupného kondenzétora bola 10 pF" a spinacie kondenzatory mali
hodnoty v rozsahu od 0,2 pF' do 2 pF'. Rozmery pouZzitych PMOS tranzistorov boli 20 pm/0,1 ym a
rozmery NMOS tranzistorov boli 10 pm/0,1 pm. Spinacia kapacita 200 f F' je uZ porovnatel'nd s para-
zitnymi kapacitami, ¢o vyrazne zvySuje straty, ako dokazuji uvedené zdvislosti.

3.3 Experimentalne overenie vhodnosti zvoleného zdroja energie

Pre potvrdenie odhadov na zdklade technickej dokumentécie bolo vykonané experimentalne overenie po-
uzitel'nosti najdostupnejS$ich komerénych termocldnkov. Jednalo sa o dva termocldnky uvedené v Tab. 2
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(a) Vystupné napitie (b) Utinnost’

Obr. 4: Parametre 4-stupiiovej ndbojovej pumpy pre rozne spinacie kondenzitory a zat’aZzovy rezistor

([6, 8]). Naprazdno by mali byt' schopné dodavat’ napitie priblizne 30 mV" pri rozdiele tepl6t priblizne
4 °C. Teplota vzduchu pocas merania bola 25 °C a povrchova teplota tela na zapasti pod termoclankom
bola 29 °C. Pri klesajucej teplote vzduchu, klesala aj povrchova teplota tela. Kvoli potlaceniu vplyvu
chladica a jeho tepelnej kapacity sme Cakali 2 mintty neZ sa povazovala teplota chladica za ustdlend.
Volt-ampérové charakteristiky uvedenych termoclankov boli odmerané pri teplote vzduchu 30, 25, 20,
10 a 0 °C. Pre tieto hodnoty okolitej teploty boli namerané nasledujice povrchové teploty na zapisti: 31,
29, 28, 23 a 17 °C. Termoclanky TEC1-07103 a TES1-12704 maji podobné charakteristiky aj ked’ ich
parametre nie st identické ako ukazuju zavislosti na Obr. 5.

(a) TEC1-07103 (b) TES1-12704

Obr. 5: Volt-ampérové charakteristiky termoclankov pri teplote vzduchu 30, 25, 20, 10 a0 °C

4 Ciele dizertacnej prace

Na zdklade doteraz vykonanej analyzy sic¢asného stavu a potrieb v oblasti energeticky tspornych a ener-
geticky autonémnych integrovanych systémov, ako aj z nej ziskanych poznatkov a dosiahnutych vysled-
kov prezentovanych v tomto prispevku, boli ciele ndSho vyskumu reprezentujiice raimcové tézy dizertac-
nej prace (a ich doterajSie plnenie) stanovené nasledovne:

e Preskimat’ a porovnat’ alternativne zdroje energie z hl'adiska moznosti ich implementacie priamo na
Cipe a analyzovat’ redlnost’ zabezpecenia CiastoCnej energetickej autonémnosti integrovanych systémov
(splnené).

e Vyhodnotit’ vhodnost’ mozZnych zdrojov energie pre bezdrotové zariadenia umiestnené na I'udskom
tele, napr. prenosné monitorovacie a zdravotnicke systémy (splnené).

e Navrhnit' a optimalizovat’ systém na ziskavanie energie z okolia vyuZivajici kombindciu viacerych

109



zdrojov energie (rozpracované).

e Vypracovat metodiku pre ndvrh systému na ziskavanie energie z alternativnych zdrojov priamo na
¢ipe s moZnost’ ou ¢iastocnej automatizacie ndvrhu (nezacaté).

e Implementovat’ a experimentilne overit' miniatirny energy harvesting systém pre biomonitorovacie
zariadenie (nezacaté).

5 Zaver

V tomto prispevku bolo uvedené principidlne rieSenie vykonovej Casti energy harvesting systému. Hlav-
nym zameranim bolo poukdzat’ na ddlezité strdnky a faktory, ktoré je treba pri ndvrhu energeticky-
autonémneho systému zohl’adnit’. Takymi sd napriklad jeho umiestenie ¢i vlastnosti prostredia.

V rdmci doterajsej prace na navrhu nizko-prikonovych obvodov, ktoré si nevyhnutné pre energeticky-
autonémne aplikdcie vzniklo spolu doteraz 14 publikdcii, na ktorych som autorom resp. spoluautorom
(2 ¢lanky v karentovanych a impaktovanych vedeckych casopisoch, 10 prispevkov na medzindrodnych
konferencidch a sympdzidch a 2 prispevky na domdcich konferenciich) .
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Abstract. Modern fault tolerant systems implemented into FPGAs integrate very often
hardware redundancy together with fault tolerant approaches based on active fault recovery
and the system reconfiguration. An integral part of the recovery process in these systems is
except of fault-masking behavior and FPGA partial reconfiguration also the synchronization
of reconfigured circuit copy with remaining circuits which are during the recovery process
still operating. In the paper, basic principles of our synchronization methodic are described
together with generic architecture for synchronization in fault tolerant systems. The usage
of the generic architecture for synchronization is demonstrated by its implementation into
reconfigurable fault tolerant CAN bus control system.

Keywords. Fault tolerant system, FPGA, state synchronization, recovery, partial dynamic
reconfiguration, failure.

1 Introduction

An increasing number of safety-critical systems use active fault tolerant techniques. The main reason is
the active approach can ensure the system operability while faults are present in the system environment
together with its complete recovery in the case when the system failure occurs. Such demands have
fault tolerant systems (FTSs) e.g. in space applications where reprogrammable FPGAs being more often
used. These FPGAs are based on flash or SRAM technology. The flash-based FPGAs have non-volatile
configuration memory and they are more robust against radiation effects (such are Single Event Effects)
when comparing to FPGA devices based on SRAM cells. Nevertheless, SRAM FPGAs are not limited in
number of programming cycles. Actual trend is to combine both types of FPGA devices [6]. In SRAM
FPGAs, hardware redundancy can be easily combined with the reconfiguration process to achieve the
correct system functionality. The most used form of hardware redundancy is triple modular redundancy
(TMR) due to its fault-masking ability and tolerable overhead. Active FTSs based on TMR architec-
ture (or N-modular redundancy in general) are often implemented as reconfigurable because the fault
tolerance of the TMR architecture is ensured only for the class of expected failures and after the failure
occurs, it loses fault mitigation ability. Fault detection in a TMR is operating by means of majority voting
from copies of protected circuit. When the failure in a one from circuit copies is detected then corre-
sponding TMR module located in FPGA configuration memory is reconfigured through partial dynamic
reconfiguration (PDR) process. After the reconfiguration process is finished, its operational state is not
up-to-dated and need to be synchronized with the correctly operating circuit copies in TMR architecture
before it is incorporated back into the system.
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Two main approaches to state synchronization are often used. The representative one is based on
sharing of the system state between all redundant copies of the protected circuit. In [3], the soft pro-
cessors are combined in TMR architecture and their context is shared through the Block RAM memory
in FPGA. Then, after the failed soft processor is reconfigured, the interrupt routine is used for its syn-
chronization with others. The main benefit of this method is the recovery process can be performed on
the fly and overhead of the synchronization is only the time required to store and restore the processor’s
state context. The second approach uses the principle, where the synchronization is performed as the
copy of the state from operating reference circuit to the reconfigured circuit. In [5], the method based on
the principle of roll-forward recovery was used. Through copying of all data registers from the correct
circuit copy into the failed copy, the state correction was achieved. In [4], the synchronization for FSM-
based system is presented. The method uses the principle of predicting a future state (checkpoint state)
to which the system will soon converge and presetting the reconfigured circuit to it.

A recovery workflow in active FTSs consists of fault detection, failed circuit reconfiguration and
circuit state synchronization phases. My Ph.D thesis is focused on a phase of the state synchronization.
The aim is to develop a new methodology for the design and implementation of a suitable synchronization
method for specific FTS implemented into SRAM FPGA. In this paper, fundamental considerations
related to our synchronization methodology are described. The paper is organized as follows. First,
generic architecture for system synchronization by copying of its state is proposed and implementation
of its principles into designed reconfigurable fault tolerant CAN bus control system is described. Then,
basics of our synchronization methodology together with my previous work and goals of my Ph.D thesis
are presented in following chapters as well.

2 Generic Architecture for the State Synchronization Implemented Into
Reconfigurable Fault Tolerant CAN Bus Control System

In our research, we concentrated on synchronization methods for FSM-based systems so far. As the
first step, we developed specific synchronization methods for reconfigurable FTS including fault tolerant
CAN bus control system (FTCAN) and our generic partial dynamic reconfiguration controller (GPDRC),
which were described further in [1] and [2]. The aim was to enable recovery of the failed circuit copy
through the reconfiguration process and to design suitable method for the synchronization process of
circuits after the recovery.

Before implementation of the synchronization into the FTS, it was necessary to analyze all internal
states in the core of the CAN bus control system. The architecture of the control system and overview
of its main control states is shown in Fig. 1. Because the control system is divided into application and
hardware control parts, we decided for two different approaches to synchronize application and hardware
layer of the system, the reasons are as follows:

* Hardware layer is controlled by the CANCTRL unit. This unit processes incoming interrupt re-
quests or it performs control communication with the circuit MSP2515 of the CAN controller.
Otherwise, the unit is in inactive state and waits for its activation. Because the inactive state is
always reached and transmitting of control command sequence to the MCP2515 is relatively fast,
the best method for the synchronization of the CANCTRL and lower level components is to wait
until the reference circuit is not preset to IDLE (inactive) state and then, the recovered circuit
synchronize with it.

e Application layer is controlled by the CANAERO unit. It executes initialization sequence of the
MCP2515 circuit, processes messages in CANAerospace application protocol and performs cor-
responding actions which are encoded in received messages. The unit contains data registers with
values which are acquired during the unit operation and mathematical calculations. The data con-
text of this unit depends on its previous actions, therefore its synchronization is based on copying
the state from reference to synchronized unit.
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Figure 1: Architecture of the CAN bus control system and overview of its states within control FSMs.

2.1 Generic Architecture

On the basis of results gained from analysis of architecture designed FTS we decided that synchronization
process of the reconfigured circuit copy in the TMR architecture has to be controlled on two levels. From
the outside, the synchronization should be controlled on the level of individual circuits, and in the inside
on the level of circuits for synchronization of their internal components. We designed generic architecture
for synchronization with arbiter and controllers. The architecture consists of the following parts:

* Synchronization arbiter - it is a hardware unit which is responsible for controlling the complete
synchronization process from the highest architecture level. After the reconfiguration of the failed
circuit is finished the arbiter is activated. Before the synchronization begins the arbiter identifies
the specific roles of all redundant circuits within the TMR. It indicates which circuit is synchro-
nized, which circuit is used as reference for copying of its state into synchronized one and which
circuit is paused during this process. Then, the synchronization procedure is started and the arbiter
communicates with synchronization controllers and synchronously controls all phases of the syn-
chronization process until the reconfigured circuit is fully synchronized with other circuits. Finally
the arbiter switches all circuits into operational state.

» Synchronization controller - it is a hardware unit which is implemented into each PRM with
replicated circuit in the TMR. Its role is to control the synchronization of internal components and
subsystems of the circuit. The controller communicates with the arbiter during the synchronization
process. It addresses individual components of the circuit and their internals for the synchroniza-
tion. According to the role of the circuit (reference, synchronized or paused) during the syn-
chronization, the controller can executes a) the transmission of a state information in the reference
circuit, b) the reception of state information and its saving into internal registers or ¢) suspension of
the units which have no role in synchronization process until it is not finished. After the controller
finishes its function it alerts the arbiter which will perform another steps of synchronization.

* Synchronization bus - it consists of wire interconnections for transferring control and data signals
between all redundant circuit copies. Its complexity depends on requirements for the synchroniza-
tion process, especially the speed of the synchronization or the implementation area overhead.

¢ Synchronization interface - it is a communication interface used for data transfers from or into
the circuit components during the synchronization process. This interface is implemented for all
data registers which hold the state information in the replicated circuit of TMR architecture.

Implementation of some previously mentioned functionalities can be merged or placed in other com-

ponents than is declared above. For some less complex systems requirements for the synchronization
can be reduced.
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2.2 Recovery Process for Reconfigurable Fault Tolerant CAN Bus Control System

The architecture of our reconfigurable fault tolerant CAN bus control system is shown in Fig. 2. Re-
dundant copies of the CAN control system are placed in reconfigurable dynamic area into separated
partial reconfigurable modules (PRMs). Into the static non-reconfigurable area the units responsible for
the control of recovery process are programmed. The static area includes the GPDRC, bitstream storage
controller with interface to SD card, the ICAP interface and the synchronization arbiter for the control of
the synchronization process. In the static area, TMR voter is also located which besides the fault-masking
also identifies the failed circuit copy when a fault is detected. This information is passed into the GPDRC
which starts the reconfiguration of a PRM where the failure was localized. After the reconfiguration of
certain circuit copy is finished, the synchronization arbiter is activated and the synchronization procedure
to return the TMR into full operation is performed.
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Figure 2: Reconfigurable FTCAN and its synchronization through parallel bus.

As was mentioned in the beginning of the chapter 2, two different approaches to synchronize ap-
plication and hardware layer of the system were used. The hardware layer is synchronized by the state
synchronization procedure. The principle of the procedure is based on waiting until the reference circuit
reaches the specified state and then this state is preset to the reconfigured circuit. This mechanism is
implemented on the level of CANCTRL unit where the synchronization controller is placed. When the
start of this phase is indicated by PRM state sync start signal, the controller starts waiting for the IDLE
state in the reference circuit. When it is reached, the synchronization controller indicates it by PRM state
sync signal to the synchronization arbiter. The arbiter stops execution in all units of the synchronized
system and then it enters the second phase - the data context synchronization of the application layer.

Synchronization process of the second phase was implemented in serial and parallel versions. The
difference between these variants is in the size of the bus and control logic. Obviously, the serial im-
plementation is slower and simpler, but the principle is the same. Therefore only parallel version is
described here. The parallel version of the synchronization uses two parallel buses for data transfers
between registers in reference and synchronized circuits. Individual registers are addressed through the
address bus. The scheme with implemented synchronization into FTCAN design is shown in Fig. 2b.
The principle of the synchronization lies on sequential addressing of each register through the address
bus and enabling PRM write or PRM read signals for circuits which are active during the synchronization
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process. Reference circuit transfers the content of its addressed registers to the data bus byte after byte
while the synchronized circuit reads these data from the bus and stores them into its internal registers.

3 Synchronization Methodology

Based on the experience we gained during the development and the implementation of the synchroniza-
tion method for reconfigurable fault tolerant CAN bus control system we determined the set of essential
questions which must be considered and then satisfied in a certain way by designed synchronization
method implemented into an FTS in general. The essential questions are as follows:

1. The state in which the synchronization of the recovered unit is performed.

2. The definition of the system context (i.e. the set of data) which will be used for the synchronization.

3. The problem of the interconnection of redundant components which will be needed for the syn-
chronization procedure execution and its control.

3.1 Parameters of Synchronization Methods

The synchronization method development and its implementation are closely combined with the archi-

tecture of the FT system and its complexity, requirements on its real-time behavior, with principles of

performing its function and the type of volume of the synchronized context. This fact is apparent from

essential questions which were declared. All these aspects must be taken into account when the method

of system synchronization after fault occurrence is developed. Thus, the principles of synchronization

and its specific implementation have a strong impact on the FT system and its parameters. These are:
The dynamic parameters reflect the impact of the synchronization on the operation of the system and

its function. From among them, the following dynamic parameters can be mentioned:

e The impact on the function of the system - it says whether during the synchronization the
system requires to be stopped or the synchronization can be completed while the system is
running. Based on this criterion, the synchronization methods can be divided into function
blocking and function non-blocking methods.

e The time needed to perform the synchronization - it is closely combined with other pa-
rameters, the requirements on the synchronization and the volume of data which needs to be
synchronized.

The static parameters have an indirect impact on system features and have a close relation to the
principles of the algorithm used to implement the synchronization procedure. The static parameters
are as follows:

e The area demands on the implementation - it reflects the overhead costs of FPGA sources
needed to implement the synchronization method.

* The power demands - it determines the power needed to be delivered to the synchronization
system.

* The reliability of the synchronization implementation - it is related to the reliability of the
synchronization system. Apart from dynamic and static parameters which can be affected by
the selected synchronization method, other aspects must be taken into account. They have
a close relation to synchronization implementation into FTS and the individual steps of the
method.

4 Conclusions and Future Research

In this paper, considerations for the synchronization of FSM-based systems were summarized. On the
basis of results from experiments and new knowledge which I gained so far my future research will be
based. It will be focused on design and implementation of synchronization methods for active FTSs
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with more complex architectures and systems based on soft-processors. Proposed generic architecture
for synchronization will be used. Possibly, new architecture for synchronization will be designed due
to specific demands, architecture and behavior of these systems. Then, according to new results from
research 1 will be able to compare requirements for synchronization methods in simple and complex
FTSs using various components with different types of data and control flow.

5 Ph.D Thesis Goals

The synchronization method must be devised in the way which will allow to identify and implement the
best possible principles of synchronization for the given architecture, real time requirements and price
(overheads). Therefore the main aim of my Ph.D thesis is to propose specific methodology to design and
implement synchronization procedure for target FTS. Basic goals of my Ph.D thesis are as follows:

1. To combine fault tolerant system with partial reconfiguration controller to enable the ability of
active recovery of a part of the system where the failure was detected.

2. To propose the methodology for the synchronization of a simple and FSM-based FTSs.

3. To propose the methodology for synchronization of complex FTSs and systems based on soft-
processors (such as Xilinx PicoBlaze, Xilinx MicroBlaze and LEON3). This part of the method-
ology should consider specifics of soft-processors and also granularity of components in a FTS.

4. To develop part of methodology on the assessing of a designed synchronization method on the
basis of its parameters and requirements. Therefore, several critical parameters of the system
where the synchronization is implemented were defined with the goal to allow and simplify the
classification of synchronization methods.
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Abstrakt. Clanek rozebira problematiku distribuovanych systémii a komunikace v distri-
buovanych systémech. Obsahem je ivod do problematiky distribuovanych souborovych
systémd, rozbor dostupnych feseni replikace dat a pfedstaveni experimentalniho distribuo-
vaného souborového systému KIVFS. Nasledné jsou popsany aktudlné pouzivané algoritmy
s jejich negativnim dopadem na propustnost systému a ndvrhy na jejich optimalizaci.

Klicova slova. distribuované souborové systémy, synchronizace, distribuované transakce,
smérovani zprav, kivfs

1 Uvod

Aktudlnim trendem v oblasti informacnich technologii je zpracovani velkého mnozstvi dat a jejich
uklddani. Mnozstvi dat je generovédno predev§im multimédii ve vysoké kvalité a obsahem generovanym
stdle rostoucim pocétem uzivateli. Mnozstvi zpracovavanych a ukladanych dat pribézné narusta, proto je
problém uchovavat data na jednom serveru, ktery 1ze omezené Skdlovat(pfidanim zdrojti). Data je proto
vhodné ukladat do distribuovanych souborovych systémd, které jsou snadno $kalovatelné, jak v oblasti
vypocetniho vykonu, tak v oblasti iloZzného prostoru. Spolu s mnozstvim dat roste i pocet klientti, ktef{
k témto datim pristupuji, nejveétsi nartst je v oblasti mobilnich zafizeni. Mobilni zafizeni maji ov§em
problémy s pfipojenim, z praxe je zndma nestabilni kvalita pfenosu, casté vypadky, vysoka latence, nizka
prenosova rychlost a datové limity. V dalSich ¢astech ¢lanku bude feSena problematika piistupu k datim
s ohledem na kvalitu pfenosovych linek.

2 Distribuované souborové systémy

Distribuované souborové systémy (DFS) jsou navrzené pro ukladani dat. Nabizi vzdaleny pfistup k sou-
bordm, které mohou byt fyzicky rozlozené na vice serverech, tuto skute¢nost prekryvaji a data nabizi
transparentné jako jeden zdroj - adresarovy strom. V ramci uzli distribuovaného systému mohou probihat
replikace dat, migrace a zdlohovani. Distribuovany souborovy systém se obycejné skladd z dloziSté
samotnych dat, databdze metadat s jejichZ pomoci fidi praci s daty (nalezeni, Cteni, zménu, replikaci
a migraci dat). Distribuovany souborovy systém dale implementuje techniky autentizace a autorizace

uzivateld, napt. LDAP a Kerberos [5].
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Zakladni vlastnosti DFS Definice distribuovanych souborovych systému specifikuje nékteré vlast-
nosti, predevsim transparentnost systému vici okoli (pro uZivatele neni rozdil mezi lokalnimi a vzdalenymi
daty, neznaji skute¢né umisténi). Nédsledujici vycet obsahuje béZné poZadované vlastnosti DFS: transpa-
rentnost (klienti ptistupuji k datiim skrze DFS jako k jednomu celku), $kdlovatelnost (navyseni zdroja pro
obsluhu vétsiho mnozZstvi uzivateld a dat), heterogenita (spoluprace na riznych SW i HW platforméch),
bezpecnost (piistup k datim, zabezpeceni pied ztratou a poSkozenim), replikace (data jsou dostupna ve
vice kopiich), migrace (data je mozné v ramci systému piesouvat).

Pokrocilé vlastnosti DFS  Dals{ Zddané vlastnosti, které nejsou u soucasnych implementaci DFS bézné
nebo dostupné jsou napiiklad: online replikace dat (data jsou bez prodlevy replikovdna), multimaster
read/write replikace metadat (moZnost zapisovat na jakoukoli dostupnou repliku).

3 Synchronizace replik a DFS

Jak bylo jiz zminéno v pfedchozim oddile, vétSina DFS je sloZena ze dvou zdkladnich ¢asti - dloZiStém
metadat (umisténi fyzickych dat, seznam a stav replik, pfistupova opravnéni, informace o souborech...)

a fyzickym tlozi§tém dat. UloZisté metadat byva pro cely strom DES spole¢né nebo rozdélené podle lo-
gickych svazkt v ramci DFS, pfistup k jednotlivym ¢astem je vSak transparentni, pies jediného prostfednika.
Tato Cast je kritickd pro dalsi funkci souborového systému (pfistup k obsahu soubord, fizeni replikace
fyzickych dat atp.) a je tfeba zajistit jeji replikaci, konzistenci a synchronni stav. Replikaci je mozné
provadét pomoci nasledujicth modelt a odpovidajicich algoritm:

e Transakcni replikace (transactional replication) - zména je synchronné propagovana na vSechny
servery jako jedna distribuovana transakce

¢ Replikace pomoci shody (state machine replication) - zména je propagovana na servery na zakladé
shody majority (Paxos algoritmy [1], [2]), majorita m4 vzdjemné data v konzistentnim stavu

e Virtualni synchronnost (virtual synchrony)- zména je propagovana asynchronné pomoci usporadané
fronty zprdv, pfistup je vZdy moZny jen na aktudlni repliky

Kazdy z modelt ma své spefické vlastnosti v oblasti komunikacni rezie, konzistence dat, spolehli-
vosti a latence. Transak¢ni zpracovani nabizi silny model konzistence (Ize oznacit i za striktni), nicméné
selhani jednoho z uzli, vysoka latence nebo neznamy stav muze zapiiCinit zastaveni systému. Ak-
tuldlné se vyuZivaji algoritmy 2PC[3] a 3PC[4], které jsou relativné jednoduché na redlnou implemen-
taci. Replikace s vyuzitim shody vyzaduje pouze nadpolovi¢ni pocCet serverd, které se na dané operaci
shodnou, vyzaduje ovSem trvalé dlozisté pro logy (dopfedné, zpétné) a muze vést k nekonzistentnim
staviim jednotlivych replik (mensSina servert, kterd se nepodilela na shodé musi provést obnovu - pro-
vedeni chybéjicich operaci). Hlavni vyhodou je, Ze Paxos algoritmy uvaZzuji asynchronni komunika¢ni
linky s variabilnim zpozdénim a moznost selhdni libovolného uzlu. Implementace téchto algoritmi je
vSak v redlném svété pomérné narocnd. Virtudlni synchronnost predstavuje model, ktery predstavuje
asynchronni zpracovavani sefazenych zprav - dva servery vidi zpravy pfijaté ve stejném poradi, ale ne-
provadni zmény synchronné. Tento model nabizi vyssi vykon, ale neni piili§ odolny vicéi chybam.

Propagaci replik lze klasifikovat do dvou skupin také podle zpisobu propagace zmén: synchronni
chronnimu zapisu na zvolenych replikach, dochdzi tak k akumulaci mozné latence, asynchronni - okamzity
vykon je dtlezitéjsi nez konzistence, data jsou nejprve zapsana na primarni repliku a nasledné je zaslana
zprédva o zméne dotéenym replikdm.

Dile Ize replikaci délit podle rozdéleni roli jednotlivych replik. Jednou z nich je, Ze replikace dat je
fizena jednim hlavni/centrdlnim uzlem (master, leader), ktery pfijima poZadavky na zmény a ty propaguje
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do podfizenych replik. Tento zplisob je pouzitelny u vSech predchozich modeld. Zde neni nutné fesit
algoritmy absolutni uspofddani, protoZe to je ur¢eno hlavnim uzlem (fes$i vzajmné uspotfaddni paralelnich
pozadavkl), tim je zajisténa vyssi rychlost zdpisu, protoZe odpada ¢ast komunikacni rezie. Nevyhodou
tohoto pristupu (master-slave) je potieba feseni situace, kdy dojde k selhani hlavniho serveru. Tento stav
je tfeba nejprve detekovat (napf. Casovy limit necinnosti) a ndsledné zvolit novy hlavni server. Béhem
této doby je ¢innost systému pozastavena.

Dalsim moznym pfistupem je rovnost vSech replik (MultiMaster replikace), kdy kazda replika mize
iniciovat zmény. Aby mohla byt zména povedena je tfeba nejprve vyjednat jeji absolutni poradi a ndsledné
schvilit jeji zapis. Toto feSeni nevyZaduje vyhleddni hlavniho uzlu, detekci jeho selhdni a volbu nového,
neni tfeba feSit situace kdy je hlavni uzel slabym clankem systému. Na druhé strané vyzaduje vétsi
mnoZzstvi komunikace mezi uzly, neZ predeslé pristupy.

4 KIVFS

Na Katedfe informatiky a vypocetni techniky Fakulty aplikovanych véd Zipadoceské univerzity (KIV)
byl navrzen a vytvoren experimentalni distribuovany souborovy systém KIVFS[6][7] za tcelem imple-
mentace a zkoumani pokrocilych vlastnosti distribovanych souborovych systémi (multimaster replikace
metadat, online replikace dat, smérovani pozadavku).

KIVES je implementovano jako skupina sluzeb (vrstev), které poskytuji specifické sluzby soubo-
rového systému. K implementaci pomoci samostatnych sluzeb bylo pfistoupeno z divodu snadnéjsi im-
plementace, kdy kazda sluzba je pfi svém vyvoji nezdvisld na ostatnich, coZ davd moZnost vyménit
implementace jednotlivych sluzeb a porovnat jejich funkce, kvalitativni a vykonnostni parametry.

Pfenos souborﬂl Klient | Klient Pfenos soubord

Odesilani & pifjem Odeslldni a pifjem
poZadavkd poZadavki
KIVFS server KIVFS server
Autentizaéni vrstva Autentizaéni vrstva
. Synchronizace .
Synchronizacni vrstva le— | — — — 4 > Synchronizagni vrstva
Vrstva virtudiniho Vrstva virtudiniho
souborového systému souborového systému
Souborova Databdzovd Databdzovd Souborovd
wrstva vrstva wrstva wrstva
1

l Replikace

Obrazek 1: Schéma KIVES

Jednotlivé servery mezi sebou komunikuji vlastnim protokolem nad TCP nebo lokdlné pres UNIX
sokety. Struktura KIVFS je naznaCena na obr. 1, kde jsou zobrazené jednotlivé vrstvy a komunikace. Im-
plementace je kompletné v uzivatelském prostoru, jednotlivé sluzby jsou tak zavislé pouze na pouZzitych

knihovnédch. Pro autentizaci pouZzivd Kerberos[5], pfenost je Sifrovan pomoci SSL a data jsou ukldddna
v relacnich databazich.

4.1 Klicové vlastnosti KIVFS

V soucasné dobé jsou implementovany ndsledujici funkCnosti: online replikace - data jsou ihned po
dokonceni jejich nahrani replikovdna, multimaster read/write repliky - na kazdou repliku je mozné
zapisovat, ¢teni probihd z libovolné repliky s aktudlni verzi dat[7], statistiky klientskych piistupu -
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KIVFES poskytuje statistiky piistupt, ty pak slouzi pro pokrocilé strategie klientského cacheovani [8],
smérovani dat - data jsou smérovana mezi servery za tcelem nejrychlejstho doruceni[9].

KIVFES vyuziva distribuované transakce (s potvrzovanim majoritou) a logické ¢asové znacky, aby
bylo zajisténo, Ze stav metadat bude na vSech uzlech ve shodném stavu. PoZadovany model konzis-
tence metadat je striktné konzistentni. Je tfeba zarucit, Ze operace budou provedeny na vSech aktivnich
uzlech ve stejny €as. Tyto poZzadavky vznikly jako zdkladni v pfedchozich pracich[7],[6] vzhledem k

pozadovnym vlastnostem pro KIVES.

5 ReSena problematika

Pfi vykonnostnich testech KIVFS byl identifikovan problém v oblasti nutné komunikace mezi servery
pro synchronizaci pozadavku a koordinaci distribuovanych transakci, kdy byla rychlost synchronizace a
jeji rezie limitujici pro dosazeni lepSich vysledkt v porovnani s OpenAFS.

Pro kazdou synchronni operaci v KIVFS je zapotiebi nejprve priradit pozadavku logickou ¢asovou
znacku, ndsledné ho podle ni zatfadit do fronty pro synchronni provedeni dané operace jako atomické
transakce (vzhledem ke klientské aplikaci). Casovou znacku aktudlng uruji skaldrni logické hodiny.
Ziskani Casové znaCky probihd ve tfech krocich, v prvnim poSle server, ktery poZadavek obsluhuje,
zpravu ostatnim serverim s zadosti o pfid€leni ¢asové znacky a jeji navrh, v druhém kroku ostatni ser-
very poSlou zpét vlastni ndvrh. V poslednim kroce obsluhujici server vybere vétSinovou ¢asovou znacku
a ozndmi ji ostatnim, ti si poZadavek zatadi do svych lokélnich front. Pro kazdy pozadavek je tedy nutné
odeslat/pfijmout 3N zprav (N je poCet servert).

Nésledné je pozadavek synchronné proveden na vSech serverech, to je implementovano jako distri-
buované tfifdzové provedeni[4]. V piipadé tiifdzového provadéni koordindtor transakce nejprve oslovi
ostatni servery s poZzadavkem na provedeni a ¢eka na jejich odpovédi, v ptipadé kladnych odpovédi posle
pokyn k ptipravé provedeni a opét ¢ekd na odpovédi, jako posledni krok vysle pokyn ke skute¢nému pro-
vedeni. To predstavuje prijem/odeslani 6N zprav ve 3 krocich.

Kazdy prichozi pozadavek tedy vyZzaduje celkem 9N odeslanych/pfijatych zprdv posilanych v 5
krocich. V kazdém cyklu se vyckava na vSechny odpovédi. Nejpomalejsi nebo nejméné spolehliva linka
pak urcuje vyslednou nejvyssi rychlost synchronizace a distribuovaného provadéni.

Resenim ztrity vykonu v piipadg, e jeden ze server bude na vyrazné hordi lince ne ostatni, je
tento server ze skupiny vyradit a ponechat ho pouze v rezimu permanentni obnovy dat, kdy neni soucasti
hlasovéni. Touto akci je moZné, Ze vyfadime server, ktery by mohl vyuZit jinou alternativni linku. Déle
klienty v blizkosti vyfazeného serveru donutime se pripojit k vzdalenej$im serverim také pies toto ne-
kvalitni spojeni, coZ povede k nizsi efektivité pfenosu dat a objektivnimu zpomaleni DFES z klientd. Je
tfeba navrhnout lepsi feseni, které by tento problém feSilo s minimalnimi dopady na klienty a DFS.

6 Optimalizace synchronizacni rezie

V nasledujici ¢asti ¢lanku budou navrZeny mozné optimalizace v prenosu synchronizacnich pozadavki
za Gc¢elem minimalizace zpozdéni zpisobeného nutnou komunikaci mezi servery pfi ziskavani shody nad
provadénymi operacemi.

6.1 Smérovani synchroniza¢nich pozadavku

Vzhledem k tomu, Ze v rdmci KIVES jsou smérovany datové prenosy[9], se nabizi moznost smérovat i
synchronizaéni pfenosy. Princip smérovani synchronizacnich pozadavki je naznacen na diagramu obr.2.

Predpokddand situace je ndsledujici, v oblasti X je pfitomen jeden KIVFS server, dv& riizné sifové
linky A, B a klienti. Linka B ma ztratovost paketi 10%, tato linka je vSak pouzita pro komunikaci
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mezi servery 2 a 3 (pfedpokladame, Ze neni moZnost ovlivnit smérovaci tabulky), linka A ma ztritovost
packetd 0% a je vyuZivana pro spojeni mezi servery 1 a 3 (privatni spoj). Standardni chovani by bylo,
ze rychlost/odezva linky B bude limitni pro rychlost synchronizace nebo Ze bude server 3 vyfazen. Prvni
moznost - zpomaleni synchronizace ma negativni dopad na rychlost celého systému. Druhd moznost
muze vést k tomu, Ze klienti budou vyuZivat jiny server nez 3, v nejhor$im piipadé pres linku B, coz
povede k znekvalitnéni sluzby pro klienty a ztrdtu vyhody v tom, Ze je server 3 umistén v lokdlni siti.

Optimalnim feSenim je linku B nahradit smérovanim pozadavku pfes server 1. Vysledkem bude, Ze
linka B nebude mit vliv na rychlost synchronizace, veskerd komunikace bude probihat po spolehlivych
linkach. ReZie spojend s predavanim pozadavki pies server 1 je zanedbatelna. Implementace a ovéfeni
je soucasti dalSich praci.

Obrazek 2: KIVFS smérovani

6.2 Redukce komunikujicich serveru

Dalsi moznosti je redukovat pocet serveri, které se na synchronizaci podili, to predstavuje rozdéleni KI-
VES servert do skupin, napiiklad podle podstromt v rdmci adresdrové struktury, zde bude komplikované
fesit napiiklad pfesun souborti mezi témito stromy, nelze ani zarucit pevnost téchto skupin, vzhledem k
tomu, Ze data mohou byt dynamicky pfesouvdna mezi servery.

6.3 Sdruzovani pozadavka

Dalsim pfistupem je provadét synchronizaci a provadéni pozadavkt po vice operacich zaroven - logicky
je shlukovat a misto synchronizace a provadéni kazdého zvlast je provadét hromadng. Zde je tieba fesit
jak skupiny pozadavki volit, jak urCovat potadi pozadavkl v ramci skupiny a jak dlouho ¢ekat na sesta-
veni skupiny, aby tim nebyl ovlivnén vykon (latence).

6.4 Redukce poctu zprav

Mezi servery je predpokladana komunikace kazdy s kazdym. Zde je mozné vyuzit grafovych algoritmii a
analogii s distribuovanym multicastem. V nejjednodussi varianté 1ze vychdzet ze zadplavového algoritmu
(zprava bude zaslana “nejblizS$im”serverim a ty zpravu pieposlou dal). Dalsim krokem je vyhledavani
super-servert, které maji kvalitni linky mezi sebou (WAN) a zdrovén na své sousedy (LAN). Super-
servery budou prostfednikem v komunikaci, zpradvy mezi nimi se pak budou preddvat pouze jednou a
jejich distribuce koncovym uzlim bude provadéna cilové siti.
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7 Aktualni stav

Béhem mé préice byla dle zaddni[7] vytvorena synchronizacni vrstva KIVFES, ktera slouZi k pfidélovani
logickych ¢asovych znacek a transakénimu zpracovani pozadavki. Synchronizaéni vrstva dale sleduje
stavy jednotlivych linek, které jsou preddvany mezi servery a ndsledné jsou z nich pfepocitavany op-
timdlni trasy pro smérovéni provozu datovych pozadavkd. Vrstva také zajistuje obnovu uzlu po vypadku.
Soucasné préce se vénuji optimalizaci sitové komunikace (dpravy protokolu KIVFS a ladéni vykonu nad
TCP) a implementaci funkci uvedenych v predchozich kapitolach. Pfedmétem disertacni prace bude
navrh optimalizacnich rozsifeni algoritmt pro zvySeni propustnosti systémui vyuZzivajici absolutniho
fazeni a distribuovanych transakei, zvolenou metrikou je celkova propustnost systému a latence pii zpra-
covani klientskych pozadavkd.

8 Zavér

V ¢lanku byl uveden experimentdlni distribuovany souborovy systém KIVES, na kterém byla pfedstavena
problematika synchronizace a provadéni pozadavki v distribuovaném systému. Byly navrZeny moZnosti
optimalizace komunikace nutné pro synchronizaci a provadéni, které jsou postupné implementovany.
Aktudlné na KIVFES probiha implementace smérovani synchronizac¢nich poZadavkl z méfenych metrik
(latence, rychlost), vysledky ovéfeni budou publikovany v dalSich pracich a porovnédny se souborovym
systémem OpenAFS. Nésledné budou implementovany a v praxi ovéfeny dalsi predstavené postupy.
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Abstract. Power consumption is one of the key constraints in system on chip (SoC)
design process. Very powerful and widely accepted method for applying power-reduction
techniques is adoption of power-management strategy. Power management is commonly
specified at the register-transfer level (RTL) or lower level. We have proposed an
extension of low-power design flow to the system level integrating power management
into the system-level specification. Based on this specification the standard-based
specification along with the power-management control logic will then be automatically
generated during the high-level synthesis process. The generated power management
along with the functional model can be verified and analyzed at more-mature RTL. This
paper briefly describes this extension and summarizes the experimental results for
evaluation of several aspects.

Keywords. Low power, Power consumption, Power management, Power reduction.

1 Introduction

The ever increasing demand for portable systems-on-chips (SoCs) has added the power consumption
to the traditional constraints (e.g. area, performance, or cost) [1]. To address the increasing power-
reduction requirements, there have been many techniques developed, such as clock and power gating,
or voltage and frequency scaling (summarized in [2]). Some of these techniques are straightforward,
others are difficult to adopt. To help the design teams to use the advanced power-reduction techniques,
the standard for design and verification of low-power integrated circuit (IEEE Std 1801-2013 [3];
known as UPF) was developed. The UPF-based low-power design flow involves the application of the
power-reduction techniques in an RTL (Register-Transfer Level) or lower level digital-system model.
These techniques impact all aspects of integrated-circuits development (i.e. design, implementation,
and verification) increasing thus the ever-growing complexity of current digital-systems designs even
more. To increase the system development efficiency, the system design should start at more abstract -
so called electronic system level (ESL) [4].

The combination of existing approaches can close the gap in the state-of-the-art of the low-power
design process. The standard-based abstract system-level power management can be inspired by [5]. If
the concepts of power management are the same at both ESL and RTL, the equivalence is verified
much easier. Fully standardized (UPF) power management at the RTL assures the compatibility with
the existing EDA (Electronic Design Automation) tools. The use of high-level synthesis in the power
architecture analysis process (similarly to [6]) provides better trade-off (performance, power, and area)
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and more accurate analysis. Such an approach exploiting more automation can reduce the possibility
of human errors. The RTL implementation stage is achieved more quickly, and therefore more mature
RTL verification process can start earlier. The abstract power management is easier to understand,
thus even the designers not familiar with the power-management techniques can design for low power.

The achievements in the finite-state machines designs [7, 8] can be applied to the power-state
machines (PSMs) of the power-management units (PMUs). The PSM architecture needs to be
modified in order to manage its own power consumption. Such a modification can save most of its
leakage power and significant portion of dynamic power.

We have proposed an extension of UPF-based low-power design flow in which the power-
management specification is integrated into the system-level functional specification model [9]. The
abstract specification itself would have no benefit without the means to analyze the impact on power
consumption of selected power architecture. Therefore, we have augmented the proposed specification
by the synthesis algorithm to more-detailed standard UPF power management [2, 10], that is supported
by current EDA tools for power analysis. UPF standard assumes that the control signals for the power-
management elements (e.g. power switches, level shifters, or isolation cells) are generated by the
functional model. Thus, we need to generate the functional RTL description of PMU besides the UPF
power management itself. To be consistent the PMU for low-power design should be power-efficient
as well. Therefore, we have proposed the novel PMU architecture utilizing the power-management
techniques inside its own PSMs [11] and conducted experiments to determine its power-efficiency
[12]. This paper briefly describes our methodology and reports on the experimental evaluation of its
benefits.

1.1 Dissertation goals

The research is targeted to functional verification of system-level digital systems design with an aspect
of power consumption, specifically to the following goals.
o Identification of power-reduction techniques applicable at the system level of abstraction, their
evaluation and selection of potential techniques for integration.
e Development of a method for integration of selected power-reduction techniques into the
system-level model specification.
e Development of power-aware hybrid verification method based on modified equivalence
checking and property checking.

2 Proposed low-power design flow

The key idea of the proposed novel methodology [2] lies in an extension of the current low-power
design flow in a way that will enable to utilize the advantages of system-level modeling (e.g. shorter
specifications, subsystems intercommunications, or faster and simpler verification). The proposed
extension, illustrated in Figure 1, keeps the current low-power design flow steps intact enabling thus to
use the traditional design/verification methods and tools at the lower levels.

ESL model specification i HDL RTL Verllog Neillsi Verllog(NetIlst
witﬁ E:> High-level ED - E} Synthesis E:) ) E ‘::>

abstract UPF concepts synthesis

@) | 41,1 J.ZD- @

Abstraction refinement, equivalence checking‘ ‘ Simulation, logical equivalence checking ... ‘

Figure 1: Low-power design flow.

This methodology starts from crude system specification at the ESL, where the main UPF concepts are
integrated into the system functional specification in an abstract form. The specification participates in
the abstraction refinement process. When sufficiently refined the high-level synthesis enables to
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automatically extract the specified power management and to generate its standard UPF representation
along with the RTL functional model (typically in HDL). Then, the low-power design flow continues
in a traditional way.

After power management is specified, this specification has to be verified for functional, electrical,
and structural correctness and completeness (syntax, semantics, design object, inconsistent or
incomplete power intent) — this is usually done through formal verification. The next step is to verify
the correct functionality of the system with low-power behavior on top of normal functional behavior
[13]. As mentioned in [14], additional low-power design units are often a rich source of errors and
must be thoroughly verified for all specified operating modes. One of the advantages of the proposed
methodology lies in the automation. Since power-management specification at RTL is automatically
generated, we are able to avoid many power-related human errors. The designer does not need to
worry about specifying low-level power-management elements, such as power switches or isolation
cells. Moreover, the assertion generation concerning the power-management control sequences is
automated in a way similar to [15]. In this way, the low-level power-related logic can be verified (both
by simulation and formally) based on system-level abstract specification speeding thus up the
verification process.

2.1 Power-efficient power-management logic

The power-management logic determines the system power mode and generates the signals controlling
the power-management elements. During the power-mode transition, the exact sequence of control
signals has to be driven. These control sequences are handled by so called power-state machines
(PSM) — application-specific kind of finite-state machine. In PSM, the inputs are the subset of the
outputs. It means that the change of the inputs values triggers transitions through several states, each
producing different outputs values. This application-specific nature of PSM gives us an opportunity to
save the power inside the PSM when the state transition is not needed. When the current power state at
the PSM outputs and the target power state at the PSM inputs are the same, the sleep signal is
activated, powering the transition logic down. The comparison logic simultaneously generates the
clock-gating enable signal for the state logic — it guarantees that the state is not changing when the
transition logic is powered-down. The proposed PSM modified architecture is shown in Figure 2.

Figure 2: The proposed PSM architecture.

3 Experimental results

For evaluation of suitability of proposed abstract power-management specification we use the
complexity comparison between the system-level and standard-based RTL power intent. As a
complexity parameter we take the number of characters the designer needs to use for description of the
power intent. Note that the system-level power management was not created with intent to use the
shortest description, but to abstract from lower-level details, such as power nets and power-
management elements (e.g. power switches, level shifters, or isolation cells).
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We have generated half a million samples for system-level power management, describing the
power intent in HSSL- and SystemC-integrated power-management extensions and synthesized the
standard UPF power management specification using two proposed synthesis algorithms. The first one
[2] generates the equivalent power intent in UPF, while the second one handles in addition some
inconsistencies in specification (e.g. a power state is specified for power domain, but never used) and
analyzes the architecture of the system that is driving its decisions (e.g. component connections).

For the generated samples we were scaling the number of power domains from 1 to 10, the number
of power modes from 1 to 10, the average number of instances per power domain from 1 to 10, the
number of instances interconnections from 1 to 100, and the average number of power states in power
domains from 1 to 5.

In Figure 3, the HSSL-integrated power-management specification (HSSL) is compared to the
generated standard-based power-management specification. HSSL->UPF1 and HSSL->UPF2 denote
the usage of the first and second algorithm respectively. In the left-hand chart the absolute values of
the complexity parameter are shown. In the right-hand chart the relative comparison is given.
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Figure 3: HSSL-UPF power-management specification comparison (absolute — left part; relative — right part).

The result is that such system-level power-management has approximately 10.3 times lower
complexity in average compared to the standard UPF specification for the first synthesis algorithm and
8.7 times lower for the second algorithm. The higher benefit (higher difference between specifications)
was achieved for samples with a smaller number of instances per power domain and a high number of
inter-domain connections.

When evaluating the SystemC-integrated power-management specification, the results are slightly
different. For the first synthesis algorithm, in average the 4.4 times lower complexity of system-level
power-management specification compared to the standard UPF specification was achieved and 3.7
times lower for the second algorithm. The reason for HSSL to be more efficient in this evaluation is
that we integrated the power management into the language itself. For SystemC language, we have
used an extension library and traditional C++ modeling style. For example, the assignment of an
instance to the power domain is in HSSL incorporated into the instantiation of the component
statement, while in SystemC the additional method has to be called for a power domain object with a
component instance name as an argument.

In the second group of experiments we have compared our proposed modification of PSM architecture
with the original one. Firstly, we have processed the experiments on a single PSM design controlling
one power domain. It switches between 5 power states represented by 3 control signals. The PSM
input target state can be one of the four power states — one power state is transparent to the power-
mode determination module, it is just an intermediate state in order to correctly reach some other state.
The second comparison was processed on a slightly bigger PSM design that controls 4 power domains
switching between 8 combinations of power states of these power domains (10 control signals). As an
input, only 5 combinations are valid — the remaining 3 combinations are internal.

Since the power has also the dynamic contributing element, the experiments consist of four
simulation test-cases, each with different set of parameters. These parameters are the clock frequency
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and the toggle-rate of the target state (PSM input). The simulation test-cases are summarized in the
Table 1. The first column refers to the test-case number and f(CLK) stands for the clock frequency.
The simulation time reports the actual runtime of the simulation test-case. TRys represents the toggle-
rate of the target-state signal and is expressed by the number of target-state changes (toggles) per clock
period (clock cycle). The last test-case reflects the situation, when the toggle-rate per clock-period is
very low. Moreover, the clock frequency was lowered to 50 kHz in order to simulate more realistic
situation (the real PMUs operate commonly at the real-time clocks — typically 32.768 kHz).

#| F(CLK) Siml_JIation TRys [toggles/Te k] Power [nW]

time PSM1 PSM2 | PSM1b |PSM1sm|Saving| PSM2b |PSM2sm | Saving
1|50 MHz 5 us 0.288 0.352 2676.539|2601.271| 3% |4599.603|4176.747| 9%
2|50 MHz 5us 0.116 0.112 1934.087|1367.942 | 29% |3074.951|1866.738| 39%
3150 MHz 5us 0.04 0.036 1787 [1032.114| 42% |2629.805|1129.035| 57%
4| 50 kHz 10s 0.00001 | 0.000012 | 799.697 | 567.994 | 29% |1368.202| 335.154 | 76%

Table 1: Simulation test-cases description and power estimations.

In the right part of Table 1, the results of power estimations for described designs are shown and
compared. PSM1b refers to the first PSM design (controlling one power domain) with the basic
architecture (without internal power management). PSM1sm refers to the self-managed architecture
(with integrated comparator and power-management elements) of the first PSM design. Analogously,
PSM2b and PSM2sm refer to the second PSM design (controlling four power domains). The columns
named Saving refer to the amount of saved power.

We may notice that the power saving of the modified PSMs scales from 3 to 76 %. The power
saving increases with decreasing TRys parameter and starts to decrease with very rare target-state
changes (test-case 4) for the first PSM design (small PSM), when the added components start to
consume significant portion of power compared to the rest of PSM (even then there is a power saving
of 29 %). The power-reduction in the first test-case is very low and for such case self-management
would not be worthy of additional area requirements. This test-case can be considered boundary case,
for which the modified PSM architecture is beneficial regarding the power consumption. In Table 1,
the TRys for the first test-case is shown to be approximately 0.3. It means that the target state changes
approximately each third clock cycle. The transition logic is activated for one or more clock cycles,
depending on the sequence needed to correctly reach the target state from the current power state.
Therefore we may assume, that in this case the PSM was active (transition logic powered-up) more
than 30 % of the simulation time. It means that the PSM has to be at least 70 % of the time inactive in
order the modified PSM architecture is suitable to be used.

4 Conclusion

Our work has produced several contributions. We have extended the low-power design methodology
to the system level, abstracting from lower-level details, such as power nets, ports and other power-
management elements. Our methodology utilizes high-level synthesis process in order to find trade-off
between performance, power, and area of the system. The experiments showed that the abstract power-
management specification is approximately 7-times more concise than its RTL standard-based
equivalent. Therefore, it is easier to adopt and it is less prone to human errors, reducing the design re-
spins. The control signals for power-management elements are generated by PMU. In order the PMU
to be power-efficient, we have proposed a modification of its PSMs. The modified architecture,
managing its power consumption, reduces the power inside the PSM up to 76 % in the experimental
design. Although, the power consumption of PMU is negligible compared to the whole system, in
systems where the power consumption is converging towards the sleep-mode power, the PMU
becomes the significant consumer of the power.
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Besides the mentioned experimentally-proven contributions, we have produced several others. We
have determined the existing power-reduction techniques usable at the system-level of abstraction. We
have integrated the power-management specification into the HSSL language in a form of language
syntax extension and into the SystemC language in a form of extension library. We have proposed the
technique of stopping the system-block operation by utilizing the isolation power-management
elements. Finally, we have proposed two power-management specification synthesis algorithms for
transformations of the system-level abstract power intent into the more-detailed UPF format. The first
one produces the equivalent power-management specification, the second one uses optimizing
decisions based on the system architecture and power-management consistency checks.

Our further work is focused on automated generation of power-related assertions enhancing the
verification process.
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Abstrakt. Soucasné pozadavky kladené na smérovani paketl v patefnich sitich vynucuji ak-
celeraci této operace v hardware s pouzitim pamé&fové efektivnich technik reprezentace od-
povidajici sady prefixi. ACkoliv je dynamicka povaha smérovacich informaci vyznamnym
faktorem ovliviiujicim pamé&fovou reprezentaci sady prefix(i, doposud nebyly dynamické
vlastnosti smérovani v patefnich sitich studovany z pohledu zmén ve smérovaci tabulce.
Tento piispévek obsahuje chybéjici analyzu, kterd byla provedena jako prvni krok k ndvrhu
a implementaci systému dynamického pridélovani paméti na ¢ipu FPGA pro potieby repre-
zentace sady prefixii ze smérovaci tabulky. V pfispévku je ukdzano, Ze smérovaci tabulka
obsahuje nezanedbatelné mnozstvi dlouhodobé stabilnich zdznamil. Zmény ve smérovaci
tabulce pak pripadaji pfedevs§im na aktualizace zdznamd, které jsou vétSinou provedeny
za méné nez 2 hodiny. V rdmci analyzy bylo také ukazano, Zze zdznamy odstrafiované ze
smérovaci tabulky byly v 70 % pfipadi pridany pfed méné nez 24 hodinami.

Klicova slova. Smérovaci tabulka, dynamické vlastnosti smérovani, pateini sité, LPM.

1 Uvod

Neustale se zvySujici mnozstvi dat prenasenych pies pocitaCové sité ma piimy vliv na nartst pod-
porovanych pienosovych rychlosti. Napiiklad pro Ethernet je jiZz standardizovdna pfenosova rychlost
100 Gb/s [1]. Pocet koncovych zarfizeni pripojenych k Internetu navic dosahuje fddu miliard a naddle
rychle nartistd. Oba tyto trendy se pfitom piimo dotykaji jedné ze zdkladnich operaci v pocitacovych siti
— smérovani paketi. Smérovaci tabulky pro patefni sité dosahuji velikosti pres 500 tisic IPv4 a téméf
18 tisic IPv6 zaznamd (viz [2]), na zdkladé kterych je pfi podpore pienosové rychlosti 100 Gb/s nutné
ucinit rozhodnuti o smérovani paketu za 6,72 ns. Smérovani paketu jiZ tedy neni moZné provadét v soft-
ware, ale tato operace musi byt v patenich sitich implementovana v hardware.

V ramci své disertaCni prace na téma VyuZiti rekonfigurovatelnych obvodii v oblasti pocitacovych
siti se zabyvam pouzitim technologie FPGA pro implementaci operace vyhledani nejdel$tho shodného
smérovani paketi. Typickd implementace operace LPM pro vysokorychlostni sité je zaloZena na stro-
mové datové struktufe kdujici prohleddvanou mnoZinu prefixti. Kvili poZadavku na rychlé zpracovani
je vyhledavani v této stromové struktufe nejcastéji implementovano v hardware ve formé zietézené linky,
jejiz jednotlivé stupné zajistuji vyhledavani na riznych hladinach stromové struktury. Pro uloZeni od-
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povidajicich hladin stromové struktury je kazdému stupni ziet€zené linky piifazen samostatny paméfovy
blok.

Implementace s vyuzitim ziet€zené linky zaji$tuje dostate¢nou rychlost vyhledavani, které je viak
limitovana rychlosti pfistupu do paméti slouzici k uloZeni stromové struktury. V [3] bylo ukdzano, Ze
pii vhodném zakédovani mnozZiny prefixt je mozné k jejimu uloZeni vyuZzit dostupnou distribuovanou
pamé&f na Cipu FPGA a dosdhnout tak dostatené rychlosti vyhledani pro podporu prenosové rychlosti
170 Gb/s.

Vzhledem k dynamické povaze mnoziny prefixi se viak paméfové naroky v jednotlivych stupnich
zietézené linky v ¢ase méni. S ohledem na omezené mnoZstvi dostupné paméti na ¢ipu FPGA se proto
jevi jako vhodné zajistit dostate¢né mnozstvi paméti v jednotlivych stupnich zietézené linky prostrednic-
tvim dynamického ptidélovani paméti. Tento piispévek se tudiZ zabyva analyzou dynamickych vlastnosti
smérovacich tabulek v patetnich sitich, kterd by ndsledné méla byt rozsifena o pohled na vztah zmén ve
smérovacich tabulkdch a pamé&fovych naroki v jednotlivych stupnich zietézené linky. Na zaklad& t&chto
analyz by pak méla byt navrzena architektura umoziujici dynamické pridélovani paméti na Cipu FPGA.

Struktura piispévku je nasledujici. V kapitole 2 jsou predstaveny pribuzné prace a je identifikovan
prostor pro provedenou analyzu. Nasledné jsou v kapitole 3 popsdna data, na nichZ byla analyza pro-
vadéna, a zpusob jejich predzpracovani. Popis vlastni analyzy a jejich vysledku je obsahem kapitoly
4. Provedend analyza je také v ramci kapitoly 5 zasazena do kontextu dalSich cila disertacni préce.
Piispévek a dosazené vysledky jsou shrnuty v kapitole 6.

2 Pribuzné prace

Existuje mnoho praci zabyvajicich se dynamickou povahou smérovani paketii z pohledu koncovych
sitovych zafizeni. Komplexni analyzu aktualizaci smérovacich informaci zasilanych mezi pateinimi
smérovaci vSak najdeme pouze v [4] a [5].

Pivodni analyza [4] provedena na datech z roku 1996 je zaloZend na sledovani posloupnosti ak-
tualizaci zasilanych protokolem BGP pro danou dvojici (prefix, smérovac). Identifikované posloup-
nosti pfidani a odebrani prefixu jsou klasifikovany do tif kategorii: 1) aktualizace spojené se zménou
smérovani, 2) aktualizace spojené se zménou smérovaci politiky a 3) patologické aktualizace smérovacich
informaci. Z vysledki analyzy vyplyva, ze 99 % BGP aktualizaci zasilanych mezi patefnimi smérovaci
spadd do kategorie patologickych aktualizaci. Tato prace také pfinasi pohled na n€které kvantitativni
vlastnosti zasilanych aktualizaci smérovacich informaci: a) mnozZstvi zasilanych aktualizaci zdvisi na
zatézi sité a kopiruje jeji denni, tydenni a ro¢ni vzory, b) aktualizace pro danou dvojici (prefix, auto-
nomni systém) jsou registrovany pfevazné s periodou 30 a 60s a c) 35-100 % dvojic (prefix, autonomni
systém) je aktualizovano alespon jedenkrét za den, pricemz medidn je 50 %.

Revize zavért puvodni analyzy po 10 letech byla publikovéana v [5]. V ramci této prace byly uplatnény
stejné metody analyzy aktualizaci smérovacich informaci jako v [4], av§ak u nékterych posloupnosti
pridani a odebrani prefixu doslo k jejich zpfesnéni. Diky tomu bylo moZné aktualizace smérovacich in-
formacfi presnéji klasifikovat do vySe uvedenych 3 kategorii. Zakladnim zjiSténim revidované anlyzy je

v e

skute¢nost, Ze z pohledu BGP aktualizaci je Internet ,,zaméstnanéjsi (legitimni aktualizace spojené se
zménou smérovani ¢i smérovaci politiky predstavuji 84 % vSech aktualizaci) a ,,zdravéjsi* (podil pato-
logickych aktualizaci je jen 16 %). Ostatni zjiSténi revidované analyzy potvrzuji vysledky z pred desiti
let a pouze u periody aktualizaci pro danou dvojici (prefix, autonomni systém) se kromé vyznamného
podilu periody 30 s objevuje také znacné mnoZzstvi aktualizaci s periodou vétsi nez 8 hodin.

Obé uvedené prace se zabyvaji predevsim klasifikaci aktualizaci smérovacich informaci a také né-
kterymi jejich kvantitativnimi vlastnostmi. Z pohledu implementace operace LPM je v§ak mnohem pod-
statn€jsi vliv prijatych BGP aktualizaci na samotnou smérovaci tabulku, kterd se neméni s pfijetim kazdé

aktualizace. Navic ne vS§echny zmény smérovaci tabulky znamenaji zménu prefixu uloZeného v tabulce,
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a tudiz datové struktury reprezentujici mnozinu prefixti pro potieby operace LPM. Tento prispévek se
proto zabyva analyzou vlivu aktualizaci smérovacich informaci na smérovaci tabulku, pficemz jejich
vliv na reprezentaci prefixové sady pro potieby operace LPM ponechava k rozpracovani do budoucna.

3 Vstupni data a jejich predzpracovani

Pro provedenou analyzu byla vybrdna data z kolektoru RRC14 umisténého v Palo Alto (USA). Pfistup
k pouzitym datim je umoZznén prostfednictvim sluzby RIS (Routing Information Service) raw data [6].
Pouzita data pochdzeji z obdobi 1.10.2013 az 28.2.2014. V tomto obdobi se pocet zdznamu ve smérovaci
tabulce zvysil o 3,2 % z ptuvodnich 493 219 az na 508 881 zaznamd.

Na kolektoru RRC14 jsou data ze smérovacich tabulek k dispozici ve formé obrazti celych smérova-
cich tabulek s 8hodinovymi rozestupy a také v podobé souhrnu v§ech BGP zprév v intervalech po 5 mi-
nutich. Pro provedenou analyzu byla pouZita data v obou formatech. Celkovy obraz smérovaci tabulky
slouzil jako vychozi stav, na ktery byly postupné aplikovdny aktualizace (pfiddni ¢i odebrani zdznamu)
obsazené v souhrnu BGP zprav v jednotlivych Sminutovych intervalech. Je vSak tfeba poznamenat, Ze
ne kazdé pridani ¢i odebrani zdznamu predepsané v BGP zpravé se projevilo jako ptidani ¢i odebrani
zdznamu z rekonstruované smérovaci tabulky. Identifikdtorem zdznamu je totiz kromé prefixu IP adresy
také identifikace zdroje této informace. Novy zdznam byl tedy zaveden pouze v piipadé, Ze pro dany
prefix nebyla pfitomnd smérovaci informace ze Zadného jiného zdroje. Odebrani zdznamu pak nastdvalo
pouze v piipadé, Ze uz pro dany prefix neexistovala smérovaci informace ze Zadného dalsiho zdroje.

Protoze zdznamy v obrazu smérovaci tabulky obsahuji informaci o ¢asu pfidani a BGP zpravy si
s sebou také nesou informaci o Casu pfijeti, je moZzné vySe uvedenym postupem zrekonstruovat stav
smérovaci tabulky v libovolném okamZziku uvazovaného ¢asového intervalu (s rozliSenim na sekundy).

4 Analyza dynamickych vlastnosti smérovacich tabulek

Prvni ¢asti analyzy bylo sledovédni vyvoje smérovaci tabulky (anglicky routing information base, RIB)
v celém uvazovaném intervalu. Vysledky sledovani jsou zobrazeny v grafu na obrdzku 1, ze kterého je
patrny narist velikosti smérovaci tabulky (viz ,,Aktudlné v RIB*) zpisobeny vét§im poctem pfidanych
zaznami neZ odebranych piivodnich zaznamu. Z pohledu vytyceného cile analyzy je vSak nejpodstatné;si
informaci celkové mnozstvi zménénych zaznamu. Oproti stavu na zacatku f{jna 2013 se na konci tinora
2014 vyskytovalo ve smérovaci tabulce priblizné 50 000 nové pfidanych zaznamu a vice nez 36 000
pivodnich zdznamd bylo odebrano. Nejvétsi podil zmén (pres 200 000) vsak pfipadd na aktualizace
pivodnich zdznamd, které reprezentuji jednu ¢i vice posloupnosti odebrani a néasledného navraceni
zaznamu do smérovaci tabulky. Z grafu je také na poklesu poctu nezménénych puvodnich zaznamu
patrné, Ze béhem 5 mésict doslo k obméné (odebrani ¢i aktualizaci) téméf poloviny piivodnich zaznamti
smérovaci tabulky.

Po zjisténi trendl vyvoje zmén ve smérovaci tabulce v pribéhu celého sledovaného obdobi byly
tyto trendy sledovany v priibéhu jednoho dne. Histogramy na obrazku 2a zobrazuji pocty zmén v jed-
notlivych ¢astech dne v priméru za 5 mésict sledovaného obdobi. Z uvedeného grafu je patrné vetsi
mnozstvi zmén zdznamu ve smérovaci tabulce béhem pracovnich hodin. Uvedené pribéhy také potvr-
zuji zjisténi z prvni Casti analyzy, Ze nejvétsi podil zmén pripadd na aktualizace zaznami. Hlavnim
zjiSténim je vSak skuteCnost, Ze aktualizace (tj. odebrani a ndsledné navraceni zdznamu do smérovaci
tabulky) Casto probéhne za méné neZ 2 hodiny. Tuto vlastnost Ize vyuZit pfi implementaci operace LPM,
konkrétné pri aktualizaci prefixu v datové struktufe. Vzhledem k pfedpokladanému opétovnému pridani
odebiraného prefixu béhem ndsledujicich 2 hodin neni nutné jeho skute¢né odebréni, ale je mozné jej
realizovat nastavenim priznaku neplatnosti, ktery bude s opétovnym pridanim prefixu vynulovan.
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Obrézek 1: Vyvoj smérovaci tabulky v obdobi 5 mésict
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Posledni ¢ast analyzy byla vénovéna sledovani délky vyskytu zdznamu ve smérovaci tabulce. Vysle-
dky tohoto pozorovdni, zobrazené na obrdzku 2b, se vztahuji pouze na zdznamy, které byly ze smérovaci
tabulky odstranény, a tudiZ u nich byla zndma celd délka jejich vyskytu v RIB. Na rozdil od pfedchézeji-
cich ¢asti analyzy byl kazdy vyskyt opakované pfiddvaného a odebiraného prefixu zapocitdn samostatné
a jeden prefix tudiZ mohl pfispét k vysledkiim analyzy n€kolika riznymi hodnotami délky vyskytu v RIB.
Graf na obrazku 2b predstavuje kumulativni funkci délky vyskytu zaznamu v RIB a uddva podil zaznamd,
které byly ve smérovaci tabulce pfitomny uvedenou ¢i krat$i dobu. Z grafu lze tedy naptiklad vycist, Ze
70 % odstranénych zdznama se ve smérovaci tabulce vyskytovalo méné nez 1 den. V ramci sledovaného
Smési¢niho obdobi byl nejdelsi vyskyt zdznamu 284 dni a v priméru byly zaznamy ze smérovaci tabulky
odstraniovany za 9 dnt a 4 hodiny. Median délky vyskytu zdznamu v RIB byl ale 35 minut a lze tedy
konstatovat, Ze vice neZ polovina odebranych zaznama stravi ve smérovaci tabulce méné nez 1 hodinu.

5 Cile disertacni prace

Aktualni situace v patefnich sitich klade vysoké pozadavky na implementaci operace smérovani paketa.
Kvili podpofe vysokych pfenosovych rychlosti je nutné akcelerovat smérovani paketd v hardware. Velké
mnoZstvi zdznami ve smérovacich tabulkdch také vynucuje vyuZiti specidlnich pamétové efektivnich re-
prezentaci sady prefixd ze smérovaci tabulky a efektivni nakladani s pridélenou paméti béhem provadéni
aktualizaci smérovacich informaci.

V ramci své disertacni price se zabyvdm moZnostmi akcelerace operace LPM s vyuZitim techno-
logie FPGA. Pozadovanou rychlost zpracovani Ize pomérné snadno zajistit implementaci operace LPM
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zietézenou linkou. Problematickym je vSak dostatecné rychly pfistup do paméti. V prvni ¢4sti disertacni
prace jsem se proto vénoval analyze stdvajicich LPM algoritma, pfedev§im z hlediska jejich pamétové
naroc¢nosti pii reprezentaci prefixovych sad z aktudlnich smérovacich tabulek patefnich smérovact. Na
zékladé této analyzy jsem ndsledné navrhl novou reprezentaci prefixovych sad a hardwarovou archi-
tekturu pro jeji zpracovani. Tato reprezentace umoziuje uloZit kompletni prefixové sady z paternich
smérovacich tabulek v rychlé paméti na FPGA ¢ipu. Navrzend hardwarova architektura podporuje pro-
pustnost pfes 170 Gb/s. Vysledky dosazené v rdmci prvni ¢asti disertacni prace jsem publikoval v [3].

Dynamickou povahu smérovaci tabulky je nutné reflektovat pfi jejim uloZeni v paméti pro potieby
operace LPM. Vzhledem k pouZiti zietézené linky a odd&lenych pamé&tovych bloki v jejich jednotlivych
stupnich by statické pridéleni rezervni paméti mohlo vést k jejimu neefektivnimu vyuZiti. Proto jsem se
v druhé ¢4sti disertacni prace nejprve zaméfil na analyzu dynamickych vlastnosti smérovacich tabulek,
jejiz popis je obsahem tohoto pfispévku. Provedend analyza navazuje na podobné prace v této oblasti,
pricemz posouva predmét zdjmu z aktualizaci vyménovanych mezi smérovaci na samotnou smérovaci
tabulku. Znalosti ziskané touto analyzou a sada skriptl vytofend pii jejim sestavovani nasledné po-
slouzi k bliz§imu pohledu na vztah zmén ve smérovacich tabulkdch a pamé&{ovych ndroki v jednot-
livych stupnich zfetézené linky. Aktualizace smérovaci tabulky budou transformovédny na aktualizace
stromové datové struktury reprezentujici sadu prefixd a na jednotlivych hladinach datové struktury bu-
dou sledovdny zmény v pam&{ovych ndrocich b&hem provéadéni aktualizaci. S touto znalosti se pak budu
vénovat ndvrhu a implementaci systému dynamického pridélovani paméti na ¢ipu FPGA, jehoZz vytvoreni
je hlavnim cilem druhé ¢4sti disertacni préce.

6 Zaveér

Zatimco se existujici studie dynamickych vlastnosti smérovani v paternich sitich zamérovaly predevsim
na analyzu aktualizaci zasilanych mezi patefnimi smérovaci a jejich klasifikaci do kategorii odpovidaji-
cich pfi¢inam téchto zmén, zadna prace se nevénovala vlivu aktualizaci na smérovaci tabulku z pohledu
implementace smérovani v patefnim smérovaci. Tento piispévek proto predstavuje analyzu poskytujici

chybéjici pohled na dynamickou povahu smérovani v paternich sitich.
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Provedena analyza ukazala, Ze obména poloviny smérovaci tabulky trva vice nez 5 mésicd a ne-
zanedbatelna ¢ast zdznami je tudiz dlouhodobé stabilnich. Hlavni pfi¢inou zmén ve smérovaci tabulce
jsou aktualizace stavajicich zdznam (jejich odebrani a op€tovné pridani), u nichz se pfi bliz§im pohledu
ukazalo, Ze velmi Casto probéhnou za méné nez 2 hodiny. Tato vlastnost by mohla byt vyuZita pfi imple-
mentaci aktualizaci zdznamd, napiiklad pomoci pfiznaku platnosti. V ramci analyzy bylo také ukazano,
ze se 70 % odstranovanych zdznama vyskytovalo ve smérovaci tabulce méné nez 1 den.

Vysledky analyzy predstavené v tomto piispévku budou doplnény o studii vztahu zmén ve sméro-
vacich tabulkdch a paméfovych nérokd v jednotlivych stupnich zfetézené linky implementujici operaci
LPM. Tyto informace nédsledné poslouZi pro ndvrh a implementaci systému dynamické alokace paméti

na Cipu FPGA v ramci disertacni prace VyuZiti rekonfigurovatelnych obvodii v oblasti pocitacovych siti.
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Abstract. This paper introduces a new method for optimization of coverage-driven verifi-
cation (CDV) that is based on evolutionary computing. In comparison to the classical CDV
that utilizes random search, using this method, the convergence to the maximum coverage
is much faster, fewer transactions are used and no manual effort is required from the user.
Moreover, the optimization is targeted to the verification process itself without the depen-
dence on the circuit that is verified.

Keywords. Functional verification, Optimization, Evolutionary algorithms.
1 Introduction

According to The 2012 Wilson Research Group Functional Verification Study [1], several challenges that
are a hot topic in the verification field exist nowadays. For example, defining of appropriate metrics to
measure the progress in verification, restricting the time needed to discover a next bug and the time to
isolate and resolve the bug. Nevertheless, the most important challenges are creating sufficient tests to
verify the whole design and managing the verification process. Therefore, new methods that target these
issues are in a great demand, despite they are in the centre of interest in many companies.

In this paper, the attention is paid to functional verification as it is the most dominant simulation-
based verification approach used in industry. A new method for optimization of the verification process
is introduced. It is based on evolutionary computing, in particular the genetic algorithms, and accelerates
reaching coverage closure of measurable properties determined by the specification.

The paper is organized as follows. Section 2 introduces functional verification and the process of
CDV. In Section 3, evolutionary computing is outlined and the decision why the genetic algorithm was
selected for optimizing CDV is explained. The structure of the genetic algorithm adapted for CDV is
described. The experimental part is incorporated into Section 4. The optimization is directly applied to
functional verification of a selected circuit. Section 5 concludes the paper and clarifies, how the CDV
optimization correlates to the topic of the PhD thesis.

2 Coverage-Driven Verification

Functional verification is based on simulation and uses sophisticated testbenches with additional features
to increase the efficiency of verification. First of all, it generates a set of constrained-random test vectors

*This work was supported by the EU COST Action IC1103 MEDIAN, the national COST project LD 12036, the scholarship
programme Brno PhD Talent, and the BUT FIT project FIT-S-14-2297.
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called transactions (constraints define their correct form) and compares the behaviour of Device Under
Test (DUT) with the behaviour specified by a provided reference model. The reference model is prepared
according to the specification in SystemVerilog, in C/C++ or other languages that are supported.

Coverage is a very important feature in functional verification and defines the quality of verification
tests based on the incorporated attributes/properties of the verified system (also called coverage metrics).
In other words, it measures whether enough transactions were produced in order to exercise most of the
possible behaviours of the circuit. The list of supported coverage metrics follows, some of them are
provided automatically in an HDL simulator, other must be written by hand.

e Functional coverage is implemented manually, measures how well input transactions cover the
specification of the verified design. It focuses mostly on the semantics. For more precise defini-
tion, see Chapter 4 in [3] or Chapter 18 in IEEE SystemVerilog standard [4]. In the example in
Listing 1, one statement from the specification is selected: For the input X (integer), at least one
negative, one positive and one zero value has to be checked. For this statement, the coverage item
in SystemVerilog is constructed according to the standard. This item is automatically loaded by
the HDL simulator and its occurrence is recorded during verification.

coverpoint input_X {

bins neg = {[$:-1]1}; // Check at least one negative value
bins zero = {0}; // Check zero value
bins pos = {[1:5]1}; // Check at least one positive value

}
Listing 1: An example of functional coverage item in System Verilog.

e Structural coverage is generated automatically by a simulation tool, measures how well input
transactions cover the implementation (the source code) of the verified design. Typical structural
coverage metrics are toggle, statement, branch, condition, expression or FSM coverage. For more
precise definition, see Chapter 5 in [3] or Chapter 29 in IEEE SystemVerilog standard [4]. In
Figure 1, an example of the lines of code that were not covered during verification can be seen. In
particular, X 5 means that one or more branches were missed, X7 specifies which branch it is, Xg
means that one or more statements were missed. The tick mark means that the line of code was
properly executed.

23 f/ local register holding the wvalue
24 reg [bit_widcth-1:0] QO_local;
25
\( 264 always @( posedge CLE or negedge RST )
o 27 if ( RST == 1'b0 ) begin
v 238 Q0 local <= reset value;
e ¥r 29 end else if { CLEAR = 1'bl } begin
)(3 30 Q0 local <= reset wvalue;
g ¥r s end else if { STALL = 1'bl } begin
¥z 3z Q0 local <= QO lnocal;
v + 33 end else if | WEO == 1'bl ) begin
v 34 Q0_local <= DO:
35 end

Figure 1: The missed code coverage statements recorded by the ModelSim simulator.

Coverage closure means provoking the occurrence of each of the measurable properties [3]. HDL
simulators like ModelSim from Mentor Graphics, Riviera-PRO from Aldec, or Incisive Enterprise Sim-
ulator from Cadence offer coverage analysis (they measure all coverage metrics automatically) and pro-
duce statistics about which coverage items were hit during verification runs. If there are holes (unex-
plored areas) in the coverage analysis, the verification effort is directed to the preparation of test scenar-
ios which will cover these holes. One option is to change the constraints of the pseudo-random generator,
the second option is to prepare direct tests. This process is called coverage-driven verification (CDV).
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For complex systems, like processors or controllers, reaching coverage closure represents a daunting
task and a clue how to do this is not defined yet [2]. Maybe that is the reason why some verification
teams still check coverage holes and prepare direct tests to cover such holes manually [6]. To target this
issue, new techniques for automation of reaching coverage closure in CDV have to be developed. The
generation of appropriate scenarios can be driven by an intelligent program that controls coverage results
and chooses constraints or seed of pseudo-random number generator.

Several solutions already exist, e.g. based on machine learning techniques. In [5], Bayesian net-
works are applied to CDV problem. In the first step, a training set is used to learn the parameters of
a Bayesian network that models the relationship between coverage and generated transactions. In the
second step, the Bayesian network is used to provide the most probable transactions that would lead to a
given coverage task. In [6], a tool called StressTest is introduced. The StressTest engine uses closed-loop
feedback techniques to transform the internal Markov model (used for generating transactions) into one
that effectively covers the user-defined points of interest. This approach is targeted to verification of
microprocessors and requires an engineering team to provide a template describing interface protocols
of the system. The authors in [7] present a method for automated generation of simulation vectors based
on the analysis of the HDL description and the path coverage feedback. This method utilizes constraint
solving using the word-level SAT. Some of the other related solutions are inbuilt in proprietary industry
tools like inFact from Mentor Graphics or VCS from Synopsys. Unfortunately, producers of these tools
are usually not willing to reveal the techniques their tools use to achieve the high level of coverage.

3 Reaching Coverage Closure Using Genetic Algorithm

In our approach, we consider to apply evolutionary computing to achieve the maximum coverage auto-
matically in a reasonable time. In CDV, the search space (coverage space) of possible solutions is defined
by different coverage metrics that were mentioned in Section 2. In particular, when the coverage metric
is defined by one measurable attribute of a circuit, the coverage space represents an n-dimensional region
defined by n coverage metrics.

In the following subsection, different search-space algorithms are presented and the reason why the
genetic algorithm is suitable for solving the CDV problem is explained.

3.1 Search-Space Algorithms

If the search space of all possible solutions (in our case covering all the properties) is big and random
variables appear in the formulation of the problem, stochastic optimization algorithms can be used. The
basic ones are random search, simulated annealing, hill climbing, swarm and evolutionary algorithms.

Random search algorithm generates the candidate solutions randomly. Computation ends when a
good solution is found or when the limit of iterations is reached. This algorithm is weak for solving real
world problems because it lacks strategy and does not exploit the knowledge gained during computation.

Local search algorithms (simulated annealing, hill climbing) are iterative algorithms that start with
an arbitrary solution to a problem, then attempt to find a better solution by incrementally changing a
single element of the solution (neighbourhood exploration). They are convenient to find a local optimum
but it is not guaranteed that the best possible solution will be found.

The evolutionary algorithms employ a population of candidate solutions that are evolved through
several generations. The quality of candidate solutions is determined by the fitness function. According
to the fitness, the best solutions are selected and serve as parents for the next population. Offsprings
are created by genetic operators, either mutation or crossover. If the algorithm works well, the average
fitness function of the population is rising. It means that the algorithm is exploring a profitable part of
the search space. At the same time, genetic operators ensure diversity, so the algorithm is resilient to the
problem of local optima. More information about evolutionary algorithms can be found in [8].
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While the local search focuses only on the neighbourhood of the good solutions, the random search
moves through the whole state space but without exploring perspective areas. From this simple compa-
rison, the evolutionary algorithms seem to be the best choice as they combine all advantages together.

For CDV optimization, we decided to use one of the evolutionary algorithms called the genetic algo-
rithm (GA). GA fits best to this problem as it utilizes both genetic operators and its candidate solutions
are represented by bit strings of a constant length. In some cases, GA serves just as an optimizer of
specific processes and its aim is not to find the best solution but only to preserve and employ the domain
knowledge. This is exactly what we need in CDV as we want to optimize the process of functional
verification continuously and to utilize the domain knowledge about the reached level of coverage.

3.2 Adopted Genetic Algorithm for Optimization of CDV

According to our knowledge, applying GA for optimization of CDV is innovative as it was not widely
used in this domain before. Figure 2 demonstrates how GA adjusted to the process of CDV works and
the following text explains how it differs from the basic GA described in Section 3.1.

1) Chromosome =
specific constraints

Coverage holes
GA

A

v .| Reference Model 3) Fitness function =
Generator (C/C++, SystemVerilog) achieved coverage
v
) property A [V
—PIEHSBCtiOHS [: OK/Fail property B [V
A v
A=>B
2) Evaluation of chromosome = DUT popey R \\;
x transactions d (VHDL, Verilog) property A=>B => A pod
4 [V4
X

Figure 2: CDV optimized by the adopted genetic algorithm.

In our case, every candidate solution (chromosome) encodes constraints (restrictions) for the pseudo-
random number generator (step 1). These constraints are represented by the probabilities of generated
values for the input transactions of the verified circuit. According to these constraints, the generator
produces a set of input transactions that are applied to the inputs of the verified circuit (step 2). Using
these transactions, specific properties are verified and how well it is done, is reflected by the coverage
measurement. The coverage status corresponds to the fitness function using which the candidate solution
is evaluated (step 3). Similarly, every candidate solution of the GA population is evaluated. The best
candidate solutions or their offsprings are propagated to the new population.

A huge advantage of this method is the circuit-independency. It means that optimization focuses
on reaching coverage closure of the defined coverage metrics, but only these metrics are dependent
on the circuit that is verified. In other words, GA only integrates coverage metrics to the definition
of the optimization task, but this task is the same for every verified circuit. Therefore, this method is
generally applicable for functional verification of any circuit. It will be provided as an extension of the
basic functional verification environment prepared according to the Universal Verification Methodology
(UVM) [9]. The Figure 3 highlights the components/classes that are added to the UVM environment. GA
represents the core of the algorithm. Chromosome sequencer sends candidate solutions to the transaction
sequencer that subsequently generates input transactions according to the constraints encoded in these
candidate solutions. The structure of transactions is defined in GA transaction class.
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Figure 3: Extension to the UVM verification environment.

4 Case Study

As an evaluation circuit, the arithmetic-logic unit (ALU) was selected. The block diagram of ALU and
the description of its signals is provided in Figure 4. For ALU, we were able to define 28 coverage
scenarios with 1989 functional properties. The aim of verification is to check all of these properties.

CLK RST ACT

b

MOVI — - CLK, RST, ACT (in): the clock, reset, activation signal.
REG A — - REG_A (in): the first operand for every operation.
REG B N - MOVI (in): the s.ele.ction signal, according to its value the
MEM — A LU —» EX_ALU secgnd operand is picked el‘ther fr(?m data memory (MEM),
—» EX ALU VLD register (REG_B), or as an immediate value (IMM).
MM — - OP (in): the selected operation (16 options supported).
OF —¥ - ALU RDY, EX ALU, EX ALU RDY (out): output
ALU_ RDY 4— ALU signals.

Figure 4: The demonstration circuit - ALU.

At this point, three experiments with ALU are described. As our goal is to show how effective GA-
driven search is in the process of CDV optimization, we decided to compare its results with basic random
search and constrained random search. They are shortly described in the next paragraphs.

In GA-driven search, constraints for the pseudo-random generator are encoded into the chromosome.
For ALU, constraints are represented by probabilities. At first, all possible values of control signals are
specified (every control sequence is important and need to be checked). In case of data signals, ranges
of all possible values are selected (as these possible values can be reduced to “interesting” ranges using
approximation). Afterwards, probabilities are defined for every control value and for every range of data
values. For example, the input signal MOVI can have three valid values (00, 10, 01). In the chromosome,
for every of them a number is specified that defines a probability with which these values are generated
as input of MOVI. Probabilities in the initial population of candidate solutions are created randomly.

The basic random search does not specify probability constraints for generation of input transactions.
Instead, they are generated randomly. This approach represents the original concept that is used in
functional verification commonly. However, it can take a very long time to cover all properties, because
without the coverage feedback, the generator produces transactions that cover some properties repeatedly.

The constrained random search uses probabilities for constraining the input transactions generation
as GA approach does but these probabilities are generated randomly. So good constraints are not remem-
bered and propagated further.
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Because of the restricted size of the paper, just the best measures of basic random search, constrained
random search and GA-driven search are visibly compared in the graph in Figure 5. As the HDL simula-
tor, ModelSim from Mentor Graphics was used. In the background, 20 measures with different settings
were performed for every search algorithm. The x-axis represents the number of required input trans-
actions and the y-axis represents the achieved level of coverage of functional properties for ALU. GA
achieves much better results than both random approaches. The convergence to the maximum coverage
is significantly faster and the number of required transactions is lower. It can be stated that for ALU, GA
really drives the generation of input transactions successfully.

100 /_’r_f T T p— —

95 — —

o [/
e /
© 80 -
g = Best Random Search [1]
8 70 - Best Random Search [100]

65 - = Best GA Driven Search

60 -

55

0 500 1000 1500 2000 2500 3000 3500 4000
Transaction Count

Figure 5: The comparison of the best results.

5 The Goals of the PhD Thesis

This paper introduced a new method for optimization of CDV based on the adapted genetic algorithm.
Together with the hardware acceleration of verification runs and the automated generation of UVM
environments, this method represents the core part of the PhD thesis. Throughout the last year, the
algorithm was fully implemented, integrated into UVM and evaluated. The results of the experiments
show that the algorithm works well when the speed of the convergence to the maximum coverage and
the amount of transactions are considered.

In the next months, we plan to evaluate the GA-driven method on the RISC processor in order to
show its generality and scalability to complex systems. In this case, we will use functional, code and
instruction coverage as a coverage feedback. Afterwards, the PhD thesis will be written.
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Abstract. This paper deals with three main topics: time protocols, an atomic clock
timescale comparison and a precise timestamping. There is described a theoretical back-
ground and a state-of-the-art approach. The main topic is the research in the field of time
transfer protocol IEEE 1588 — PTP. It is aimed at one of essential tasks — the precise times-
tamping. The design of accurate FPGA based time measurement device with an interpolat-
ing counter is described as well. Achieved results were verified and utilized in adapters for
accurate time transfer in optical links.

Keywords. measurement, precise time, frequency, IEEE 1588, PTP, FPGA, interpolating
counter, transparent clock, timestamper

1 Introduction

Time is a SI base physical quantity and has very broad area of influence for all people and application
fields. The need for precise time and frequency synchronization between devices with microsecond or
better accuracy is nowadays challenging task for both scientific and engineering point of view. There
are also new fields of precise time application e.g. finance and high frequency trading. Timekeeping
is a specialized branch that deals with precise time management. As we have a precise time, another
problem is the distribution of this time to other timekeeping devices. Many methods of time transfer are
employed (e.g. satellite transmission). In recent times, a new method is proposed — time transfer over
universal optical networks.

Time Protocols In the scope of computer networks the NTP protocol is the most dominant but does not
require such a strict resolution of timestamps. Another case is a modern IEEE 1588 protocol also known
as a Precision Time Protocol (PTP) which manipulates with nanoseconds and sub-nanoseconds resolution
of timestamps. My research is focused also on the PTP protocol especially on the time distribution
infrastructure. A transparent clock (TC) node is a part of PTP hierarchy but in the present days TC are
not fully available with desired quality of operation. Another field for HW-based precise time measuring
systems are specialized applications for a time distribution e.g. for a time scale comparison between
distant atomic clocks.

Clock Comparison Nowadays, an accurate time signal is mostly acquired from the global positioning
system (GPS). The Common-View GPS satellite method [6] is used for the atomic clock’s time-scale
calibration as well. Since the GPS time transfer is prone to the accuracy degradation at distances over
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1000 km or there is a problem with a GPS antenna or receiver installation, an alternative method has
been developed — the precise time and frequency transfer in optical networks. A fiber-optic cable based
network can carry a signal up to 2000 km utilizing an optical amplification only.

Timestamping Modern applications for time distribution demands a precise timestamping of external
asynchronous events. There is a need for a sub-nanosecond resolution in such cases — this means that
the required timestamp’s resolution is below the clock period of most digital systems. Generally, it is
necessary to generate and evaluate timestamps with a time interval which is shorter than a system clock
period. Examples of the precise timestamping are embedded interval counter in a control systems or a
network-based application for the time distribution (details about HW support in [4]).

2 Background and State-of-the-Art

2.1 IEEE 1588

The IEEE 1588 (also know as the “Precise Time Protocol” — PTP) protocol was developed for the need
of precise time distribution wit more precise synchronization (in comparison to the NTP protocol [16]).
It is not a RFC by IETF but it is standardized under IEEE supervision. This protocol is intended to be an
standard for devices connected via switched IP networks. The accuracy of synchronization is intended
to be beyond one microsecond.

2.1.1 Transparent Clock

The physical layout of a machine determines the topology of an automation network, which is in many
cases a daisy chain. When such a topology is built up with BCs, the result is a chain of control loops
which is susceptible to error accumulation. That’s why the automation community has proposed the
new clock type TC. This is an Ethernet bridge which is capable to measure the residence time of PTP
event messages, i.e. the time the message has spent in the bridge during transit. Because the residence
time is the difference of two timestamps, the TC does not need to be synchronized. It is sufficient if it
can measure short time intervals with reasonable accuracy. Syntonization of the local timer improves
accuracy. The residence time of the traversed TCs is summed up in the correction field of the Sync
message, if the TC is capable to modify the correction field on the fly, or in the respective Follow_Up
message [19].

End-to-End Transparent Clock In the case of end-to-end (e2e) transparent clock, the slave measures
the delay to the master with an end-to-end delay request/response message exchange 1.

Figure 1: End-to-end transparent clock [20].
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Figure 2: Peer-to-peer transparent clock [20].

Peer-to-Peer Transparent Clock The peer-to-peer (p2p) transparent clock measure the link delay to
all neighboring clocks with Pdelay_Req/Pdelay_Resp messages. A third message type may be required
for this purpose, the Pdelay_Follow_Up. When a Sync traverses a p2p transparent clock, not only the
residence time is added to the correction field but also the uplink delay, i.e. the delay of the link over
which the Sync has been received [19].

3 Time Transfer over Optical Network

There is a basic scheme of two atomic clock systems comparison in figure 3. The time transfer method
relies on symmetrical transport delay in both directions. Two systems are connected by a bidirectional
optical link. Each system is provided by a 1PPS signal from local clock and each systems has two
outputs: Tr is a 1PPS signal received via optical interface from the other system and Ts represents epoch
in which was sent out the encoded 1PPS signal.

L
T_A—» A B —T B
<
T_SAH, |—>T_SB
T_RAE——— ——————%T RB

Figure 3: Time transfer method.

Both tg and t g signals are connected to STOP inputs of two time interval counters (TIC). The first
TIC measures interval x between local 1PPS and ¢t (i.e. difference between local second and received
second from remote site) and the second TIC measures delay € of processed 1PPS inside the transmitting
part of the system. 1PPS pulse from a local clock arrives to system A in time ¢4. It is transmitted
by system A through the optical fiber to the remote site in time t54 and the reception is signalized by
system B in time tpp. Analogically 1PPS pulse from remote clock raised in time ¢p is transmitted by
system B in time tgp and received by system A in time tgr4. Here © g = tp — t4 is the clock offset,
€s; = tgi — t;, i = A B is the delay of system i and dap = trp — tsa,0p4 = tra — tsp is the link
delay from site A to site B and from site B to site A respectively.

Using a pair of time interval counters at both sites it possible to measure the system delays and the
time intervals:

A =1prAa —ta =0Oup+€sp+0Ba 0

xp=trp —tp = —Oap + €354 + 4B
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On a symmetrical link where the delay in both directions is § = d 45 = dp4, the clock offset may be
calculated as:

(a —2p) + (€54 — €sB))
2

2

Oup =

4 Actual and future work

5 IEEE 1588 Timestamper

ETHERNET .0

PHY MAC CORE

PACKET ANALYZER
AND TIMESTAMPING  |..cuuued

CATCH REGISTER
MESSAGE COMPOSER [+

Figure 4: Simplified block diagram of the IEEE 1588 timestamper and PTP timestamp generation model

OUTPUT LOGIC

FREE-RUNNING COUNTER

IEEE 1588 is a relatively new protocol standard for a precision clok synchronization. It operates
mostly over TCP/IP networks and Ethernet. The protocol is also known as the Precision Time Protocol
— PTP. Synchronization architecture is a master—slave model with nodes comunicating primary by mul-
ticast. The main difference between PTP and its predecessor NTP is that the PTP enabled nodes have
to be equipped by some HW support to precise the delay measurement. You can find more about this
protocol in [17].

The IEEE 1588 is a device which creates timestamps of incoming/outcomming packets in network
interface hardware and the timestamp is further used in the PTP functionality. The timestamper is placed
between the PHY and MAC layer on a MII interface and listen to the traffic. Every PTP packet is
timestamped so if there is a lag in the network hardware between the composition and sending, we will
know the correct time of physical transmission of the packet. The correct timestamp of a Sync message
is sent as a Follow up message.

Figure 5: IEEE 1588 timestamper evaluation.

In figure 4, there is a simplified block diagram of the FPGA counter with carry chain interpolation.
It utilizes a coarse free-runnig counter driven by reference frequency. The intervals within one clock
period is measured by the tapped delay line interpolator (carry chain implementation). The propagation
rate of the delay line is computed in the pipelined priority encoder. Measured values are stored in the
catch registers and sent by the output logic. The I12C block reads service information from transceivers

144



and manage the frequency synthesis on the daughter card. The timestamper is implemented as IP core
for FPGA in VHDL language. The timestamping core is configurable and can operate on Layer 2, 3
and 4 of the ISO/OSI model and also the reference frequency of the free-running counter. You can see a
timestamp generation model in figure 4.

I am working on the timestamper evaluation now. In figure 5 you can see some preliminary measured
data. There is one issue of an accidental glitch which is the subject of a further research.

TRIGGER A ST T
START SYNC .| COARSE COUNTER e
stop . MANAGMENT
IRIGGER B o 0 —_——a—=
HO.
START —>| SYNC 22 CARRY CHAIN
STOP —» i g.r BASED DELAY LINE
T o
l PIPELINED
RercLock |1 Eebe PRIORITY
K|
(CESIUM) CLOCK | ENCODER
........ =
ONBOARD XTAL | MANAGEMENT | 77"
(BACKUP)

————

[T eTe] C— H | INTERPOLATOR

SIGNAL

BUS

Figure 6: Simplified block diagram of the FPGA counter with carry chain interpolation.

5.1 Atomic clock time scale comparison

Generally, atomic clocks generate a time scale which is the subject of comparison. An elementary method
is depicted in Figure 7. We have local and remote system consisting of an atomic clock and an adapter.
Both systems are interconnected via an optical network and the objective is to measure a difference
between local and remote one pulse per second (1PPS) signals (the 1PPS signal is commonly used in
a timekeeping — there is a rising-edge every second). Some variation of this difference is expected and
has two originis: a temperature expansion of the optical fiber and a mutual shift of both atomic clocks
time scales. As described in [9], for the optical path with equal delay in both directions, we can apply

formula:

Oup = ((xa —2xB) +2(€SA — €5B)) 3)

© 4p stands for clock offset, « for receive and e for send delay. Indexes A and B determine the
measuring site. The prefix S indicates that the value is sent from the system. The formula is valid only
for a symmetric link.

delay 383 ps = 78 km fiber . Time Stability
10~
1PPS ( Optical Transfer +—s—
Common View GPS +—&—
REMOTE /) I - PP
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©
EMBEDDED E
FPGA BASED SR620 g
TIC g 10-0
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I .
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Averaging Interval, T, (s)
Figure 7: TIC evaluation and time stability.

The graph in Figure 7 presents comparison of our time transfer method with standard GPS based
methods: Common-View (CV) and Precise Point Positioning (PPP). The optical transfer utilizes our new
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generation adapter with FPGA based counters. As can be seen, our method provides better resolution
and stability and lower noise (in terms of TDEV) compared to the GPS based method. The CV method
uses data in the format CGGTTS [18], where the granularity is 960s. The PPP has computation period
of 300 s. This is the reason that there are no data for CV and PPP methods at the beginning of the graph
(until time interval 300 s or 960 s). The lowest observed noise is about 20 ps using averaging interval of
4 s. Detailed description of TDEYV statistics and GPS based methods is out of scope this paper. We can
conclude that the FPGA based counter is suitable for the atomic clock comparison as it is not worse than
standard GPS based methods.

6 Proposed Doctoral Thesis Structure

Transparent clock with deterministic delay Deterministic delay of Transparent clock is challenging
idea that might simplify the deployment of IEEE 1588 to many simple client systems. The client can
estimate delay from Master clock by knowing number of passing segments especially in geographically
small area, i.e. LAN or MAN. According to the opinion, such topic was not yet published. The goal is
to implement an working design as a standard ethernet switch auxiliary system. I have already started
collaborate on it with my colleagues from Department of Measurement, FEE CTU.

Time transfer over optical networks I continue in my work on optical transfer adapters. I focus on the
system evaluation and adapter design improvement (e.g. two delay-lines support, online calibration.. . ).
Challenging topics is delay stabilization in either optical or electrical domains — there already exist
several approaches, however all of them have same drawbacks and generally accepted solution was not
found yet.

FPGA-based time interval counters [ will work on refinement of FPGA-based interpolating counters.
The performance, accuracy and stability of TIC can be improved and it is goal of my future work.
Additionally, the future work on optical transfer and transparent clocks is based on this design.
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Abstrakt. Clinek popisuje metodu méfeni vzijemného posuvu signalit s vyuzitim ne-
ekvidistantni Fourierovy transformace. V prvnich kapitolach jsou charakterizovany zkou-
mané signaly a je popsana metoda méreni zpozdéni signalu s vyuzitim Fourierovy transfor-
nace. Dalsi kapitoly obsahuji struény popis neekvidistantniho vzorkovani a odvozeni neekvi-
distantni Fourierovy transformace. Posledni kapitola popisuje vysledky numerickych expe-
rimentu.

Klicova slova. Zpozdéni, fazovy posun, Fourierova transformace, neekvidistantni Fourie-
rova transformace, NDFT, neekvidistantni vzorkovani.

1 Uvod

V mnoha aplikacich je pozadovéno piresné méreni vzajemného zpozdéni analogovych signalu. Pro méteni
zpozdén{ signalu s ostrymi hranami bylo navrzeno mnoho metod [1-3], ale pro signdly bez ostrych hran
jsou stéle pouzivany analogové metody. Pouziti analogovych metod klade velké pozadavky na presnost
vyroby a sefizeni kazdého vyrobeného exempléie zafizeni. Pouziti ¢islicového zpracovani signalu umoznuje
zlevnit a urychlit vyvoj a vyrobu. Tento ¢lanek se zabyva ¢islicovou metodou méreni vzajemného zpozdéni
analogovych signalt s vyuzitim neekvidistantni Fourierovy transformace.

2 Vlastnosti signali
Meéjme dvojici signélu z ¢idel, napiiklad ultrazvukovych senzoru. Piredpoklddejme, ze dvojice signala ma
nasledujici vlastnosti:

e Signdly se vyskytuji v pulzech kone¢né délky,

e signdaly v paru maji stejnou obalovou kiivku, ale jsou vzajemné posunuté o At,

e pulzy nejsou periodické,

e signaly jsou tvofeny harmonickou funkei o neznamé frekvenci f,,

e analyticky popis obalové kiivky neni zndmy.

Priklad takovych signala je na obrazku 1.

Nasim cilem je méFeni vzajemného posuvu At mezi signaly v paru. Casovy posuv signdli je obvykle
velmi maly (At ~ 107 + 107 s) a v mnoha aplikacich je pozadovdno méfeni s vysokou piesnosti
(tddove 10ps). Pouziti jednoduché korelaéni metody neni mozné vzhledem k pozadované presnosti. Pro
méfeni takovychto zpozdéni existuje nékolik metod, napiiklad vypocet zpozdéni z fazového posuvu nebo
korelaéni metoda s aproximaci [4]. Vylepsenim metody vypoctu zpozdéni z fazového posuvu se zabyva
tento clanek.
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Obréazek 1: Priklad signélu.

Priklad dvojice signalu zaznamenanych na prototypu ultrazvukového prutokoméru. Vzdjemny posuv signdlu je
tézko postrehnutelny protoze At = 0.01 - f;l.

3 Vypocet zpozdéni s pouzitim Fourierovy transformace

Méjme pér diskrétnich harmonickych (amplitudové modulovanych) signala z1(t) a x2(t) o frekvenci f.
Pokud zndme jejich fdzovy posuv Ap, muzeme urcit jejich zpozdéni At podle rovnice (1). Fézovy posuv
Ay a frekvence f, mohou byt snadno spocteny s pouzitim diskrétni Fourierovy transformace.

Ay

At:iszp (1)

4 Obtize s pouzitim Fourierovy transformace pro méreni zpozdéni

Predpoklddejme, ze mame par signalu popsanych v kapitole 2. Pro vypocet zpozdéni musi byt signély
vzorkovény s frekvenci nejméné fs = 2 - f,. Kdyz je frekvence f, velmi vysokd, musi byt signaly také
vzorkovany s vysokou frekvenci. Kdyz je vzorkovany tisek zaroven dlouhy, dostaneme velké mnozstvi
dat, které musime zpracovat. To miize vyzadovat velkou pamét pro jejich ulozeni, rychlou komunikaci
pro pienos dat v redlném ¢ase a podobné. Pro snizeni mnozstvi zaznamenanych dat miuzeme bud snizit
vzorkovaci frekvenci nebo vzorkovat kratsi tsek signdlu. Oba piistupy maji ovsem své nevyhody: snizeni
vzorkovaci frekvence muze zpusobit problémy s aliasingem. Pl zkrdceni méfeného tiseku muze kratky
impuls sumu ovlivnit vysledky !. Tento problém miize byt elegantné vyfesen pouzitim neekvidistantniho
vzorkovani.

Pii pouziti neekvidistantniho vzorkovani muzeme pouzit rozliseni dt misto vzorkovaci periody i,
a proto miuze byt prumérnd vzorkovaci frekvence nizsi nez 2 - f,. Diky tomu muze byt vzorkovan cely
signal nizs{ frekvenci bez rizika aliasingu a tim muze byt snizeno mnozstvi zaznamenanych dat. Pouzitim
neekvidistantni Fourierovy transformace muzeme vypocitat vzdjemny posuv navzorkovanych signalu.

5 Neekvidistantni vzorkovani
Méjme pdsmové omezeny signél o §itce pasma B. Nyquistuv teorém tika, ze vzorkovaci frekvence musi

byt minimélné 2 - B aby nedoslo k aliasingu. Pouzitim nekoneéné vysoké vzorkovaci frekvence muzeme
dosdhnout nekonecné sitky pasma. Ve skutetném systému je nekoneéna vzorkovaci frekvence nedosazitelna,

HMmpuls sumu samoziejmé ovlivni vysledek i v pifpadé vzorkovani celého signalu, ale v tom pifpadé nebude jeho vliv tak
zésadni vzhledem k mnozstvi vzorku.
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ale muzeme pouzit aproximace. Kdybychom vzorkovali nekone¢né dlouhy signal slozeny z harmonickych
funkei v ndhodnych okamzicich, dosdhli bychom nekoneéné sitky pasma [6]. Ale to je také nemozné —
zadny skutecny signél neni nekoneéné dlouhy. Dalsim divodem je, Ze nedokdzeme méfit ¢as s nekoneénou
presnosti. PTi dodrzeni uréitych podminek je ale mozné pouzit aproximaci.

Pti vzorkovani signalu v ndhodnych okamzicich je nutné zaznamenat ¢as porizeni jednotlivych vzorku
tm. Vzdéalenosti mezi vzorky je mozné popsat jako nasobky casového kvanta dt. Vysledkem je omezené
rozliseni méfeného casu s rozlisenim dt. (Toto ¢asové kvantum predstavuje rozliseni pi méreni ¢asu, nikoli
piesnost méfeni.) Casy pofizeni vzork ¢, mohou byt popsany jako nésobky tohoto ¢asového kvanta (2).

ty, = n - dt
n...ndhodné &islo (2)
m. .. cislo vzorku
Z rovnice (2) je zfejmé, ze na neekvidistantni vzorkovan{ je mozné pohlizet jako na ekvidistantni vzor-

kovéni o vzorkovaci frekvenci dt ~! s nékterymi vzorky chybéjicimi. Zname-li vzorkovaci frekvenci, mizeme
aplikovat Nyquistuv teorém a ur¢it maximalni siftku pdsma vzorkovaného signalu (3).

1
S 2-dt (3)
B...sitka pasma

Pro rozlozeni vzorku je bézné pouzit vztah (4), ktery zarucuje plochou distribuéni funkei kdyz se ¢as blizi
k nekonecnu.
tn+1 = tn + 7y dt
fs
~ Po(Z2):
T'n 0( dt)v
Tn .. .ndhodna proménna

fs - .. prumérnd vzorkovaci frekvence

6 Neekvidistantni Fourierova transformace

Méjme signal x(t). Definice Fourierovy transformace X(k) signalu z(t) je (5)% [8]. N je celkovy pocet
vzorku, t, je ¢as ziskani vzorku, Aw je frekvencéni krok (v kruhové frekvenci).

X(k) = z(ty) e FFAwt (5)

n=0
Pouzitim frekvenéniho kroku (6) a ¢asu vzorkovdni ¢,, = n dostaneme standartni definici DFT (7).

2.7

Aw = ~ (6)

N-1 .
X(k) = a(n)- e ?™% (7)

Pouzitim frekvenéniho kroku (8) dostaneme definici neekvidistantni DFT (9).

2.7
Aw=2""
YT (8)

T ...délka signalu (okna)

N—-1
X(k) = Y a(ty) e 92 F (9)
n=0

2V této a viech nésledujicich rovnicich neuvazujeme normalizaci podle po¢tu vzorku
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Tabulka 1: Porovnéni modifikaci Fourierovy transformace.
| DFT | NDFT | Padded DFT*

Frekvenéni rozliseni

o |

Maximalni frekvence

M‘T; Sl
w‘;" ;‘,_.

2-dt

2Doplnéni nulami na [ ndsobek puvodni délky.

Tato definice predpokladd spojity cas, ale ¢as muze byt méfen jen po diskrétnich ¢asovych kvantech
(hodinovych ticich) délky dt. Diky tomu muzeme pouzit pocet hodinovych tika misto casu (10).

m= — (10)

Dosazenim (10) do (9) dostaneme (11). Neformdlné receno jsme signdl vzorkovali v N bodech z M
moznych.

N—-1
X(k) = Z z(my,) - e I2R G
n=0 (11)
T tn
M = — = —
ar’ " T

M ...délka signdlu (okna) v hodinovych ticich dt

My, - . . Cas vzorkovani v hodinovych ticich dt

Rozligen{ ve frekvenci a maximaln{ frekvence bez aliasingu bézné (DFT) a neekvidistantni (NDFT)
Fourierovy transformace jsou uvedeny v tabulce 1.

Neekvidistantni Fourierovu transformaci je mozno spocitat podle definice s vypocetni naro¢nosti
O(N?), s pouzitim rychlé Fourierovy transformace (FFT) s ndro¢nosti O(M - log(M)) nebo rychleji s
pouzitim nékterého aproximacniho algoritmu, napiiklad [9-11].

7 Experimentalni ovéreni vlastnosti NDFT

Jako soucést vyzkumu bylo provedeno numerické ovéreni pozadovanych vlastnosti neekvidistantni Fourie-
rovy transformace. Byly vygenerovany dvojice signali, zasumény bilym Sumem a poté byl vypocten jejich
vzdjemny posuv a urcena absolutni a relativni chyba vypoctu. Tento postup byl proveden pro mnoho
kombinaci vzorkovaci frekvence a tirovné sumu. Pro kazdou kombinaci byl vypocet proveden opakované
a vysledky byly statisticky vyhodnoceny.

Kdyz je SNR vysoké (SNR ~ 20dB) a vzorkovaci frekvence také vysoka (fs ~ 50 - f,), je metoda
vyuzivajici NDFT horsi nez korela¢ni metody. S klesajicim odstupem signalu od sumu (SNR — 0dB) a's
klesajici vzorkovaci frekvenci zacinaji metody vyuzivajici Fourierovu transformaci podavat lepsi vysledky,
viz obrézek 2. Kdyz vzorkovaci frekvence klesne k Nyquistové frekvenci (fs = 2 - f,,) a pod ni, podava
metoda s NDFT zietelné leps{ vysledky nez metoda vyuzivajici (klasickou) DFT, viz obrézek 3.

8 Cile prace

Cilem préce je nalezeni metody pro méreni vzdjemného posuvu neperiodickych analogovych signali.
Dosavadni vyzkumy v této oblasti ukazaly, ze metody, které davaji nejlepsi vysledky, jsou vypocetné
velmi ndroc¢né. V redlnych aplikacich mus{ byt méfeni provadéno velkou rychlosti (fadove stovky méfenf
za sekundu). Proto je dalsim cilem préace ndvrh postupu pro implementaci zvolené metody do hradlovych
poli nebo signalovych procesor.
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Obrézek 2: Porovnani metod.
fs =10 f,, dt = (100 f,)~*, SNR = 0dB, f, = 1 MHz,
N =1000, M = 10000
Teckovand édra . . . metoda polynomial fit, carkovand ¢dra
...metoda s klasickou (ekvidistantni) Fourierovo trans-
formaci, plnd édra ...metoda s neekvidistantni Fourie-
rovo transformaci. Korelaéni metoda md prilis velkou
chybu.
Vypocet proveden opakované:
70”...stredni chyba, ”+7. .. mazimdlni chyba.

9 Dalsi postup prace

Dalsi postup prace bude nasledujici:

1. 4e-07
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Obrézek 3: Absolutni chyba metody s NDFT.
fs =0.2-fp, dt = (100- f,)~*, SNR = 0dB , f, = 1 MHz,
N =20, M =10000
Graf pouze pro metodu s NDFT, ostatni metody selhaly
pro nedostatek vzorki..
Vigpocet proveden opakované:
70”. .. strednt chyba, "+”. .. maximdlni chyba.
Pozndmka: Spicky v mazimdlni chybé se mohou vyskyt-
nout diky délent malgm &islem v rovnici (1). Resenim je
statistické zpracovdni vysledku nebo apriori hrubd znalost
znalost frekvence fp.

e Dosud provedené prace umoznily stanovit dvé metody, které jsou vhodné pro méreni vzajemného
posuvu rychlych analogovych signalu. Cilem dalstho vyzkumu bude porovnani obou metod s ohle-
dem na vypocetni ndrocnost a na moznosti jejich implementace.

e Navrh postupu pro implementaci metody do hradlového pole nebo signalového procesoru.

e Implementace metody do hradlového pole a signdlového procesoru.

e Experimentalni ovéfeni metody a porovnani vlastnosti obou implementaci.

10 Zaveér

V éldnku je odvozena metoda vypocétu vzdjemného posuvu signdli s pouzitim neekvidistantniho vzor-
kovén{ a neekvidistantni Fourierovy transformace (NDFT) a popsdny jeji vyhody pro sniZeni potiebného
poctu vzorku. Numerické experimenty potvrdily, ze metoda vyuzivajici neekvidistantni Fourierovu trans-
formaci poskytuje nejméné stejné dobré vysledky jako jiné metody. Pro urc¢ité kombinace odtupu signalu
od Sumu a vzorkovaci frekvence metoda poskytuje lepsi vysledky, nez ostatni metody.
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Abstract. The article presents design of MPSoC (MultiProcessor System on Chip) with
DPR (Dynamic Partial Reconfiguration) support for any processor. MPSoC is based on the
softcore processors and is controlled by a modified GNU/Linux operating system. Modifi-
cations of operating system allow to develop reconfiguration triggered by change in the type
of performed task. DPR requires hardware support, which has been achieved by modifica-
tion of the standard interface (AXI). The article presents implemented system and measured
benchmarks.

Keywords. FPGA, multiprocessor system, reconfiguration, GNU/Linux

1 Introduction

With ending era of systems with single processor we can observe expanding of multiprocessor systems to
more and more sectors of embedded computing. FPGA (Field Programmable Gate Array) is one of the
sectors where multiprocessor systems already exist. This article describes systems, where multiprocessor
is implemented as softcore. Softcore implementation gives us an unique feature of reconfiguration, where
a part of processor can be replaced by software intervention. When reconfiguration occurs during the
operation, we call it DPR (Dynamic Partial Reconfiguration) [18].

There are already projects which use hardware reconfiguration, multiple processors on an FPGA or
operating system like GNU/Linux on softcore processor, but combination of these features is still little
explored. This article presents methodology for a design of GNU/Linux based multiprocessor system.
Final MPSoC can be used for research in DPR area.

1.1 Related works

Some of multiprocessor designs using FPGA are:

RAMPSoC [6] which uses single processor for controlling processing elements. This system is
controlled by special operating system CAP-OS. RAMPSoC supports only single tasking and requires
special developing toolchain.

Heracles [9] is a system without OS. Every hardware application must be compiled into Verilog
description.

The Raptor [13] system is implemented on a board with multiple FPGAs and it is controlled by
PowerPC and GNU/Linux. Hardware modules are reconfigured by DPR.
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Similar to the Raptor is the Borph [14]. This design uses a concept of hardware processes in
GNU/Linux OS.

RAMP Blue [10] is highly scalable Microblaze system consisting of multiple FPGA boards and
multiple processor cores per FPGA. RAMP Blue has got uCLinux kernel instance on every processor.
Each kernel communicates by message passing through interface network. Any application must be
designed for executing on GNU/Linux cluster. RAMP Blue does not mention any type of reconfiguration.

System described in [8] utilizes single Microblaze processor, which controls PicoBlaze processors.
Every PicoBlaze processor is a controller for floating point units. System can perform only one task,
which must be specially developed for PicoBlaze architecture.

PolyBlaze [12] is nearly the same as system described in this article. It supports multiple processors
(up to eight) and it uses symmetrical multiprocessing with Linux kernel. PolyBlaze does not have data
cache and article does not describe any reconfiguration methods.

1.2 Objectives of dissertation

The goal of the research is to develop methodology for creation of the heterogenous systems with abil-
ity to execute general computer tasks on general or specialized hardware. Task transmission between
general and specialized hardware is intended to be the method for optimizing the running job and will
be conducted online by use of the dynamic partial reconfiguration. Main goal of the dissertation can be
divided into some subobjectives. These are:

e Research of the existing projects of system on the chip on the FPGA
e Design of the reconfigurable platform for the research
e Developing theory for the hardware reconfiguration task scheduler of the operating system

e Exploration of the possibilities for increasing reliability, power efficiency and computing power

2 Multiprocessor Microblaze Linux system

2.1 Hardware

Upgrading from single-procesor to multiprocessor SoC requires modification of the existing parts of
system and addition of new functions. These functions are:

e Communication between processors (task rescheduling messages, function calls, etc...)
o Interrupt controller with adjustable routing to any processor in the system

e Protection against data hazards during shared memory access (read-modify-write from two or more
processors)

e Support for gated clocks on clock nets routed into partitions selected for reconfiguration

A further description of these essential requirements is in [4]. Speed of application execution can be
increased by integrating cache with coherent data. Alternatively we can connect groups of processors to
non-uniform memory.

Application acceleration can be achieved by addition of co-processors to Microblaze or by replace-
ment of unused general processor by specialized one. There must always be some general processor left
to execute operating system.

If we want replace accelerators, we need to ensure, that data from replaced hardware will be saved and
reconfiguration will not affects other parts of the system. This is ensured by integration of accelerators
into private partition and by clock gating support.
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2.2 Scheduler

In general, the scheduler is responsible for effective task switching. For multiprocessor SoC this re-
sponsibility extends to effective switching between processors. Default Linux kernel scheduler is called
CFS (Completely Fair Scheduler). CES is implemented using red-black tree for storing tasks, which are
waiting for execution. Choosing task for execution can be done in constant time complexity and task
reinserting has logarithmic complexity.

Scheduler, which is designed to be compatible with reconfiguration, has some practical limitations.
One of them is speed of ICAP (Internal Configuration Access Port) programming interface. Maximum
recommended speed of ICAP (in used FPGA models) is 100 MHz and word length is 32 bits. Bitstream
of one Microblaze processor is over 500 kB, so reconfiguration of one Microblaze cannot take less than
1.25 milliseconds. Additional time will be taken by initialization. Some Linux kernel configuration can
change tasks faster than that. We will develop scheduler in future research.

3 Experimental system

Research of GNU/Linux MPSoC on an FPGA requires implementation of experimental system, which
was implemented on development board ML605 (XC6VLX240T) and later on KC705 (XC7K325T).
We can see its block diagram on Figure 1. The system was designed for maximal compatibility with
Xilinx development tools. We have chosen Microblaze [17] processor and AXI (Advanced eXtensible
Interface) [3, 15] as main interface. With Kintex FPGA we can implement system with at least four
processors running on 150 MHz. The maximum frequency is limited by number of signals between
processor and memory interfaces, for example maximum frequency decreased to 100 MHz after addition
the cache interface to all processors. The experimental system has an additional limitation in number of
options where the logic can be placed. This limitation is required by FPGA reconfiguration described in
[5]. The reconfigurable logic has to be placed to particular positions into a reserved region. It requires
possibility of gating clock signals in order to enable stopping processors during reconfiguration. This
additional logic causes more latency, therefore lower frequency.

3.1 Main hardware

We modified the default interrupt controller [16] to ensure basic requirements of multiprocessor systems.
Internal functionality and register interface of the interrupt controller for each processor was simply
duplicated, so any interrupt request can be directed to any desired processor. In order to support partition
clock gating, reset control and inter-processor communication, the original register set of the interrupt
controller was expanded. Finally, independent timer has been added for each processor in the system.

Operating systems of symmetric multiprocessor system often use the concept of “per CPU” vari-
ables. Per CPU variable represents a redirection mechanism, which is transparent for the user program
and which guarantees, that every CPU has its own memory location for storing value of one per CPU
variable. Any CPU which accesses the per CPU variable will be redirected to its own value (unless ex-
plicitly requested otherwise). With this mechanism, same machine code can achieve different behavior
on any processor, where the machine code is executed. We can consider a register (as in processor archi-
tecture) as the simplest per CPU variable. Per CPU variables are used in many places in the operating
system and their number is much greater than number of the registers. Their number varies for different
configurations. Therefore per CPU variables are located in the main memory.

Accessing per CPU variables can be emulated by a single value, which contains unique identification
number of each processor. ID number can be used for addressing variable, structure or array in the shared
memory. A problem can arise for low level functions like interrupt handling or task switching. These
functions need to distinguish between processors, but some CPU architectures lack available register
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Figure 1: Block diagram of Microblaze MPSoC

or memory (for example: stack) for storing unique identification. Microblaze used in our MPSoC is
this case, too. Lack of free registers requires addition of at least two registers with direct access from
operating code. One register contains unique ID and the second serves as a temporary store of register
content in the interrupt handlers. These registers would not be necessary if the Microblaze architecture
has reserved general purpose registers in ABI (Application Binary Interface) or some userspace auxiliary
registers in SPR (Special Purpose Register) set. The registers were implemented as two AXI Stream
slaves. Instruction for accessing any data through AXI Stream can directly access data of the register, so
it does not overwrite any data stored in any register.

3.2 Operating system

The experimental system uses a modified Linux kernel for Microblaze architecture. The original kernel
provides no support for Microblaze multiprocessor system. We had to re-implement parts of the kernel
like processor interrupt handling routines, IPI, timer for events, processor clocking control, hardware
semaphores and per CPU access methods. The experimental system supports very large number of
processors (limited by kernel functions shared with other architectures), so the main limitation is caused
by underlying hardware (JTAG debug module, AXI interface connections, size of FPGA, ...) only. We
can enable or disable any processor during runtime operation (so called processor hotplug) with the help
of the clocking control. Every task on disabled processor is automatically migrated to another processor
by the task scheduler. Experimental system supports cgroups [1], so we can attach any group of processes
to any processor. These properties directly lead to implementation of reconfiguration support for the task
scheduler.
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Table 1: Delay loop calibration on MPSoC, computed by calibrate_delay_converge()

Configuration BogoMIPS loops_per_jiffy ‘
50 MHz, no cache 0.32 1624
50 MHz, 8 kiB L1 i-cache 22.01 110080
100 MHz, 8 kiB L1 i-cache 46.08 230400
150 MHz, 8 kiB L1 i-cache,
256 kiB shared L2 cache 70.86 354304

Table 2: Unixbench results

Number of loops Microblaze .
Ser 1 secon dp 130 Mb PXA272 | Intel Core i5-3570
dhry2 1.3-10% 7.5-10° 3.5-107
dhry2reg 1.3-10% 7.7-10° 3.5-107
hanoi 1.7- 107 6.2-103 2.7-10°
spawn 3.8 - 101 1.6 - 102 2.0-10%
pipe 1.4-10° 8.5-10% 2.4-10°
contextl 4.9 -107 1.7-103 5.1-10°
syscall 3.8-10° 2.6 -10° 4.1-10°

4 Experiments and results

4.1 Impact of the i-cache size

We measured an impact of the cache size of multiprocessor benchmarks. Table 1 illustrates values of
internal timing variable loops_per_jiffy from Linux kernel. This variable is used to estimate
system speed during kernel boot. Its value represents the number of delay loops executed between
two local timer events. First line shows the system without any cache. As we can see on the second
line, when we have configured a system to include small instruction cache, we have obtained huge
improvement. With configured L2 cache (on last line), there is not any speed improvement, because
delay loop procedure code fits in the L1 i-cache and it does not periodically access same data from the
memory (data are stored in the registers).

Delay loops measuring is useful only to illustrate the speed of instruction execution during the early
start of the system (only single processor is running), therefore the system has been further tested by
UnixBench 5.1.3 [2] and lat_mem_rd from the LMbench 3 package [11].

4.2 Unixbench tests

UnixBench is a set of some basic programs, which measure number of completed test executions during
the predefined time interval. Executed tests of UnixBench are:

e dhry2reg - Implementation of Dhrystone using registers

dhry?2 - Dhrystone implementation (Microblaze architecture can access a variable in memory only
through registers)

hanoi - Tower of Hanoi solving algorithm for ten disks

e spawn - Benchmark for measuring time of starting child process

pipe - Reading and writing 512 bytes into pipe in single process (no context switch)
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Figure 2: Benchmarks for different number of activated CPUs (Dhrystone, Registered Dhrystone, Hanoi
tower solver, Process spawning, Pipe communication, Context switching, System call)
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e contextl - Measuring the speed of switching between two processes by communication through a
pipe

e syscall - Kernel calling tests (duplicate file descriptor, close, get process ID, get user ID, setting
default file mode)

Results of tests using two or more processes can differ on single and multi processor system. Figure 2
shows results of these benchmarks on five different hardware configurations. Each hardware configura-
tion has been tested on 1 to 4 processors (disabled/enabled at runtime).

In Table 2 we have compared last version of the Microblaze multiprocessor system:

e 4x Microblaze at 150 MHz, L1 I-cache 8 kB, 16 B cacheline, L.1 D-cache disabled
e 1 GB DDR3 at 800 MHz
e Interface to DDR3 128 bit at 200 MHz
e system_cache (L2) 256 kB, 64 B cacheline, two associative sets
with Intel ARM:
e PXA272 at 416 MHz, L1 I-cache 32 kB, L1 D-cache 32 kB
e 64 MB SDR 32bit at 104 MHz
and with Intel i5:

e Intel Core 15-3570 at 3.40 GHz, L1 I-cache 4x 32 kB, L1 D-cache 4x 32 kB, L2 cache 4x 256 kB,
L3 cache 6 MB

e 16 GB DDR3 at 800 MHz

Only one processor was enabled on both Microblaze and i5 system.
Table 2 shows that Microblaze is around x10 times slower than PXA272 and about x1000 times
slower than i5.

4.3 LMbench memory latency test

The cache benchmark was tested by lat_mem_rd program (example in IBM article [7]), which can be
used for estimation of cache hierarchy and size. This is achieved by measuring a latency for linear
reading from an array. This reading can be done in different array sizes and with different stride lengths.
Each configuration is measured multiple times in order to minimize interferences from OS. When the
array size exceeds the cache size, next request will result in the cache miss, which will fetch data from
the next level of cache (or from the main memory). This causes a rise of the access latency, which can
be used for estimation of the cache size. If the stride length is close to size of one page and the array size
is big enough we can observe the TLB (Translation Lookaside Buffer) miss latency.

The memory latency of the Microblaze system will differ from the IBM POWER system. The Mi-
croblaze system has not an L1 d-cache and its architecture is simpler. When the array size exceeds L2
cache size, we get three cases. First one is situation, where the stride length equals the cacheline size.
Any access results in the cache miss. Testing the configuration with stride length less than the cacheline
size causes the first access to cache miss and the cache controller transmits the whole cacheline. If the
next access targets the same cacheline, it results in the cache hit. The latency between L2 cache and the
memory is divided by the number of accesses into the same cacheline. The third case has stride length
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Figure 3: Memory access latency (lat_mem_rd)

greater than the cacheline size. Any access causes the cache miss, but some cachelines are skipped,
therefore the average latency is similar to the latency with stride length that equals the cacheline size.

Virtual memory is another property which can greatly affect the latency. The Linux kernel is using
pages with page size of 4096 bytes. Every page requires a TLB entry, which is stored in the TLB cache
with the size of 64 entries. Access to any page, which is not inside the TLB cache, results in the TLB
miss and the new entry is located (by OS exception routine) and written into TLB cache. These properties
mean that Microblaze, which is accessing more than 256 kB (64 pages) has an increased latency due to
the software handling for the TLB miss.

Tests used 1 MB long block and various stride length (from less than cache line to more than page
size). Configuration of the Microblaze system was: L1 i-cache only, 512 kB L2 cache and 150 MHz
system clock frequency. As we can see in Figure 3 we measured latency rise around 256 kB, which
is maximal size of the memory, which can be serviced without the TLB miss. We are not having any
significant change in the L2 cache around 512 kB (size of L2 cache), so it seems, that L2 cache in this
configuration is not required. Stride lengths less than page size have lower latency, because there are
multiple TLB hits in one page and so access latency is averaged. For stride lengths greater than page
size, the access latency is no longer rising, because it still one TLB miss per access. For these stride
lengths, the latency rises at bigger block size, because some pages are simply skipped.

5 Conclusions

The first configuration of the system was from early version of the experimental system. It lacks any data
caches and hardware for protection against the data hazards. The exclusivity access arbiter can accept a
new transaction after completing the first one only. This serialization has a big impact on the performance
of the memory interface and consequently the processors in all experiments. Shared bandwidth of the
interface basically means that the speed decreases when a new processor is added into the system. This
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attribute was rendered as unacceptable and this system was used to modify the Linux kernel. Next stage
of the development was addition of the L2 cache. The system was equipped with our experimental
exclusivity access arbiter. This configuration caused latency, because the L2 cache required another
interface interconnect. We can see decrease of the performance from the measured data in Unixbench
tests in the Section 4.2. The critical part is the interface latency and not the cache. With new version
[19] of the L2 cache, we used integrated exclusivity arbiter, which supports concurrent transactions.
This allowed us to drop experimental exclusivity access arbiter and redundant AXI interconnect. Results
show great improvement on three different L2 sizes. We can see only minor slowdown for each new
processor. Little slowdown still exists because interface is blocked for the transmission request. Results
also confirm that impact of the cache size is minor. This would be different if we have used the L1 data
cache, but to this time we have not a usable solution. Actual L2 cache [19] supports the L1 data cache
interface (cache coherent AXI), but we have found, that it is not compatible with the reconfigurable
multiprocessor design.

Tests “spawn”, “pipe” and “contextl” have highly fluctuating results when two processors were acti-
vated (other two were disabled). These tests use two processes or are focused on the data transmissions.

Big ratio to the speed of Intel i5 is caused by lack of branch predictor in the implemented design,
lack of the L1 data cache and high latency of the interface interconnect. The latency can exceed 20 clock
cycles for a single transmission. On the other side, modern hardcore CPU uses L1 cache with latencies of
one cycle. Intel i5 is superscalar processor with very long pipeline and its clock frequency about 22 times
higher than Microblaze clock frequency. The Microblaze system with L1 data cache and with enabled
branch prediction could achieve similar MIPS/MHz ratio.

The memory latency test shows weakness of Microblaze architecture: MMU exception handling.
Any memory page, which is not located inside TLB cache creates exception and must be handled by the
kernel. This takes lots of the instruction cycles. Effect of TLB miss could be reduced by adding more
TLB cache entries or by implementing a hardware TLB manager.

6 Future work

In future work we will concentrate on the scheduler design for reconfiguring partitions with processors.
Another possible work which can be done is a raise of computational speed of the system. Actual system
lacks L1 data cache and despite the fact that speed of the DDR3 memory greatly exceeds speed of the
implemented Microblaze, any read-modify-write function deals with the interface latency.

Outlined system design can allow its use as a basis for system, which can replace its hardware on
application demand. This can be useful for any general purpose computing.

We hope that this work will allow us better understand multiprocessor and reconfiguration designs.
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Abstrakt. Vstavana samoc¢inna oprava vnorenych paméti RAM sa pouZiva na zvySenie
vyt'aznosti vyroby systémov na ¢ipe. V ¢lanku je opisany navrh nového algoritmu opravy
pamati, ktory je rozsirenim, modifikaciou a adaptaciou existujuceho algoritmu urc¢eného
na opravu pamati s tradi¢nou architekturou, na blokova architektiru. Uspesnost’ opravy
nového algoritmu je experimentalne overena a porovnana s existujucim.

Kracové slova. Vnorend pamét, vytaznost, systém na cipe, algoritmus opravy paméte,
uspesnost’ opravy.

1 Uvod

Pamite tvoria v sucasnosti asi 2/3 plochy systémov na ¢ipe (SoC — System-on-a-chip) [1] a ich
spolahlivost ma najvacsi vplyv na vytaznost vyroby SoC. Testovaniu a oprave pamiti sa preto
v sucasnosti venuje pozornost’ a realizuje sa priamo na ¢ipe ako vstavana samocinna oprava (BISR -
Built-in Self-repair). Principom BISR je pridanie zaloznych elementov ku pamiti a nahradenie
poruchovych buniek zaloznymi. O sposobe nahradenia (rieSeni opravy) rozhoduje algoritmus opravy
pamate (redundancy/repair analysis algorithm). Z literatiry su zname mnohé algoritmy opravy,
zvacsa uréené na opravu pamiti s tradi¢nou architektirou [2], ale niektoré aj na opravu pamiti s
blokovou architektirou [3]. Pamite stouto Specialnou architektirou su fyzicky rozdelené na
samostatne adresovatel'né bloky (kvadranty) rozdelenim bitového a slovného vodica. Zalohy, tiez
rozdelené na bloky, su vyuzité efektivnejSie ako v tradicnej architekture, ale za cenu mierneho
navysenia hardvéru potrebného na implementaciu oddel'ovacich tranzistorov a logickych ¢lenov.

Doposial’ existujuce algoritmy opravy pre blokovu architekturu boli adaptaciou len jednoduchych
algoritmov uréenych na opravu paméti s tradi¢nou architektirou. Motivaciou pre navrh nového
algoritmu opravy pre blokova architektiru bolo overenie predpokladu, Ze pouzitie zlozitejSicho
algoritmu v blokovej architekture paméti bude viest’ k vys$sej Gspesnosti opravy (definovana v casti 4)
ako u doposial’ znamych pristupov. Dalou motivaciou bolo to, Ze doposial’ existujuce algoritmy pre
blokové paméte nie st schopné garantovat’ najdenie optimalneho rieSenia opravy pamite. Optimalne
riesenie opravy je také, ktoré vyuziva na opravu paméte najmensi mozny pocet zaloh [2].

Clanok je pokratovanim [4], kde boli uvedené zakladné koncepty navrhu nového algoritmu opravy
paméti MSFCC (Modified SFCC — Modified selected fail count comparison). V ¢asti 2 su opisané
zékladné vlastnosti MSFCC. Cast 3 sa zameriava na uvedenie viacerych navrhnutych rozsireni
a modifikéacii pdvodného algoritmu SFCC, z ktorého sa pri navrhu MSFCC vychadzalo, a ktorych
vysledkom je tuspesna adapticia na blokova architektiru. V Casti 4 je uvedené experimentalne
overenie uspesnosti opravy MSFCC a porovnanie s existujucim rieSenim pre blokovu architektaru.

165



Cast’ 5 je zhrnutim dosiahnutych vysledkov. Podrobnejsie informacie je mozné najst’ v predbeznej
verzii dizertacnej préace [5].

2 Opis algoritmu

Novy algoritmus opravy MSFCC je zaloZeny na principoch algoritmov SFCC [2] a MESP (Modified
essential spare pivoting) [3]. Kombinuje dosahovanu vysoku uspesnost’ opravy SFCC s vyhodami,
ktoré poskytuje pouzitie blokovej architektury paméti a globalnych zaloh podla principu MESP.
MSFCC je hybridny 2-D [2] algoritmus opravy uréeny na opravu vyluéne bitovo orientovanych
pamiti RAM. Jednym zo zékladnych principov je rozdelenie portich na 3 typy:

e Typ P: povinne opravované poruchy r/s (riadkovym/stipcovym) blokom. Vo svojom r/s
bloku majd spolu viac pordch, ako je k dispozicii zaloznych s/r blokov. Na ich opravu je preto
nutné pouzit’ zalozny r/s blok.

e Typ N: nasobné poruchy v r/s bloku. Vo svojom r/s bloku maji viac ako 1 poruchu, ale
menej, nanajvy$ rovnako poruch ako je k dispozicii zaloznych s/r blokov. Na ich opravu je
mozné pouzit’ 1 r/s blok alebo viacero s/r blokov. O spdsobe opravy rozhoduje MSFCC.

e Typ S: samostatné poruchy. Vo svojom 1/s bloku sa nachddzaju ako jediné. Na ich opravu je
mozné pouzit’ akykol'vek typ zalohy.

MSFCC pracuje v troch fazach:

e 1. faza: Zber poruch a oprava poruch typu P. Zber poruch prebieha pocas testovania paméte
a informacie o kazdej detekovanej poruche sa ihned’ po jej detekcii ukladaju do malych
pomocnych paméti adresovanych obsahom (CAM — content-addressable memory). Algoritmus
je vtejto faze schopny rozliSit' poruchy typu P od ostatnych, av pripade najdenia takychto
porach ihned’ prideli prislusna zalohu na ich opravu.

e 2. faza: Pridelovanie zaloh a oprava poruch typu N. Pridel'ovanie prebieha az po ukonceni
testovania pamite, kedy st zndme poruchové informacie o vSetkych poruchach v pamiti.
Algoritmus pomocou informacii ulozenych do CAM v 1. faze vytvori zoznam vSetkych
poruchovych /s blokov v paméti obsahujtcich poruchy typu N. Tento zoznam ulozi do malého
pomocného buffera (realizovaného tiez ako pamit typu CAM). Nasledne na zaklade analyzy
obsahu buffera vyberie vhodné rieSenie opravy poruch typu N [5].

e 3. faza: Oprava zvySnych poruch a porach typu S. Oprava prebieha po skonceni 2. fazy.
Algoritmus pomocou informacii v CAM identifikuje Specialne zvy$né neopravené poruchy z 2.
fazy (ktoré v tejto faze uz spliajii vlastnosti portach typu S [5]), a tiez poruchy typu S. Na
opravu kazdej z takychto portich sa prideli jedna zaloha, napriklad ndhodnym spdsobom.

Priebeh MSFCC je ilustrovany na obr. 1. Algoritmus je spusteny spolu s testovanim paméte. V kazdej
faze je mozna skora detekcia neopravitel'nych pamiti a predéasné ukoncenie.
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A,

neopravitelné , oprava typ P
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testovanie \
koniec v
Y

neopravitelné| oprava typ l\i

CAM

2. faza

rieSenie opravy A
néjdené /

A,

opravitelné .
P 3.faza [~

Obr. 1: Priebeh MSFCC.
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V pripade, ak rieSenie opravy pre paméat existuje, MSFCC garantuje najdenie optimalneho rieSenia
opravy. Je to zabezpecené v 2. faze algoritmu, kedy sa po najdeni prvého rieSenia opravy oprava
neukonci, ale pokracuje sa d’alej, az kym sa nenajde optimalne rieSenie.

3 Modifikéacie a rozsirenia algoritmu

Pri podrobnej analyze pdvodného algoritmu SFCC [2] boli najdené a identifikované niektoré jeho
nedostatky, ktoré preukazateI'nym spdsobom [5] negativne ovplyviujd jeho schopnost’ opravy pamati
s niektorymi Specifickymi rozlozeniami poruch a teda jeho uspesnost’ opravy. Taktiez niektoré aspekty
jeho fungovania boli len spomenuté a neboli podrobne navrhnutg.

Z tychto dovodov boli v povodnom algoritme vykonané viaceré modifikacie a rozSirenia tak, aby
po jeho adaptacii do blokovej architektiry paméti v algoritme MSFCC boli najdené nedostatky
odstranené. Dalej boli navrhnuté nové presné postupy rieSenia niektorych aspektov povodného
algoritmu s ohladom na pouzitie nového algoritmu v blokovej architektire. Zoznam vykonanych
modifikécii a rozSireni je uvedeny v tab. 1.

Modifikacie (a) a (b) boli nevyhnutne potrebné na adaptéaciu algoritmu do blokovej architektury,
kde sa bunky pamate adresuju nielen pomocou dvojice adries, ale je potrebné identifikovat’ aj blokové
adresy. Odhadované navysenie poctu bitov potrebnych pre pouzité pamite CAM (vratane buffera) je
vSak len minimalne [5].

Tab. 1: Modifikacie a rozsirenia MSFCC.

Modifikacia/rozsirenie | RieSenie v SFCC [2] RieSenie v MSFCC [5] Poznamky

Potrebné na
adaptéaciu do blok.
architektiry

Pridané polia na uchovanie
- blokovych adries poruch,
nezvysil sa po¢. bitov CAM

(a) Zmena Struktary
CAM

Pridané polia na uchovanie

blokovych adries porucho- Potret,)n_e na
- weh 1/s blokov. malé adaptaciu do blok.
YO IS DIOXOV, a e architektary

zvysenie poc. bitov buffera

(b) Zmena Struktary
buffera

(c) Spajanie portch Predpoklada sa vyuzitie, nie je

hnuty , i
na konci 1. fazy uvedeny postup Navrhnuty novy postup
i . P klada zitie, nie j Navrhnuty y tu .
(d) Naplnanie buffera redpo . add sa vyweiie, e je VIARUEY IOVY POSTUP. Désledok: zvysenie
. uvedeny postup ani ¢i sU oSetrené aj Specialne L .

v 2. faze . e . . Uspesnosti opravy

oSetrené Specidlne pripady pripady
Vyhodnocovani P klada zitie, nie j

(?)V y odnocova e, redpo' ada sa vyuZitie, nie je Navrhnut§ nov{ postup )

rieSeni opravy v 2. fdze | uvedeny postup
Predpoklada sa vyuzitie, nie je | Navrhnuty novy postup,

(f) 3. faza uvedeny postup ani ¢i s oSetrené aj Specialne -
oSetrené Specidlne pripady pripady

(9) Zmena maximalnej

Zvysenie max. kapacity

Dosledok: zvysenie

kapacity jednej Désledok: znizenie uspesnosti . i s
d ti CAM Uspesnosti oprav
z paméti CAM opravy jeden z pamatl P pravy
. , o .2 , , Osetrenie
(h) Adopcia portich Désledok: mozna Navrhnuty novy postup . .
. L nekonzistencie
nekonzistencia tdajov v CAM
. . . . . . , , Osetrenie
(i) Dospenie poruch Désledok: mozna Navrhnuty novy postup

nekonzistencia udajov v CAM

nekonzistencie
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Rozsirenia (c) az (f) predstavuji navrhy novych presnych postupov pre riesenie danych aspektov
povodného algoritmu, pricom sa berie ohl'ad aj na oSetrenie moznych Specialnych pripadov, ktoré
mozu pocas behu algoritmu nastat’ [5]. Tieto nové postupy st navrhnuté az na uroven zakladnych
operacii nad pamdtami CAM, Co by znacne zjednoduSilo pripadni implementaciu algoritmu.
Pozitivny vplyv modifikacie (g) na tspesnost’ opravy MSFCC je mozné dokazat’ [5]. RozSirenia (h)
a (i) odstranuju pripady, kedy mohlo v pdvodnom algoritme dojst’ k nekonzistencii idajov ulozenych v
pamétiach CAM a teda nebol zaruceny spravny priebeh opravy paméite. Novy algoritmus MSFCC je
vd’aka uvedenym zmenam schopny opravit aj pamdte so Specifickymi typmi rozlozeni poruch, s
ktorymi pdvodny algoritmus SFCC nepocital.

4 Experimenty

Jednym z parametrov pouzivanych na vyhodnotenie efektivity algoritmov opravy je uspesnost’ opravy,
definovanad podla vztahu (1) [2]. V menovateli (1) sa do poctu vSetkych pamiti pocitaju aj
neopravitelné¢ pamite. Pri danom pocte zaloh je za efektivnejsi povazovany ten algoritmus opravy,
ktory dosahuje vys$iu mieru uspesnosti opravy.

#opravené _ paméte

. . )
#vSetky _ pamate

Uspesnost’ opravy MSFCC bola vyhodnotena a porovnana s MESP [3], ktory z doposial’ znamych
algoritmov opravy pre blokové pamite dosahuje najvys$Siu Uspesnost, a to pomocou softvérovych
simulécii. Na tento ucel boli vytvorené 2 softvérové nastroje:

e RNDCLUS (Randomized Clusters Generator) — generator poruchovych map pamati.

e RAREST (Repair Algorithm Repair-rate Estimator) — simulator algoritmov opravy paméti.
Generator RNDCLUS bol navrhnuty na zaklade podrobnej analyzy podobnych pristupov ku
generovaniu poruchovych map pamiti [5] tak, aby rozlozenia porich v generovanych mapach paméti
zodpovedali v Co najviacsej moznej miere skutoéne pozorovanym rozlozeniam. Simulator RAREST
simuluje ¢innost’ roznych algoritmov opravy, priCom ako vstup berie poruchové mapy z generdtora
RNDCLUS a ako vystup poskytuje odhad tspesnosti opravy podla (1).

Vysledky porovnania tspesnosti opravy MESP a MSFCC pouzitim uvedenych softvérovych
nastrojov su zobrazené na obr. 2 v grafickej forme a tiez zosumarizované v tab. 2.

UspeSnost’ _opravy = .100[%]

MSFCC vs. MESP - uspesnost opravy pre rozne pocty kvadrantov. Pamat 1024x1024 bitov.
RozloZenie poruch v zoskupeniach.
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Obr. 2: Porovnanie tspesnosti opravy MESP a MSFCC.
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Tab. 2: Uspesnost opravy MESP a MSFCC v %.

Kvadranty — 4 16 64
Algoritmus —
Zalohy (4 kv.) | MESP | MSFCC | MESP | MSFCC | MESP | MSFCC
ris |
1 B - - - 3,11 6,04
2/1 - - - - 24,22 29,96
2 - - 3,38 6,64 66,15 69,02
3/2 - - 11,72 15,74 92,32 93,32
3 0,63 3,12 27,31 31,36 98,70 98,83
4/3 1,61 4,54 47,20 51,16 99,44 99,46
4 3,51 6,94 67,73 70,80 99,60 99,61
5/4 7,24 10,74 83,79 85,68 - -
5 12,56 16,16 93,08 93,94 - -
6/5 19,56 23,45 97,32 97,60 - -
6 28,01 32,19 98,78 98,89 - -
7 48,28 52,14 99,44 99,47 - -
8 68,64 71,85 99,60 99,61 - -
9 84,43 86,39 - - - -
10 93,46 94,30 - - - -
11 97,48 97,75 - - - -
12 98,81 98,93 - - - -

Experiment prebehol na vygenerovanej mnozine 100 000 pamati velkosti 1024x1024 bitov (1MB je
najcastejSie sa vyskytujlca velkost' vnorenych paméti [5]) rozdelenych na 4, 16 alebo 64 kvadrantov.
Pocet kvadrantov je naznaceny ¢islami v zatvorkach na obr. 2. Poruchy v pamaétiach sa vyskytovali v
zoskupeniach (clusters), ¢o je pozorované ¢asto aj v realnych pamaitiach [5]. Pouzity pocet zaloznych
blokov sa pohyboval od 1 zalozného riadkového bloku a 1 stipcového bloku (1r+1s) aZ po 12r+12s.
Uvedeny rozsah bol platny v pamitiach rozdelenych na 4 kvadranty. V pamitiach rozdelenych na 16
resp. 64 kvadrantov bol pocet zaloh 2 krat resp. 4 krat vyssi (dovodom je delenie zaloh na zalozné
bloky v blokovych pamitiach). Napriklad pouzitie zaloh 3r+3s pre 4-kvadrantovi paméit’ zodpoveda
pouzitiu 6r+6s pre 16-kvadrantovli pamit a podobne.

Vysledky potvrdili predpoklad, ze pouzitie hybridného algoritmu opravy so zlozitejSim principom
v blokovej architektire pamiti by mohlo viest ku vysSej GspeSnosti opravy ako u doteraz znamych
pristupov. Pre niektoré kombinacie poctov pouzitych zaloh bolo dosiahnuté navySenie tspesnosti az
na urovni 4 %, ¢o napriklad v pripade 1 miliéna poruchovych pamiti predstavuje az 40000 pamiti.
Dalej sa potvrdil predpoklad [2], Ze zvyS$ovanim poétu kvadrantov pri zodpovedajiicich poétoch zaloh
sa zvySuje uspesnost’ opravy algoritmov uréenych pre blokové paméte.

Nasledujuca skupina experimentov mala za ciel’ overit’ predpoklad, ze ¢im menej portch je v
pamadtiach rozlozenych v zoskupeniach, a teda ¢im viac portch je rozmiestnenych ndhodne, tym viac
sa straca rozdiel v GispeSnosti opravy medzi algoritmami MESP a MSFCC. Dévodom je vysoky podiel
samostatnych poruch v pamétiach s nadhodnym rozlozenim, a teda pokrocilé principy MSFCC sa
neuplatnia tak ¢asto ako pri zoskupenych poruchach. Na pridel'ovanie zaloh pre samostatné poruchy su
postacujuce aj jednoduché algoritmy opravy. Dany predpoklad sa podarilo overit’ [5].

Dalsia skupina experimentov mala za ciel' overit' predpoklad, 7e aj v blokovych pamitiach
mensich ako 1MB je pouzitie nového algoritmu MSFCC rovnako vyhodné. Dany predpoklad sa
podarilo overit’ na pamétiach réznych vel'kosti od 64B do 256kB [5].
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5 Zaver

Clanok nadvazuje na [4], kde boli opisané zakladné koncepty navrhu nového algoritmu opravy paméti
RAM urceného pre opravu bitovo orientovanych pamati s blokovou architekttrou s nd&zvom MSFCC.

Clanok opisuje zakladné vlastnosti MSFCC, ale viac je zamerany na uvedenie navrhnutych
modifikéacii a rozSireni pdvodného algoritmu SFCC, na ktorého principoch bol nadvrh nového
algoritmu MSFCC zaloZeny a na uvedenie experimentalnych vysledkov porovnania Uspesnosti opravy
nového a existujuceho algoritmu.  Niektoré navrhnuté zmeny boli nevyhnutné z dévodu Uspesnej
adapticie do blokovej architektiry pamiti, kde sa pouziva iny format adresovania pamiti. DalSie
zmeny boli do adaptacie zahrnuté z dévodu najdenia urcitych nedostatkov a nepresnosti SFCC, ktoré
znizovali jeho uspesnost’ opravy. Adaptovany algoritmus MSFCC odstranenim najdenych nedostatkov
nadobudol schopnost’ opravit’ aj poruchové paméte s niektorymi Specidlnymi rozloZeniami portch,
ktoré by nebol schopny opravit’ v pripade, Ze by bol iba adaptiaciou SFCC v jeho povodnej verzii.

Sacast'ou navrhu MSFCC su aj podrobné nové navrhy postupov rieSenia niektorych dolezitych
aspektov algoritmu, a to aj s oSetrenim Specialnych pripadov, ktoré mozu nastat’. Nie je zrejmé, Ci
SFCC s vyskytom takychto pripadov pocital, avsak u MSFCC je to uz zaruc¢ené. Tieto ndvrhy sd
opisané az na uroven zakladnych operécii nad pamatami CAM, ¢o by mohlo zjednodusit’ pripadnd
implementéciu algoritmu.

Na experimentalne overenie a porovnanie uspeS$nosti opravy MSFCC s doposial’ najlepSim
algoritmom na opravu blokovych paméti (MESP) boli vytvorené pomocné softvérové nastroje:
generator poruchovych paméti RNDCLUS a simulator algoritmov opravy RAREST. Pouzitim
vytvorenych nastrojov s nastavenim hodn6t parametrov simulécii, ktoré boli inSpirované inou
dostupnou literaturou, sa podarila overit’ vhodnost’ pouzitia MSFCC.

Vysledkom je algoritmus MSFCC (aj publikovany, napriklad [6]), vhodny na opravu blokovych
pamati, ktory dosahuje vySSiu UspeSnost’ opravy ako doteraz najlepSi zndamy podobny algoritmus
MESP. Zéroven ako jediny z tejto kategorie algoritmov garantuje najdenie optimalneho rieSenia
opravy pamate. PodrobnejSie sa 0 postupoch adaptacie pdvodného algoritmu do blokovej
architektdry v ¢lanku nepojednava. Viac informacii je k dispozicii v predbeznej verzii dizert. prace [5].
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